c Copyright by

Vincent F rank Russo

1991

AN OBJECT-ORIENTED OPERA

TING SYSTEM

BY

VINCENT FRANK RUSSO

B.S., University of Dayton, 1984

M.S., University of Illinois, 1987

THESIS

Submitted in partial ful�llment of the requirements

for the degree of Do ctor of Philosophy in Computer Science

in the Graduate College of the

University of Illinois at Urbana-Champaign, 1991

Urbana, Illinois

AN OBJECT-ORIENTED OPERA

TING SYSTEM

Vincent F rank Russo, Ph.D.

Department of Computer Science

University of Illinois at Urbana-Champaign, 1991

Roy H. Campb ell, Advisor

This thesis describ es an exp eriment to use ob ject-oriented programming and design tech-

niques to design and implement an op erating system. This exp eriment uses ob ject-oriented

techniques to address problems of op erating system p ortabilit y , maintainabilit y , extensibility

and e�ciency

. The thesis also characterizes an obje ct-oriente d op er ating system.

The results of this exp eriment are presented in two parts. First, after presenting background

information and relev ant de�nitions, I characterize an ob ject-oriented op erating system. I

then pro ceed to describ e the design and implementation of an exp erimental ob ject-oriented

op erating system. This presentation maps conventional op erating system wisdom into the

ob ject-oriented framework supp orted by the exp erimental system. In this way

, I show that

ob ject-oriented techniques can supp ort realistic op erating system algorithms and mechanisms,

as well as provide software engineering adv antages. The presentation of the system stresses

ways in which ob ject-oriented techniques supp ort the system’s design and implementation.

The exp erimental system is ev aluated in terms of p erformance, maintainabilit y , p ortability

and extensibility by using examples of how characteristic op erating system problems are ad-

dressed. I will show that structuring an op erating system in an ob ject-oriented fashion and using

the capabilities provided by an ob ject-oriented programming language allows the construction

of p ortable, extensible and maintainable op erating systems without sacri�cing p erformanc e.

Not only is p erformance not sacri�ced, I will even show how such techniques can often help

lead to increased p erformance over conventionally structured systems.

DEDICA

TION

T o Mom, Dad and Lani, for b eing very patient.

A CKNO

W LEDGEMENTS

Primarily

, I would like to thank the other memb ers of the Choic es pro ject at the University

of Illinois. In particular: Peter Madany

, for listening to me ramble and throw out new ideas as

we would walk to the gym; Gary Johnston and Gary Murak ami for sp ending those very early

mornings with me as we develop ed Choic es on department machines when no one else was

around and we could get downtime; Ralph Johnson for showing me the \ob ject-oriented light";

and Roy Campb ell, my advisor, for his time and patience with me as I wrote this thesis.

Others I would like to thank are: Bjorn Helgaas, Panos Kougiouris, Ruth Aydt, and Dave

Dykstra for their comments on the structure and p ortabilit y of Choic es ; and Aamo d Sane, for

his comments on the virtual memory system.

Finally

, I would like to thank Dirk Grunwald for helping me �gure out L a

T

E

X and for writing

the wonderful previewer I used in writing this thesis.

This research was supp orted in part by the National Science F oundation, NFS CDA8722836,

A T&T Bell Lab oratories 1-5-37388 and NASA NAG 1471.

T ABLE OF CONTENTS

1 Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 1

2 Op erating Systems : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 5

2.1 Op erating System Characteristics : : : : : : : : : : : : : : : : : : : : : : : : : : : 5

2.2 Typ es of Op erating Systems : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 8

2.3 Op erating System Software Engineering : : : : : : : : : : : : : : : : : : : : : : : 11

2.3.1 Portabilit y : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 11

2.3.2 E�ciency : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

2.3.3 Static Extensibility : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

2.3.4 Dynamic Extensibility : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 14

2.3.5 Software Engineering Problems with Extensibility : : : : : : : : : : : : : 15

2.3.6 Maintenance for Di�erent Typ es of Op erating Systems : : : : : : : : : : : 16

2.4 Op erating System Design T echniques : : : : : : : : : : : : : : : : : : : : : : : : : 16

2.4.1 The Single Uninterruptable Monitor Approach : : : : : : : : : : : : : : : 17

2.4.2 The Kernel Approach : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 18

2.4.3 Level Structured (Layered) Op erating Systems : : : : : : : : : : : : : : : 19

2.4.4 Message-Passing Op erating Systems : : : : : : : : : : : : : : : : : : : : : 21

2.4.5 Ob ject-Based Approach : : : : : : : : : : : : : : : : : : : : : : : : : : : : 23

2.5 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 25

3 The Ob ject-Oriented Paradigm : : : : : : : : : : : : : : : : : : : : : : : : : : : 28

3.1 Principles : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 28

3.1.1 Data Encapsulation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 28

3.1.2 Data Abstraction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 30

3.1.3 Inheritance and Sub classing : : : : : : : : : : : : : : : : : : : : : : : : : : 32

3.1.4 Polymorphism : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 33

3.2 De�nitions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 36

3.2.1 Ob ject-Oriented Language : : : : : : : : : : : : : : : : : : : : : : : : : : : 36

3.2.2 Ob ject-Oriented System : : : : : : : : : : : : : : : : : : : : : : : : : : : : 37

3.3 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 38

4 Ob ject-Oriented Op erating Systems : : : : : : : : : : : : : : : : : : : : : : : : 40

4.1 De�nition of an Ob ject-Oriented Op erating System : : : : : : : : : : : : : : : : : 40

4.2 Adv antages of Ob ject-Oriented Op erating Systems : : : : : : : : : : : : : : : : : 43

4.2.1 Portabilit y Adv antages : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 43

4.2.2 Co de Sharing Adv antages : : : : : : : : : : : : : : : : : : : : : : : : : : : 44

4.2.3 Separation of Policy from Mechanism : : : : : : : : : : : : : : : : : : : : 46

4.2.4 Optimization by Sub classing : : : : : : : : : : : : : : : : : : : : : : : : : 48

4.2.5 T rading Portability for E�ciency : : : : : : : : : : : : : : : : : : : : : : : 49

4.2.6 Comp onent T esting : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 49

4.2.7 Supp ort for Adaptable Interfaces : : : : : : : : : : : : : : : : : : : : : : : 50

4.2.8 Mutual Exclusion and Synchronization : : : : : : : : : : : : : : : : : : : : 51

4.2.9 E�ciency : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 53

4.3 Are any Existing Op erating Systems Ob ject-Oriented? : : : : : : : : : : : : : : : 53

4.4 Choic es : the Exp erimental Prototyp e : : : : : : : : : : : : : : : : : : : : : : : : 55

4.4.1 Attributes of Choic es : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 56

4.4.2 The Choic es Implementation Language : : : : : : : : : : : : : : : : : : : 57

4.5 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 58

5 Application Interfaces : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 60

5.1 Overview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 60

5.1.1 C

++

Metho d Invo cation : : : : : : : : : : : : : : : : : : : : : : : : : : : 62

5.1.2 Proxied Metho d Invo cation : : : : : : : : : : : : : : : : : : : : : : : : : : 64

5.2 Performance of the Ob jectProxy Mechanism : : : : : : : : : : : : : : : : : : : : 71

5.3 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 73

6 Memory Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 74

6.1 Overview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 74

6.1.1 Overview of the Choic es Memory Management Classes : : : : : : : : : : : 78

6.2 Dynamic Address T ranslation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 80

6.2.1 Dynamic Address T ranslation in Choic es : : : : : : : : : : : : : : : : : : 83

6.3 Physical Memory Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : 87

6.3.1 PhysicallyAddressableUnit : : : : : : : : : : : : : : : : : : : : : : : : 87

6.3.2 Store : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 89

6.3.3 PhysicalMemoryChain : : : : : : : : : : : : : : : : : : : : : : : : : : : 89

6.4 Backing Storage Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 91

6.4.1 MemoryOb jectViews : : : : : : : : : : : : : : : : : : : : : : : : : : : : 92

6.4.2 Alternate Implementations of read and write : : : : : : : : : : : : : : : : : 93

6.5 Bu�ering MemoryOb jects in Physical Memory : : : : : : : : : : : : : : : : : : 94

6.6 Virtual Memory : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 96

6.6.1 Domains : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 96

6.6.2 Missing Memory F ault Pro cessing : : : : : : : : : : : : : : : : : : : : : : 98

6.6.3 Memory Replacement : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 99

6.6.4 Removing a MemoryOb ject from a Domain : : : : : : : : : : : : : : : 101

6.7 Performance : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 101

6.8 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 102

7 Pro cess Management : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 104

7.1 Overview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 104

7.2 The Choic es Pro cess Management Classes : : : : : : : : : : : : : : : : : : : : : : 108

7.3 The Pro cess Class : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 110

7.3.1 Choic es Application Pro cesses : : : : : : : : : : : : : : : : : : : : : : : : 112

7.4 The Pro cessor Class : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 113

7.5 The Pro cessContainer Class and Scheduling : : : : : : : : : : : : : : : : : : : 114

7.5.1 The Per-Pro cessor Container : : : : : : : : : : : : : : : : : : : : : : : : 114

7.5.2 The Per-Pro cess Container : : : : : : : : : : : : : : : : : : : : : : : : : : 115

7.5.3 Scheduling Ready Pro cesses : : : : : : : : : : : : : : : : : : : : : : : : : : 115

7.5.4 Deadlo ck and Race Avoidance : : : : : : : : : : : : : : : : : : : : : : : : 116

7.6 Implementation of givePro cessorT o : : : : : : : : : : : : : : : : : : : : : : : : : : 118

7.6.1 Optimizing Context Switching : : : : : : : : : : : : : : : : : : : : : : : : 123

7.6.2 Memory Management Issues and Context Switching : : : : : : : : : : : : 124

7.6.3 Context Switching Performance : : : : : : : : : : : : : : : : : : : : : : : : 125

7.7 Exceptions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 126

7.7.1 Typ es of Exceptions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 128

7.8 Pro cess Concurrency : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 129

7.8.1 Lo cks and BusyW aits : : : : : : : : : : : : : : : : : : : : : : : : : : : : 130

7.8.2 Semaphores : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 130

7.8.3 Alternate Semaphore Implementations : : : : : : : : : : : : : : : : : : : 133

7.8.4 Semaphore Performance : : : : : : : : : : : : : : : : : : : : : : : : : : : : 134

7.9 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 135

8 Conclusions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 137

8.1 Portability : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 137

8.2 Co de and Interface Sharing and Reuse : : : : : : : : : : : : : : : : : : : : : : : : 138

8.3 Separation of Policy F rom Mechanism : : : : : : : : : : : : : : : : : : : : : : : : 138

8.4 Optimization Through Sp ecialization : : : : : : : : : : : : : : : : : : : : : : : : : 139

8.5 T rading Portabilit y for E�ciency : : : : : : : : : : : : : : : : : : : : : : : : : : : 139

8.6 Adaptable Interfaces : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 139

8.7 E�ciency : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 140

8.8 F uture W ork : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 140

8.9 Summary : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 141

BIBLIOGRAPHY : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 142

VIT A : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 154

LIST OF FIGURES

2.1 Conceptual view of an op erating system : : : : : : : : : : : : : : : : : : : : : : : 6

3.1 Typ es and examples of programming languages : : : : : : : : : : : : : : : : : : : 36

4.1 Metho d invo cation in an ob ject-oriented op erating system : : : : : : : : : : : : : 41

4.2 A sample class hierarchy : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 47

5.1 A sample C

++

class declaration : : : : : : : : : : : : : : : : : : : : : : : : : : : 63

5.2 The metho d table for the Widgit class : : : : : : : : : : : : : : : : : : : : : : : 63

5.3 C++ metho d invo cation : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 64

5.4 Using Ob jectProxys to access system ob jects : : : : : : : : : : : : : : : : : : : 65

5.5 A sample Ob jectProxy metho d : : : : : : : : : : : : : : : : : : : : : : : : : : : 67

6.1 T raditional virtual memory management : : : : : : : : : : : : : : : : : : : : : : : 75

6.2 Virtual memory management in Choic es : : : : : : : : : : : : : : : : : : : : : : : 77

6.3 A single level page table : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 80

6.4 A two level page table : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 81

6.5 An inverted page table : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 82

6.6 A translation lo ok aside bu�er : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 83

6.7 Graphic representation of a PhysicalMemoryChain : : : : : : : : : : : : : : : 90

6.8 Graphic representation of a MemoryOb jectCache : : : : : : : : : : : : : : : : 95

6.9 Abstract relationship b etween Domains and MemoryOb jects : : : : : : : : : 96

6.10 A shared MemoryOb ject : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 97

7.1 Flow of control from metho d to metho d : : : : : : : : : : : : : : : : : : : : : : : 105

7.2 Overview of Choic es pro cess management : : : : : : : : : : : : : : : : : : : : : : 107

7.3 Some sub classes of the Pro cess class : : : : : : : : : : : : : : : : : : : : : : : : : 110

7.4 Sample sub classes of Pro cessorContext : : : : : : : : : : : : : : : : : : : : : : 112

7.5 Application pro cess coroutines : : : : : : : : : : : : : : : : : : : : : : : : : : : : 113

7.6 A traditional multiprogrammed system : : : : : : : : : : : : : : : : : : : : : : : : 116

7.7 Pro cessors partitioned b etween real-time and time-shared pro cesses : : : : : : : : 117

7.8 The implementation of the givePro cessorT o metho d : : : : : : : : : : : : : : : : : 119

7.9 The checkp oint and restore metho ds for the National Semiconduction NS32332 : 120

7.10 The checkp oint and restore metho ds for the Intel i80386 : : : : : : : : : : : : : : 121

7.11 The checkp oint and restore metho ds for the Motorola MC68030 : : : : : : : : : : 122

7.12 Pseudo-Co de for an op erating system entry p oint : : : : : : : : : : : : : : : : : : 128

7.13 The Choic es Semaphore class : : : : : : : : : : : : : : : : : : : : : : : : : : : : 131

7.14 Implementation of the Semaphore P metho d : : : : : : : : : : : : : : : : : : : : 132

7.15 Implementation of the SemaphoreResp onsibility class : : : : : : : : : : : : : 132

7.16 Implementation of the Semaphore V metho d : : : : : : : : : : : : : : : : : : : : 133

7.17 The GraciousSemaphore V metho d : : : : : : : : : : : : : : : : : : : : : : : : 134

LIST OF T

ABLES

5.1 Overhead of C

++

message sends versus traditional function calls : : : : : : : : : 72

5.2 Overhead of Ob jectProxys versus traditional system calls : : : : : : : : : : : : 72

5.3 Overhead of Ob jectProxys used from within the system : : : : : : : : : : : : : 73

7.1 System and application pro cess context switch times : : : : : : : : : : : : : : : : 126

7.2 E�ect of di�erent virtual address spaces : : : : : : : : : : : : : : : : : : : : : : : 126

7.3 Cost of the Lo ck and BusyW ait metho ds on the Multimax : : : : : : : : : : : 130

7.4 Cost of the Semaphore metho ds on the Multimax : : : : : : : : : : : : : : : : : 134

Chapter 1

In tro duction

Op erating system software should b e e�cient and exible. F urthermore, an op erating system

should survive a lifetime of changes without sacri�cing either of these prop erties. Among oth-

ers, these changes include adv ances in hardware technology and changing demands from users.

Keeping pace with hardware adv ances necessitates p ortabilit y . In the past, such hardware ad-

v ances have included the intro duction of virtual memory and multipro cessors. If an op erating

system’s abstractions and interfaces are common across a v ariety of hardware, computer users

can take adv antage of new and faster hardware with minimal program revisions. Op erating

systems should b e extensible enough to meet changing demands from users. In the past, ex-

amples of such demands have included supp ort for graphical user interfaces and distributed

systems. System designers cannot always predict and stay ahead of such changing demands.

However, they should try to design extensible systems that can withstand mo derate changes,

since a p o orly designed system will not withstand even the most minor changes.

Not only are requirements of p ortabilit y , e�ciency and extensibility imp ortant on their own,

but their interactions can require imp ortant tradeo�s. F or example, if p erformance mo di�ca-

tions increase mo dule interdep endenc ies, p ortabilit y may b e sacri�ced for e�ciency

. Likewise,

extensions may impair p erformance if existing mechanisms are altered to supp ort or co exist

with them. Op erating system engineers are increasingly faced with such tradeo�s. They must

often cho ose b etween keeping op erating systems p ortable, extensible, maintainable, and e�cient.

Using mo dern programming metho dologies, languages and software engineering techniques

may b e the b est hop e to overcome these problems. The obje ct-oriente d paradigm[W eg87

, JF88,

Sny86, Mey87, Bo o86, HO87, Mey86, GR83] is rapidly gaining attention as a useful to ol to

solve the kind of problems op erating system software su�ers. Ob ject-oriented programming is

claimed to supp ort the sharing of common interfaces and co de, incremental extensibility

, and

the development of reusable and extensible software by allowing functions to b e written that

can take many di�erent typ es of ob jects as arguments. In this thesis I describ e an exp eriment to

use ob ject-oriented programming and design techniques to design and implement an op erating

system. I ev aluate the success of ob ject-oriented techniques at addressing problems of op erating

system p ortabilit y , maintainability

, extensibility and e�ciency

. Simultaneously I characterize

what constitutes an obje ct-oriente d op er ating system.

The results of this exp eriment are presented in two parts. First, after presenting background

information and relev ant de�nitions, I characterize an ob ject-oriented op erating system. I

then pro ceed to describ e the design and implementation of an exp erimental ob ject-oriented

op erating system. This presentation maps conventional op erating system wisdom into the

ob ject-oriented framework supp orted by the exp erimental system. In this way

, I show that

ob ject-oriented techniques can supp ort realistic op erating system algorithms and mechanisms,

as well as provide software engineering adv antages. The presentation of the system stresses

ways in which ob ject-oriented techniques supp ort the system’s design and implementation.

The exp erimental system is ev aluated in terms of p erformance, maintainabilit y , p ortability

and extensibility by using examples of how characteristic op erating system problems are ad-

dressed. I will show that structuring an op erating system in an ob ject-oriented fashion and using

the capabilities provided by an ob ject-oriented programming language allows the construction

of p ortable, extensible and maintainable op erating systems without sacri�cing p erformanc e.

Not only is p erformance not sacri�ced, I will even show how such techniques can often help

lead to increased p erformance over conventionally structured systems.

In detail, the exp eriment I prop ose is to design, build, and ev aluate an op erating system

in which the comp onents are organized as a protected, dynamic collection of ob jects, de�ned

by classes that are structured by inheritance. All comp onents of the op erating system, from

low level entities like page tables and device registers, to high level abstractions like pro cesses

and �les, are designed and implemented as ob jects. Interaction b etween these comp onents is

implemented by sending messages b etween ob jects. The ob ject-oriented attributes of these

comp onents are maintained dynamically across and within the privileged (op erating system) and non-privileged (application) op erating mo des of the computer system. Since the construc-

tion of an entire op erating system is b eyond the scop e necessary to prove this thesis, I will

concentrate on sp eci�c subsystems of an op erating system. In particular I will fo cus on mem-

ory management, pro cess management, and the op erating system interface. These subsystems

are critical to any op erating system and are fundamental enough to show that ob ject-oriented

techniques are applicable to low-level op erating system algorithms. W ork by others will address

additional subsystems of an ob ject-oriented op erating system[Mad91

, Helng, Ley88, Joh91].

The system I present builds on and integrates accepted op erating system techniques in-

cluding: contemp orary approaches to virtual memory management and paging; fully reentrant,

multithreaded kernels; lightweight concurrent pro cesses; and supp ort for multipro cessors. The

mapping of such techniques into the ob ject-oriented paradigm, and the unique insight this gives,

is novel and interesting in its own right. The system is distinguished from other work by imple-

menting a protected, multiprogrammed op erating system using ob ject-oriented techniques and

by providing an obje ct-oriente d applic ation interfac e to access system services.

I will attempt to show that op erating systems built using ob ject-oriented techniques:

� can b e more maintainable than other systems. In particular that they b ene�t from:

{ increased mo dularity

, which isolates machine dep ende ncies and increases p ortabilit y .

{ increased interface reuse, which improves do cumentation and understanding.

{ increased co de reuse, which saves programmer time.

� are more extensible than less structured systems. In particular, their mo dularity can

provide a framework that allows ob jects to b e replaced as the need arises, thus altering

op erating system p olicies and mechanisms.

� most imp ortantly

, p erform on a par with other systems.

In short, I will lend credence to the statement:

\T o build b etter op erating systems, we should b e building obje ct-oriente d op erating

systems".

Note, however, that the prev ailing assumption of this thesis is that the ob ject-oriented tech-

niques are presented as a to ol and by no means a \silver bullet". The techniques set forth in this thesis will help op erating systems engineers design and implement well-structured, p ortable, and

e�cient op erating systems. These results are not automatic, however, and cannot b e achieved

without go o d op erating system algorithms and comp etent system engineering and program-

ming.

The rest of this thesis is arranged as follows. Chapter 2 presents op erating system require-

ments and problems in detail and surveys previous design metho dologies and sample systems

using each metho dology

. Chapter 3 presents de�nitions of ob ject-oriented design and program-

ming relev ant to the rest of the thesis. Chapter 4 presents the de�nition of an obje ct-oriente d

op er ating system along with the p otential adv antages of constructing an op erating system in

such a way

. It concludes by intro ducing the exp erimental systems. Chapters 5 through 7

present the exp erimental system in detail. They describ e the ob ject-oriented implementation

and p erformance of the v arious op erating system subsystems designed and implemented. In

particular, sp eci�c concrete examples of the adv antages ob ject-oriented techniques have had

on the design, implementation and mo di�cation of the system are given. Finally

, Chapter 8

presents the conclusions and prop osed p otential directions for future research.

Chapter 2

Op erating Systems

2.1 Op erating System Characteristics

In general, the purp ose of an op erating system is to provide programmers with an abstraction

that simpli�es the programming and management of a computer’s resources. These resources

include pro cessors, memory

, input/output devices and p ermanent storage devices. An op erating

system should control and manage resources reliably and e�ciently

, and often must enforce

p olicies on their use. The abstraction provided by an op erating system is usually in the form

of a set of primitive op erations providing resource access and control. Programmers use these

primitive op erations, or primitives, when writing programs that need to obtain op erating system

services. The set of these primitives will b e termed the op erating system’s applic ation interfac e

and programs using the services of the op erating system will b e termed applic ation pr o gr ams or

simply applic ations. The complexity and richness of application interfaces provided by op erating

systems v aries widely

, but the common subset probably includes primitives to supp ort �le and

device input/output (I/O), pro cess creation/deletion, and memory allo cation/deallo cation.

Examples of the low level resource management functions that an op erating system must

p erform include moving the head on a disk drive, handling interrupts from devices, or writing

packets of data to a network interface. Even where these functions have direct hardware device

supp ort, it is the op erating system’s resp onsibility to sup ervise such resource management

functions from their initiation to their completion. Op erating systems enforce p olicy decisions

including scheduling priorities of application programs, the amount of memory allo cated to each

2.1: Conceptual view of an op erating application, howlongeachapplication shall b egiventhepro cessoratatime, andthe�lessecondarystorage accessible by an Most op erating systems imp ose a barrier b etween applicationsand system functions datainanattempttomaintain integrity oftheirdataandfunction,andensurecontinuityop erating system services in the presence of p otentially malicious or erroneous This barrier is called the ation arriersystem/applicationbarrier sulatestheinternalcomp onentsofthesystembylimiting requestsforsystemservicestoop erating system primitivprimitivesprovide the only wato cross the barrier Figure Dep on the particularcomputer architecture and the requirements ofop erating system, the barrier may b e enforced by hardware mechanisms, or b e merely a gramming convenit is simply a programming convention, malicious applications circumventtheThe application interface primitives of an op erating system allow d bindingof tion requests to the op erating system functions implementing desired system such a delayed binding, applications would have to b e linked together with the op erating orincludeintheirdata addressesofthesystemedelayedp ermits theop erating system to b echangedwithout mo difying the op erating systems providetheir application interfacees by anentryoints inthe op erating arguments to such entry p oints the op eration to b e p erformed and the arguments to that op Sucentry p oints co de the desired op erationand its arguments, verifythe argumentsare correct, and callprop er op erating system function that implements the Convenop erating proa

�xed set of services in the form of a prede�ned set of UNIX

V[SVI85] for example, there are ab out 64 es.

User applications written to use inare indep enden tof its actual implementation and theimplementation of theinoftheop erating New revisions of an op erating system may supp ort applications for older revisions by maintaining backward compatibility with the interface provided by older revisions of the Howevas hardware and application requirements change, interface es are likely to need changing as wfor example, has had nadditions to its interface from the original version[] to the current versions[SVI85,

BSD84Avoiding corruption by application programs is just one half of the problem of system data and keeping it consistenOp system software must also deal with p tial inconsistencies in system data that the op erating system software itself might if multiple threads of control are executing the op erating system co de, they mighleavshared data in an inconsistent state unless they synchronize their use of the Other p otential inconsistencies can arise from interrupt pro Incan o at almost any time during a system’s an op erating system is in the middle up system critical data and it receives an interrupt, the function to handle that inmight needaccess to the same the interrupted routine had not yet �nished up the data,the interrupthandlingfunctionmightreference thedatainaninconsistentEven worse, if the interrupt handling function were to further attempt to up date the data, could comp ound the problem by further altering already inconsistent The need to prevent p otential inconsistencies in shared data caused by concurrent generally termed guaranteeing mutual exclusiondata from corruption inis usually addressedona unipro cessor bydisabling inOn a multipro

In UNIX, primitives are usually termed system ls isnotenough;mutualexclusionisusuallyguaranteedbyacombination ofdisablinginruptsto preventaccessesbythe samepro cessorand usingspin-lo cks and/orsemaphores[Dij68topreventaccessby otherpro oferatingearliest computers had no op erating systems by the mo dern meaning of the term, and no need of using a computer had complete access to the entire macThere wasno protectionmechanism tokeep an applicationprogramfromaccessing anymemorylo cation for suchcomputersran sequenEacwreinitialize the machine for its use, consume its input, p erform its computation and pro its output. A program for such a computer is, in a sense, simultaneously the op erating and an application.Op erating systems for some d systems still b ehave this waemb system is a computer that is contained within a device whose primary purp ose usually not general purp ose example is the navigation computer found most mo dern aircraft, or a computer managing call routing in the phone In the absence of an op erating system, a programmer has to write functions to all the devices of the includes reading data from tap es or disks (if the evhas any) and generating output to a printer or back to disk or tap Emb usually have more complex devices, for example, sensors to read and displays to up device manipulation functions are di�cult to write and must b e duplicated in every tion that uses the an emb edded system this is usually not a problem as is often only one \application" ever general purp ose computers with mprograms should not require reimplementing these functions for every If the functions are complex enough to warrantit, libraries of device control routines can b written and used by application programmers to avoid having to reimplement them for evlibraries could b e considered crude op erating is often form the op erating systems for very early computers to If a computer is shared by many users, each with many application programs to run, b and programmer time can b e utilized more e�ciently if each application do es have to b e written to p erform all the initialization and device management required to mak computerusableeachtimeitb solution to this problem is to createams that initialize the computer and load and execute applications one at a application

�nishes, the sup ervisor program again takes control and reinitializes the the next sup ervisor also manages all the device I/O requests for sup ervisor is implemented by lo calizing common I/O routines, leaving always resident in the computer’s , and allowing application programs to call

These routines de�ne the application interfaces of such op erating

Op erating systems of this typ e exhibit most of the characteristics describ ed in the induction to this cManof to day’s p ersonal computer op erating systems are this waof these systems are,however, d op impliesthatsuch systemslackhardwareenforcement oftheirsystem/applicationWithouthardware supp ort forprotectingthe op eratingsystem functions and datafromciousorab errantapplications,suchsystemscanb e unreliableandeasilyofsystemisofteneuphemisticallycalledasinglesystem.lack ofprotectionmay b acceptable for a p ersonal computer, or a computer where the applications are thoroughly bugged andtrusted,itisnotacceptableonsharedHatoreb o ot and the machine every time any application has a bug is Mo dern computer architectures provide mechanisms that can b e used by an op erating formechanismsincludedcutiondes pro cessors memory ction schemes. prevent non-privileged application programs from the memory storing the op erating system data and Op system functions ecute in the most privileged mo de, allowing access to system data and execute in the least privileged mo de restricting them from accessing system data addition, the least privileged mo de prevents the execution of certain pro instructions that might compromise the systems securit, for example, a set ge least privileged mo de is also usually denied any direct access to Disallowiapplications direct access to system memory and resources enforces the tion of the hardware that the system proIn such d ating systems, primitivare implemented with sp ecial ervisor l (SVor ap, raise the privilege level of the pro cessor, and simultaneously jump to an entry p oint the op erating system’s Op system entry p oints are functions that verify argumenand then p erformthen requested the system service iscomplete,op eratingsystemlowers theprivilegelevelofthepro cessorbacktothatoftheapplication resumes theapplicationattheinstructionfollowingtheSVCortrapop systemallowsmultipleapplicationstoreside in thememorysimThe pro cessor is shared by assigning it to another while an application is awaiting an I/O gives more e�cientutilization ofcomputerand itsattacheddevicesbyoverlappingI/Oandd system is a multiprogrammed op erating system in which a timer enforces the of the pro cessor by interrupting executing applications after a certain time if havnotyet blo cked onan I/O must b e protected from one in a multiprogrammedcomputersthatsequentially executeapplications,it wenoughto partition the resourcesof thecomputerinto two usedbytheand those used by the application.Multiprograop erating systems must share resources(mainlymemory)b etween multiple

Supp for this is usually probywing multiple addressspacesthat onlytheop erating systemcanchangeb etwEacisassigneditsownaddressspaceandcannotreferenceanydataorfunctionsinaddress address spaces can b e provided in many ways,base/b segmentation,and virtualmemory[Dei84a,PS85As an alternative to building costly high p erformance pro cessors, the proliferation of low micropro cessors has wed system designers to build high p erformancecomputing systems of a large numb er ofsmall,inexp ensive systems. d ating systems supp ort such Eaccomputer, or de in a distributed system is connected to the others bsome form of network allowing inter-no de commAdistributedop eratingsystemvides an application the abstractionof a single computer withall resources accessible a uniform, lo cation transparent mechanism[TvR85Mandistributed systems exchange formation b etween programming entities using entities are distributed no des in the Eacentity has a global idenare sent to entities such a way that they are indep enden t of the entity’s lo Op system services providedbysuchentities andmay resideonarbitrary no , op eratingsystems rangefromemb eddedsystems,to simpleI/Olibrary pacages,to multiprogrammed systems thatprotect themselvesfromapplications andfromeachother,to distributedSystemareop eratingsystemsarelargeb o dies ofsoftwareand requireconsiderablesoftwaremainLikanyotherlargesoftware system,theyarelikely tohavebugsthatwill b ediscov�xedover

�xesare one just one form of software maintenance, others software for new purp oses,adding new features,and enhancing existing

Bro surveys examples of such problems that confronted the IBM OS/360 system in [Bro75Currentestimatesshowthat software maintenancecostsasap ercentageofthetotal softwbudgethave grown from

35-40% in the 1970’s to a pro jected

78-80% in the 1990’s[Pre82Op systems do not only su�er the normal maintenance problems asso with large software systems, they also have some characteristic software engineering of their ofollowing sections discuss the additional burdens that concerns of p ortabilite�ciency and extensibilityplace on op erating system programmers.

decades of the 1970’s and 1980’s were characterized by rapid adv ances in computer arctecture that lead to an increasing diversity across the sp ectrum of av ailable computer hardwo isolate application programmers from this diversit, these decades saw an opp osite trend computer software, , the desire to provide common computing environments across fering computer hardware.

This need, along with the costs of developing new applications and retargeting existing ones to, new op erating systems makes it desirable to keep op p ortable across broad and diverse ranges of example, the UNIX system[T75] is av ailable on computers ranging from p ersonal computers costing a

UNIX will b e mentioned extensively in examples throughout the rest of this is mainly b of its currentalencein the world of op eratingsystemsand,therefore, thelikely chancethatthe readerfamiliar with was originallydevelop edat

BellLab oratoriesinMurrayHill, New Jersey evolutionmanyindividualsandinstitutionscontributednewfeaturesto

UNIX.

TheUniversity of at Berkeley added paged virtual memory , a new �le system and internetworking supp ort to UNIX[LMKQ89Sun

Microsystems, A T&T, and other companies help ed develop

UNIX into a commercial op erating system, dollars

[App89,IBM88a]to mainframe computerscosting millions ofdollars[Craet, tofacilitateprogramp ortabilit,theUNIX interfaceispreservedacrossthisasdiversityinhardwareincreases,keepinganop eratingsystemp ortableb ecomesincreasingly di�cult intimate coupling to a computer’s hardware only comp op erating systems for p ortability may make it necessary for parts of a system to have many di�erent versions tailored for v arious arcHowevthe versions of these parts for di�erent machines all likely p erform a similar function, p will b e ideneach version is indep endent, keeping the commonalities in as changes are made can b e extremely E�ciency

Op system softwarehas an extremely high demand for e�ciency placed on Purcofcomputerhardware want toget themaximum p erformancefortheir

Since op systems are the primary managers and controllers of a computers resources, ine�ciencies have a tremendous e�ect on overall system and application p impactop erating software engineeringin two wathe most exible and b softwengineeringtechniquesmayb einapplicabletoop erating systemconstructionduetheir p erformance limitations.example, whileinterpreteddynamicallytyp ed languages often provide excellent programmingdevelopment and debugging environments, p erformanceofsuchlanguagesislikely tob einsu�cientforop eratingsystemsoftwaan op eratingsystemfor maximump erformance on agiven architecturemayp ortability tootherarcexample, usingcustom contextswitchingtions or high-p erformance I/O instructions may bias the implementation towards a architecture. is needed is a mechanism to w such optimizationsto b e p erformed in lo calized way and remain isolated from the rest of the ExtensibilitOp system requirements for extensibility come in many extensions are implemenby mo difying the op erating system source co de and rebuilding the system.

recently

Carnegie Mellon University has b egun to reimplement much of the UNIX internals with its Mach[A

86 sucextensions aretheresult of hardware adv ancesandthecorresp onding changeinthat they cause programmersto place on the op erating Sucextensionscan lead ma jor mo di�cations of existing op erating systems and often necessitate entirely new op systems b eing designed and implemenexample, the intro duction of virtual hasallowedapplicationstob e writtenwithmemoryrequirementsthatfarexceed theamounof physical memory of the requires op erating systemsto manage the of physicalmemory not only b etween the address spaces of di�erent applications, but di�erentpartsofthe addressspace ofthe samepartitioning the av intopieces largeenough toholdeach applicationisnolongera p ossibleAnother exampleofhowhardwareadv ances havestressed op eratingsystemsisthewaywhicmultipro cessorshavestimulatedthedevelopmentofapplicationsrequiringconcurrenexecuting threads of controlsharingcommon requires op erating systems that cop e withsharedmemoryandmaintaindataintegrityinthepresence ofconcurrentUNIX, for example, has undergone considerable changes to deal with shared memory multipro solutions have b een adopted to supp ort shared proachistoextend UNIXtoallow sp eci�cationofregionsofapro cess’saddressspacetob shared b etween a parent and child pro cess across a fork.

This is the approach adopted in UMAX[Enc86]and Mach[R

87]versionsofUNIX. Anotherapproach istoallowamertosp ecifyaregionofaprogram’s memorytob esharedwithotherprograms thatmaksimilar solution is chosen as the basis for the UNIX

System V shared standard[SVI85�rst solution follows the UNIX philosophy of passing resources ouslyjustop en �lesbutnowmemoryaswell) bypro cesssecond mecis somewhat more exible and allows easy implementation of shared co de

Howevinterface of UNIX is now inconsistent b etween

UMAX,

Mach and System V. p ortability has b een sacri�ced to allow shared

Multipro cessor architectureslikewisea�ectedUNIX.oranapplicationprogram totakfulladv antageofthe concurrency madep ossible bymultipro cessors,itisnecessary tohav

forkprimitiveisthe UNIXpro cess creation primitive. The semanticsofforkare tocreateasecond, child, pro cess with an exact copy of the creating pro cess’s memory second pro cess has no further to its parent pro cess’s memory and communicates with its parent pro cess only through the UNIX I/O In UNIX, new programs are executed using the c primitivexec primitive replaces the contents of memory of the invoking pro cess with the data and co de of an entirely new program and directs the pro cess jump to that programs b

mpro cesses simultaneouslyexecuting on multiplepro means thatmpro cesses maysimultaneously requireservicesfromtheop eratingassumptionthe original

UNIX implementation was that only one pro cess would b e executing the op system’sco deatawhenUNIXpro cesses executedsystem co deby invan op erating system primitive, they were guaranteed exclusive access to system data by interrupts and not relinquishing the pro cessor to another pro cess until the data was up dated or a multipro cessor this is not pro cess on another pro cessor may simultaneously need access to the same solution to problem is to adopt a master/slave system in which a select, or master, pro cessor executes all the op erating system while the other pro cessors execute only applications.When an needs system services, it has to wait for the master pro cessor to execute its request[Bac86approach su�ers from low utilization of the av ailable pro cessors when pro cesses are lot of requests to the op erating the worst case, all the application pro are blo cked waiting for something to do, while the master pro cessor is busy pro cessing manrequests.

master/slave approach do es not scale up well to many pro cessors since the pro b ecomes a b ottleneck[BB84more desirable solution is to rewrite the kto allow multiple pro cessors to execute system co , exclusive system data can b e guaranteed by explicitly co ded mutual exclusion primitives such and spin-lo cks[JAvdG86solution has the disadv antage of requiring the entire

UNIX kernel to b e reimplemented or mo di�ed in some wa, but has b een adopted bmancurrent vendors of multipro cessor

UNIX systems[Enc89,

Seq85bLikshared inparallel programming interfaces for UNIX[Enc88,

Seq85a,

Do e87,

SUN88,

CD88] lack standardization and further aggrav ate the application p ortability

ExtensibiliSome extensions to an op erating system are dynamic, in the sense that they should not involvredesigning or mayb e even recompiling the system.

These include extensions such as the numb er of memory or disk storage devices attached to the computer, adding new and device drivers, adding new interfaces to these or existing devices, and changing op ing system p increase in the amount of memory or disk storage might reev aluation of resource management/allo cation p olicies and corresp onding changes in the governingtheirenforcemena newdevice toacomputer, anddriversoftwfor it to the op erating system, should have littleif any impact of the rest of the system. computer hardware, for example a network controller, even allow dynamic additions of devices without interruption of service[McM81Op erating systems for such computers b e able to provide the same capabilit, , the ability to add drivers for, and interfaces these devices without even reb o oting the form of dynamic extensibility arises from needs to alter p olicies on resource lo cation and managemenop erating system should b e able to adapt to changing p requirements without mechanisms having to b e changed and, , without even having reb o ot the Pchanges should b e as simple as changing a few system or replacing one p olicy unit with

Engineering

Problems with

ExtensibilBoth static and dynamic extensions to an op erating system place increasingly higher on its design and implemenOp systems need to b e constructed in a way they remain extensible enough to cop e with changing requirements, while keeping the cost mainas small as p the original implementation of an op erating system trouble supp orting many desired can b e the result of either bad original or p o or implementations of those

Likdecisions that were or twenty years ago may now b e out of problem can b e aggrav ated by p o do cumentation ab out the original design and implementation and by the p otential lack av ailability of the originalauthors for the rapid adv ances in arccurrently underwa, these situations are not likely to improve so is p that

UNIX is one system rapidly evolving past the p oint that the original design can supp ort the desired additions.

This would explain the current trend to build

UNIX compatible based on newer design and implementation technologies

[LS87, A

86, RAN88 , OCD

88is not the fault of the original designers of UNIX as they had a very sp eci�c goal in mind were constrained by contemp orary software engineering tecis rather a fault of computing community pushing the original

UNIX design to o

Portabilitmake it desirable to preserve the UNIX interface;

this allows programmers to use familiand to in no wa, however, means that the internals or implementation

needb epreservthe interfaceofUNIX isgo o disnotthe issuethe p oint is that the internal structure of most

UNIX implementations must b e rethought goal should b e to use mo dern software engineering techniques to redesign reimplementUNIX,othersystems,andnewatingsystems insuchaway astoproblemswithconstructingmaintainable,p ortable,e�cientandextensibleop eratingsoftware. thesis will show that ob ject-oriented design and programmingare such and e�cient tecfor tes of erating The op erating system software engineering problems discussed so far a�ect each typ e of op ing system discussed in Section 2.2 di�erenPortabilitis usually not a concern for emb systemssincetheyareusually designedandconstructedfor asp eci�cpieceof hardwLikwise, p ersonal computer op erating systems are often designed for a sp eci�c architecture, sucthe

Apple

Macintosh op erating system[App88] or the IBM-PC op erating system[However for the reasons stated ab ove, multiprogrammed systems with a rich set of need to b e constructed in such a way as to remain p ortable across hardware v for almost any form of op erating system is imp ortant for the discussed ab ovMainis a concern for any large b o dy of software as wEvb edded systems will have maintenance costs asso ciated with is imp ortant any typ e of op erating

Thsoftware engineering issues relev ant to op erating construction are orthogonalto the particular typ e of op erating system although more op erating systems

(protected, multiprogrammed, distributed ones for example) may b e a�ected by virtue of their complexitSystem

Design

Mandesign approaches have b een applied to structuring op erating systems to address kinds of software engineering problems discussed in Section attack op erating tem problems by decomp osing the system into smaller pieces, or dules, with well indictionary de�nes a mo dule

\anof a set of units : :to b arranged or joined in a v ariety of ways"[Mo dularizatiois a ma jor accepted tec decomp ose and structurelargesoftwaresystems[Parkey to a successful mo tiontechniqueistodeterminethecorrectgranularity ofthesemo dulesandtoprovidee�ciendataexchangeb etween mo The following sections survey a few common and historical approaches to the and mo dularizationof op eratingtechniquesareroughlypresented incical order of their techniques have evolved in resp onse to adv ances in hardwtechnology and improvements in software engineering tecEacsection concenon a particulardesign philosophyand identi�es its problems in orderto motiv atethe approach putforth in this

Single terruptable

MonitorOne of the earliest op erating system structuring techniques is that of a single monitor program with a single thread of contyp e of system, in e�ect, dispatches application programs in much the way that it calls functions within

\returns" to the system under one of three interrupta service, a service request fromthe programto the op eratingsystem, or the the call toan applicationprogram returns, the op erating system the interrupt or request (or deletes the terminatingprogram) and then resumes another p ossible thesame) op erating system constructed as a monitor guarantees mutually exclusive accesses system information since there is only one thread of control allowed to execute the op systemco deatathis threadofcontrol isexecutingintheop erating interrupts are disabled, prohibiting all but explicit changes of control omakes plementation easier since the implementor can ignore such problems as mutual exclusion concurrent access to system data main problem of such a design is the lacof frequency of calls to the op erating system from interrupts and service requests is prop ortional to the numb er of application programs and devices in the the numb er of calls to the system increases, the time during which interrupts disabled increases b ecause the rising amount of time sp ent executing in the system

This in turn increases the numb er of interrupts that can b e lost, or held p ending for a time, thereby decreasing I/O device system structured to allow only one controlaccessingsystemdatamust,onmultipro cessorarchitectures,serializesimattempts to enter the system as the result of interrupts. results in a decrease in p otenconcurrent in p otential concurrency are also seen as application must wait for each other to enter and exit the The monitortechnique protectssystem datafrom interference, but at the price of scalabilitand p a software engineering p oint of view, this approach has many wSuca system imp oses no guidelines on how to structure its inall the functionality of the op erating system is placed within a single mo dule, maintenance severely systeminternalsarenotdivided intofunctionsorsub-units thatb separately develop ed and mainreducesp ortability andextensibilitcouldb esolved,however, with ago o dapproachtofurtherdecomp osingtheKernel

The mo delofstructuringanop eratingsystemisanattempttoremedysomeofp erformance problems of the uninterruptable monitor approach, in particular,those of ity and device also attempts to further decomp ose the comp onents of op erating mo del treats all computationalentities in a computer as esses, threads of are application program pro cesses, interrupt handler pro device driver pro kernel is primarily an interpro cess communication mo In the kernel mo del, an op erating system is a set concurrently executing system pro that request services from this kare likewise viewed as sets of concurrenexecuting pro cesses that request services from the op erating system pro cesses via the kThe kernel provides a minimal set of routines that p erform the basic functions of interpro communication, pro cess management, and interrupt pro cessing.

Higher level op erating functions are built around the kernel by using pro kernel is resp onsible for scing pro cesses and directing interrupts to the prop er system pro Inare while executing within the kernel, but since most of the op erating system functions are movout of the kernel and into system pro cesses, interrupts are enabled more often, thus improdevice p kernel should b e capable of pro cessing multiple requests concurrently

Some designers have used the term n as the pro cesses areprogrammedtouse mutualexclusiontoaccess systemthis approach is applicable to multipro cessor arcA minimal kernel needs only to manage interpro cess communication and direct into the prop er pro kernels may also create and delete pro cesses, provide management, implement the application interface es, and supply a wide v ariety of Kernels b ecome more di�cult to implement and maintain as they get co op erating, concurrently executing pro cess mo del is the most v aluable contion of the kernel mo extra concurrency provided by this mo del improves on monitor approacidea of decomp osing an op erating system into a set of commcating and co op erating pro cesses increases mo dularity thus aiding p ortability and bilitproblem of identifying which pro cesses should handle which op erating functions and further decomp osing those pro cesses, as well as the kernel itself, still

However, the kernel mo del remains the basis for the construction of most mo dern op systems[A

86Che84,

RAN88,

Mul87, OCD

88Structured ered) erating d most notably

THE[Dij68] and later

VENUS[Lis72], attempt to decomp ose op erating system by structuring it in small, easily understo o d, layers or levpro or functions of the system are separated into layers that provide successive abstractions of op erating

These layers are ordered by increasing level of functionalit, and each laydep end s only on the previous layer in this the hardware is the lowest layand the application interface is the highest layMany early layered system divided an op erating system into layers of pro cesses p system

Hab Flon and Co oprider[HFC7] argue that this makes it to separate the logical activities of pro cesses from the pro cesses themselvargue a functional layers in the their design, layers are built to re ect functions in the pro cesses in a system invoke these functions, but pro are indep endent of individual layers. The lowest layer corresp onds to the hardware set of the pro in higher layers can use functions from lower layrenpro cesses within the op erating system can access functions at di�erent layers within hierarch

Layaids in implementation, debugging and testingofthe Layp ortabilitif lower layers hide the hardware, only these layers need to b e changed when geting the op erating system to new architectures. An implementor can ignore the implemention details of lower layersbut stilluse their y when designing and debugging layimproves mainexample, some layered systems use as their lowlaythe concept of an act machine represenan idealized computer arcreduces the p ortability problem to reimplementing the abstract machine for the av ailable hardwmachines also can represent real computer hardware as in the op erating system[allowsmultiple virtual computers to b e simulated on a physical computer by supp orting multiple concurrent copies of the lowest layer each the physical Op system software can b e develop ed and debugged on any the virtualcomputersand, when ,b e run directlyon the physicalcomputerwithoutancThe ma jor di�culty with building layered op erating system kernels is determining thelaywhicha pro cessorfunction b each layer may only rely on the pro cesses provided by lower layers, careful planning is example, in virtual the disk device drivers should b e provided by a lower level than the virtual paging mechanism since the memory paging mechanism must use the disk as a backing

But, the memory that the disk drivers use for I/O bu�ers must b e co ordinated with the managemenSuccircular dep endencies are the most di�cult problem in the layers of an op erating

Another problem with layered systems can b e p a layered system is such a way that a layer has access to only the layer ctly b eneath it, p erformance as requests must traverse several layers to achieve a low level is more to allow a layer to access the y in any of the layers b eneath

Perhaps the biggest drawback to layered systems is that the granularity of the it provides

(the layers) are to o

Howevlayering is orthogonal to many other turing tecfurther decomp osed into servers, in the message-passing approach in the next section, or into the ob jects in ob ject-based system as discussed in follosection, layers can substantially aid the do cumentation and high level of a erating op erating systems are systems based on the kernel attempt further decomp ose an op erating system’s systems use explicit eive op erations to exchange information

(messages) b etween concurrently pro Eacof these pro cesses (or often sets of pro cesses) is usually viewed as a profunctionality to other client pro cesses.

References to servers are obtained from servers, which convert symb olic service names to references to servers implementing the Eacmessage from a client includes a request to the server and arguments sp eci�c that a message-passing system, l command computation is achievby explicit message exchanges b etween clients and servare sent to servers are sent bacmessage exchange may synchronous, in which case the sender do continue executing until the reply is received, or asynchronous, in which case the continues to execute and awaits the reply whenever

Pro cesses executing on b ehalf of application programs are often just consumers of and may not provide any of their oIn message-passing systems the kernel is usually viewa server as wcan b e comp osed of many pro cesses;

each executes on b ehalf of to p erform system management functions, for example, handling interrupts and deleting new pro Pro desiring a service from the kernel send a message await a reply just as they would do if requesting a service from another pro Message-passing systems come in two forms, those that consider all message receivers b e pro cesses or servers , such as the V system[Che88,

Che84], and those that message receivers to b e message p orts read by servers, such as Accent[RR81] and Mach[TR87R

87, Ras86a message-passing system using p orts, server pro cesses p oll selected p when ready to receive a the other typ e of system, messages are sent directly a target pro cess and are received the next time that pro cess executes an \anonymous" receivprimitivreceive is anonymous in the sense that the pro cess simply receives the queued for In a p ort-based system, the server pro cess could selectively chose whicp ort to receive the next message from, giving more exibility in assigning priorities to Message-passing systems work well in distributed environmenonly supp ort is to provide server identities that can b e used indep enden tly of lo cation and message

receivesthatcanspanmachineb thiswa, pro cessesononemachine services on another machine in exactly the same way they request services on the machine areexecutingon: bysendingamessageandawaiting aDecomp osing the op erating system into a set of servers increases b oth p ortability and Portabilitisimprovedsinceonlyserversrelying onmachinesp eci�c details needb e retargetedfornew arcMainis assisted by the decomp osition of functions imp osed by servproblem with such systems is that a message send/receive usually much more exp ensive that a normal pro cedure call. any message send can p tially cross a machine b , arguments must often b e copied rather than b eing o�thestackofthesenderoftheLikthesynchronizationb etweenthesenderthe receiverimp oses additionalovexample,acontextswitchmayb e incurredsendingtothereceivingpro p erformanceproblemsoften causethemo delb ecome ine�cient for low levels of then have to revert to traditioprogramming metho This results in two kinds of entities in a message-passing high level servers describ ed by mo del and mo dules of low level routines invoked traditional pro cedure calls.

lack of consistency in paradigm is undesirable from a mainnance p oint of example, a server providing memory allo cation may need to up the page tables for the current pro p ortability and , it would b e to make each page table another server and have the memory allo cation server send a to the page table server to up date memory the page table server would to b e reimplemented when retargeting the op erating system to a new macis that the memory allo cation server may have to make rep eated requests to the page server.they arefundamentalpartsofthekernel,thepagetableserverand theallo cation server are likely to o ccupythe same address exp enseof multiple send/receivesb etween themwillb ehigherthanjustinvoking functionsdirectlytoup datepageMansystemdesignershavegone togreatextent tominimizemessagesending can minimize argumentcopying costs[Y

87Haone pro cess execute on the b ofmultipleserverscanreduce contextswitchinga high level abstraction likely makmultiple requests on a low level abstraction,requests to low level abstractionsare usually common than those to high level abstractions. Therefore, rather than starting with a

scforhandling highlevelabstractions that will noteasily ande�cientlyhandlethelolevcases,itwouldb edesirabletostart withasimpleschemeforhandlinglowlevelis e�cientandwill scale upto higherlevel abstractions. Thisallows asingle paradigm b eusedthroughouttheconstruction oftheOb Ob approaches to op erating system design replace the kernel mo del of commconcurrenexecuting pro cesses,with a collection of communicating, co op erating cts.

Each ob ject in the collection represents a particular logical entity of the Ob represent pro cesses,memory ranges, communication channels,devices,and many op erating system

Eacob ject provides a setof op erations av ailable to ob jects in the op erations de�ne b ehavior of the ob ject and the inproto other ob this mo del, ob jects invoke such op erations by sending messages other ob jects.These messages are conceptually similar to the messages in the approacmain di�erence is that sending a message to an ob ject is always syncand no explicit receive is This encapsulation of b ehavior in ob ject-based systems closely parallels the software neering concepts of mo dular programming and data An ob ject can send a sage to any other ob ject as long as it has a reference to that ob Likthe servers in systems, ob jects can reside on di�erent no des in a distributed ob ject-based op erating systems

HYDRA[W

74Eden[LLA

81],

Emerald[JLHB87CLOUDS[Spa86],

CEDAR[SZBH86], the Intel iAPX432 architecture[In],

Amo eba

[Mul87TM81,

TvR85], and CHORUS[RAN88,

Mar88,

BMR85Ob ject-based approaches are more than message-passing approaches to op ing system separate the abstractions of a system into di�erent mo dules jects), each with a well de�ned function and inOb address other ob jects in a bmeans of a e or ability the ob reference can de�ne what p the invoking ob ject has with resp ect to the ob ject on which it is op can b e as simple as direct p ointers to other ob jects, in e�ect providing no p ermission

A more complete de�nition will b e given in Chapter 3, but for now it su�ces to say that an ject is a encapsulation consisting of a set of state ariables and a set of op erations to access and mo dify those

menorascomplexascapabilities infull protectedcapability-basedsystems[KL87,MB80In a capability-based system, only trusted ob jects can mo dify and distribute mainsecurit, capabilities can only b e up dated by trusted ob systems prohardwsupp ort for this protection, while others rely indirection through a trusted of Ob ject-based approaches address many of the op erating system problems discussed in intro duction. of ob jects can b e used to abstract the hardware and thus increase p ortabilitOb jects also represent a small enough encapsulation to improve maintenance and do cumenThe main p otential problem of ob ject-based systems is, like message-passing systems, of in an ob ject-based system is a function of the exp ense, or \weight", ob jects and the implementation of message sends b etween ob jects. Ob ject-based systems a sp ectrum of implementations. At one end of this sp ectrum are systems like CLOUDS[Spa86and Elmwo o d[MLC

87] that are, in a sense, remote pro cedure call (RPC)[BN84], ob message-passing Sucsystems use the ob ject/message send paradigm to structure servers of message-passing Ob encapsulate servers and ob ject messages the messages exchanged b etween clients and servers by automatically providing the op co de the typ es of ob ject interface gives structure to the interface the server presents to itsclients and de�nes the messages sent b etween the client and servHowever, suchsystemssu�er thesamep erformancep enaltiesasmessage-passing At theother endof thesp ectrumare systemslike

Smalltalk[Go]that, ratherthananexplicitsend/receiveparadigm to implementmessage sending,transfer control b etweenjects by explicitly weaving threads of control from ob ject to ob such systems, ob jects usuallypassivsendingisimplementedwithtraditional pro cedure calls. of control of the invoking pro cess enters the ob ject to p erform the op syncand context switching costs and involves no added exp ense of argument copThe one problem with such systems is that, without the underlying message send/receivparadigm, they are di�cult to extend to distributed 8.8 discusses this and prop oses a based on multiple monitors [Hoa74, Bri85, Bri73] for data encapsulation, likPilot[LR79have a typ e of ob ject-based design at this end of the sp ectrum as w

asinglemonitor like theapproachdiscussedinSection2.4.1, thesesystemsusemmonitors, each encapsulating some

Like ob jects, monitors provide a set of op tions

(monitor pro cedures) to access an otherwise inaccessible set of Inva pro cedure is done in a similar way to invoking a normal pro unique conof monitors is the enforcement of mutually exclusive access to the A pro cess invoking op eration on a monitor is not allowed to enter the monitor until any other pro cess in the tor exits

Lo op erations are provided by monitors for a pro cess to exit the monitor until sp eci�ed condition o ccurs and for another pro cess to signal that condition’s o b and

Kolstad[] prop ose a similar ob ject-based scheme but provide a more mutual exclusion mechanism by using path expressions[CH74Ob ject-based systems address the software engineering problems for op erating systems bdecomp its functionality into small mo dules

(ob jects) with well de�ned inob and message sending can b e made e�cient enough, p erformance will not b e a A disadv antage of ob ject-based systems is that ob jects, like servers in message-passing often designed to implement general purp ose algorithms in order to provide the inunder a large v ariety of applications. The general purp ose nature of such ob jects macause p erformance to b e sacri�ced for generalitOba new ob ject can b e implemented p erform a sp ecialized or optimized

Howevit is di�cult to program the this ob ject may have with other, more general, ob jects in a way that when additional are added to the general ob jects, they are also automatically made to the sp ecialized ob What is needed is a way to allowe�cient sp ecialization of ob jects while allowing sharing common features b etween the original and the sp ecialized ob ject. of this problem can b alleviated by allowing one ob ject to gate an op eration to another ob is, howevno convenient language or system enforced manner to structure such is place entirely on the Summary

they represent many imp ortant ideas, the techniques presented so far all fail fully the op erating system software engineering problems discussed in Section

2.3.

single uninterruptable monitor approach su�ers from the obvious disadv antage of placing functionality withasinglemo additional structuring techniquescouldb tofurtherdecomp osethemonitor, itisonlysuitable forsmallsystemssinceitdo esscale up welldue to comp etitiontoenter the The kernel approach addresses the structuring problem by breaking an op erating into a set of co op erating, communicating, concurrent pro approach helps by arating an op erating system into a set of mo dules (the kernel prop er and the pro cesses) fails to aid in sp ecifying the internals of the kernel itself, the functions the pro cesses p erform, and the information that should b e exchanged b etween communicating pro , only the kernel should need to b e changed in order to move the op erating system new arcpractice, however, kernels are much more complex than the simple mo describ such as memory and device management usually p erv ade the design of knels and decrease their p ortability substan.Likewise, the functions the pro cesses p erform and the information that should b e exchanged b etween communicating pro cesses not sp do, however, solve the mutual exclusion b ottleneck present with uninmonitor approacLayered, message-passing and ob ject-based systems attempt to provide further structure kLaysystems structure op erating systems by separating the pro cesses or functions the system into layers that provide successive abstractions of the op erating ma di�cultwith building layered op erating system kernels is determining the layer to which pro cess or function b each layer may only rely on the pro cesses or proby lower layers, careful planning is Layis, however, a useful high levstructuring technique that can b e used orthogonally to other tecMessage-passingsolutionsuse explicitsend and receive primitivesb etween pro cesses servers to achieve communication and computation. In such a system, even kernel services obtained by sending messages and awaiting overhead of message send and receivcan,however, b e prohibitive andforce designers to abandon the paradigm at frequently inOb ject-based architectures organize the system as a network of co op erating ob jects layers of pro cesses or Pro are then just one typ e of ob ject;

devices,and communication channels are represented by other ob Ob can solvthe circular dep endenc y problems in layered systems since ob ject communication top b eob jectsandmessagesending canb e madeinexp ensive enough, ob basedsystemso�erdesirablesoftware engineeringadv antages interms ofencapsulationmo dularit.A mechanism to allow sp ecialization in a exible manner is still,however, lacThe ob ject-oriented solution prop osed by this thesis builds on the lightweight ob approacand improves uses ob ject-oriented programming to add a classi�cation mecanism as well as dynamic binding of op erations to ob likewise provides mecto sp ecialize ob jects while maintaining commonalities b etween similar ob resultansystems provides for lighweightand exible abstractions and encapsulations that can b used uniformly throughout the the presentation of this solution can b e detailed, a discussion of the ob ject-oriented programming paradigm is necessary and will b undertaken in the next c

ject-Orien P doubtoutit{anewchnique dd amming’hasome l the age in the world of This quote is from an article by Lee Gomes under the headline ammers do it in the San Jose

Mercury

News,

1990.

1

The quote is very true what is p erhaps more true is the chapter will attempt to ob ject-orientedprogrammingsu�cientlyforthe presentationof theworkinthe restofwing sections discussfouressential principlesof theob ject-oriented paradigm relev anto the construction of ob ject-oriented software in general, and to this thesis in particular.principlesdata apsulation, data action, eNormally in a computer program, separate invo cations of functions have no way of each other without saving information in state v ariables preserved externally from one invo cation to the makes it di�cult to build software mo dules since state v either need to b e referenced globally or passed explicitly as arguments to each invo cation

Many thanks to Mike

Powell for giving me this amusing such v ariablesgloballyaccessibleprevents asoftwaremo dule’sb from b eingenforcedsinceany arbitrary function canrefer to this data as wData tion techniques[AR84] are used to increase program mo dularit, maintainability and reliabilitby lo calizing data together with functions that op erate on them and restricting access to data exclusively to these functions.encapsulation techniques allowstateto b e preservb etween invo cationsofstateisstoredintheencapsulatedOwn data in Algol[] and staticdata in C[KR78] limits access to a particular in ADA[Uni81], d ommon in FTRAN[CDG70], ck oping in like

Pascal[],and static �le e in C limit access to a set of is often more desirable since mo dularity considerations make it imp ortant to allow a set to share a common set of data that is hidden from other The enqueue dequeue op erations on a queue, the push and p op op erations on a stack, and the add and lo op erations on a database are all examples of sets of op erations that share common

(lo techniques can provide more than just data

[Hoa74Bri85for example, are a form of data encapsulation that provides for synchronization mutual exclusion of accesses to the encapsulated data as wThe ct is the unit of data encapsulation in the ob ject-oriented ob is a simple encapsulation consisting of a set of v ariables and a set of op erations used to access v ariables will b e referred to as the ob ject’s e variablesop eration in the op eration set will b e termed a message the ob ject eptsInvan op eration on an ob ject will b e describ ed as sending a message to the ob ject. The entire of messages accepted by an ob ject will b e termed its e.

used in the context of the ob ject-oriented paradigm should b e contrasted in the message-passing systems discussed in Section phrase

\send a an ob ject" is only a statement of how the ob ject-oriented paradigm should b e viewed.

do es not imply the implementation of message sends is actually achieved by that are exchanged via explicit send and receive primitives b etween an ob ject the sender of the message.

sending a message in the ob ject-oriented paradigm implies that a co de p erforming the op eration the message describ es) is lo oked up based the ob ject and da message to an ob ject, therefore, results in a d

term ol is also often

�ndtheprop er metho dandthenad ationtocallthemetho most ob oriented languages,metho d invo cationisachieved withtraditionalpro cedure wa message is part of an ob ject’s interface, while a d de�nes the implementation the Likother data encapsulation techniques, ob jects preserve state b etween message invoke their metho state is preserved in an ob ject’s instance v ob ject’s metho ds provide the only means by which other ob jects in the system can access state and p erform op erations up on di�erence b etween ob jects and other data sulation techniques is mainly one of p ersp ectivob ject-based data encapsulation sceach ob ject is identi�ed by some name, or e,to which messages are senother encapsulation schemes, the functions are often the \�rst class" enIn these schemes, analogous to an ob ject’s instance v ariables are explicitly passed to a function or referencedan enclosing scop with ob jects is, therefore, a more datadriven approach than function basedencapsulation scdels to reduceproblems to less complex ones is a common problem solving tecMo use actionsof entities b eing abstractions allow irrelev andetails to b e ignored and fo cus to b e placed on the essence of a allow the details of unstructured entities to b e hidden by a framework through which they b e manipulated

Computer programs can b e viewed as mo v alues op erated on by statements in computer program are abstractions of the entities b eing mo deled by the ob ject-oriented paradigm, all v alues are ob Manob jects represent similar therefore, share similar or identical b ehaorder to express the of identical ob jects, the ob ject-oriented paradigm intro duces the concept of a classis a \template" to create a kind of ob de�nes the instance v ariables, signature, implemenof the messages in the signature

(metho ds), for instantiations,or es the class is, therefore, a data action that simultaneouslysp eci�es the in encapsulates theimplementation ofeachof its Classes aresimilar to inCLU[LAB

81] and ctds in

Path

Pascal[CM78The metho ds ofa class can reference the instance v ariablesthat the classv ariables areb ound at runtimetothoseofaparticular instanceoftheclass.

runbindingofclass metho dstothedatatheyop erateongivesaclass a\co okie cutter"likb ehabindingis alsowhat distinguishesob ject-oriented programming from otherstractions and encapsulation tecprogramming with classes, functions

(metho areb oundat runtime to the data

(instance v ariables) they op erateon. other tion schemes, data are usually compile time b ound to means that there can b only one instance of such an Expressions within a program generate v alues which are usually assigned to v ariables used in other T cking is used to determine whether v alues generated bexpressions are used in the prop er context[Set89ob ject-oriented languages rely on e e for typ e checking. equiv alence means that the signature a subset of the signature) of an ob ject used at a lo cation in the program matches the e safe op is one where a message b eing sent to an ob ject is in that ob There are two forms of typ e checstatic and dynamic[Set89ly d compile time determination from the programs source of whether a v alue to the typ e implied where it is example, that + is applied to a pair of inreals, or p erhaps a combination of the twstatic typing is assured by requiring programmer to sp ecify a typ e for each v ariable and function result and having the sp ecify the typ es which result from the application of built in op erators and ob ject-orienprogramming, these typ es are sp eci�ed as signatures which any ob ject to the v ariable must havmany ob ject-oriented languages, this signature is sp eci�ed a signature of this class then implicitly de�nes the typ e of the v ob ject-orienlanguages allow signatures to b e sp eci�ed indep endent of classes[

As will b e seen in the next section, this is not strictly allows classes to delegate some all of this resp onsibility to other In most languages names like self or this usually refer to this ject within the context of the implemenof a particular metho

ly d runtime checking is used to check a v alue’s to a particular typ e within a particular contyping, in the context of ob oriented programming, requires that v ariables are typ eless and can reference ob jects of antyp and static typing have software engineering and p erformance typ e information given for v ariables in a statically typ ed language can aid in b oth do cumentation and compilation of the program, while dynamically typ ed languages may to co de that is more exible and easier to typ ed languages are usually e�cient since they lack typ e information to guide Typ inferencing systems[Gra89improve the e�ciency of dynamically typ ed languages by allowing typ es to b e at compile time and corresp onding optimizations to b e to static and dynamic typing is whether a language is ongly or typ ed[Set89typ ed languages allow only typ e safe assignments to b e made { v alueb eingusedalways conformsto thetyp erequired. typ ed languages either do check typ es or allow the checking to b e ovand arise naturally from the similar b ehavior of groups of ob Likdi�erent mahave many messages and metho ds in e , �rst intro duced SIMULA[BDMN73], is a technique to describ e this commonalit.Inheritance allows a of classes to share parts of a common interface (signature) and p erhaps parts of a implementation (metho ds and instance v is the b est known mecsub classing, part or all of the signature, metho ds and instance v ariables a class can b e inherited from ancestor inheritance ws one ancestor Multiple inheritance allows for several ancestor relations b etween form directed acyclic graphs and, therefore, are usually termed class chiescclasses of a given class in a hierarchy are usually termed its sub classes and are said to b d the class. The ancestors of a class are usually termed its ent or Delegation[], where ob jects forward messages to other ob jects, is another way to b ehaSub isthemorecommonlyused sharingtechnique andisconcentratedonthisthesis.

Inheritance makescustomization andincrementalre�nement p ossibleinastructuredner byallowingaclassdesignertoaddressthe problemputb est\The class Id isalmostlike the one I have, ept for..."implementorofanew classhasthe optionofaugmentingtheinherited signatureadditionalmessagesand/orrede�ningtheimplementation ofanyinheritedmetho o corresp onding to added messages can likewise either b e sp eci�edby the class or left sub classes of the new class to b e that de�neonly a signature and leave implementation to other classes to de�ne are usually termed actclasses. that �ne an implementationfora particularsignatureare termedete classes. de�ne a data abstraction, concrete classes de�ne or re�ne implementations of this abstraction.

practice, many abstract classes fall somewhere b etween purely abstract and concrete; often provide metho ds for some, but not allthe messages in their The separation of interface from implementation provided by using abstract and classes is imp ortantwhen designing for p ortabilit.Abstract classes can de�ne interfaces implementedbydi�erentconcreteclassesfordi�erentapplicatioseparationmakes the system easier to understand since abstractions can b e designed separate from implemena message to an ob ject makes certain assumptions ab out the ob it assumes that the ob ject’s signature contains the message b eing senViolatioof this quirement can b e detected at compile-time in statically typ ed languages and at runtime dynamically typ ed example, an ob ject referenced as a File will b e exp

is even argument that delegationand sub classingare simply di�erent views of the principles[Ste87 of this, often when describingject-oriented programs,designersuse the name of an abstract whentheymeanthatclassoranyconcreteclassesimplementingtheinA convention used throughout the rest of this thesis is that class names will have their

�rst letter while message names will not and will have their names in sans serif fonconventionwill b e to use namesin b old facetyp e. Pluralnounswill b eusedtoindicatecollections ofinstancesofa The article will b e used to indicate a single instance that b elongs to the F example, rather than

accept read, write andseek LikaDirectorywouldb e exp ected toaddFile,removeFile and lo okupmessages, anda

Bitmapp edScreensetPixelandcleathe actual parameters to a metho dmay b eof many di�erent typ es,the metho may b ehave di�erently dep ending on the argumenis implemented in ob ject-orienprogramming by the delayed binding of messages to the metho ds that implement when a message is sent to an ob ject, the actual metho d invoked is not until runis determined by the ob ject’s runtime metho d lo okup the abstract/concrete class structuring techniques discussed in the last set of messages sent to an ob ject in a given context is usually only a subset of de�ned by the ob ject’s is esp ecially true of ob jects received as to a metho example, a metho d with a formal parameter to b e used as a �le from whicread data might only send read and seek messages to the actual parameter ob ject may have many more messages de�ned, such as write, close,

Likdi�erenimplementations of �le ob jects may exist in the form of instances of di�erent Any of these would b e acceptable arguments to the metho d in metho d that accept arguments of many di�erent typ es and b ehave di�erently is said to b e olymorphic resp ect to those argumenp olymorphism discussed so far is more sp eci�cally a form of inclusion or olymorphism [DT88].

p olymorphism restricts p olymorphism to ob jects that share common representation or inclusion p olymorphism is prev alent ob ject-orienthis reason, unless otherwise sp eci�ed, the rest of this thesis unquali�ed p olymorphism to mean signature-based inclusion p based inclusion p olymorphism, if the target ob ject has the desired signature as a subset of messages then it can b e used in a given conOther forms of p olymorphism olymorphism and ator unction p olymorphism is where the typ e of the arguments to a function are irrelev ant identity function is the classic is also termed ametric olymorphism

[CW85although

Danforth[] distinguishes parametric p olymorphism as the case

\instances of class

Widget",

\Widgets" will b e used when referring to jects instantiated from the class.

Lik\a

Widgit" will b e used to indicate the singular typ areexplicitly providedto afunction,andfunctional p olymorphismas thecasethey are determined.

Op overloading is the classic form of p olymorphism traditionalprogramming way in which the built in + op erator can op ate on integer/integer,real/real, integer/real or real/integer arguments in most languages is an example of op erator overloadiPof formal parameters has Eacformal parameter of a metho d an implicit signature, S , that consists of the set of messages that will b e sent to the the metho d and within any metho d to which the argument is further argumenused to satisfy a p olymorphic parameter must satisfy the requirement that it the messages de�ned by that parameter’s

S statically typ ed ob ject-oriented languages, of every argument is explicitly sp eci�ed as one having all the messages in S as subset of its a dynamically typ ed language, any ob ject having the messages S as a subset of its messages can b e used as an argument, but the checking is deferred unrunPallows for a large degree of exibility in design and recon�guration of ob oriented software.It is crucial to designing reusable co Pallows the addition comp onents and the replacement of existing comp onents since new classes implemenold signatures can b e used with existing co de that exp ects those example, an ob ject having a �le-like signature

(read, write, and seek op erations) is needed in a application, an instance of any class de�ning these metho ds would actual ob b e a lo cal

�le, remote

�le, disk drive, or tap e drivlong as it has the desired the particular kind of ob ject is unimp ortant and irrelev ant the co de using ob ject-oriented languages use signature equiv alence for typ e checking, di�erencan b e placed on the p olymorphism of the parameters of metho typ languages implement p olymorphism in its pure form as discussed so is b any actual argument ob ject will b e checked for typ e conformance at runStaticalltyp languages come in two that sp ecify formal parameter typ es as classes, and sp ecify formal parameter typ es as typ ed languages that sp formal parameter typ es as signatures can implement p olymorphism in its pure a statically typ ed language the typ e of all v alues can b e determined, the signatures b e compared at compile time to check for conformance of the actual parameter to the

3.1: Typ esand examples of programming parameterssp eci�ed typ Staticalltyp ed languages that sp ecify parameter typ es withaclass implement arestricted formof p of a sp eci�edclass or ansub class of that class are the only acceptable arguments, even if instances of other classes mighhavethesignature b ehavior will b etermed eolymorphismfollowing sections addtwo de�nitionsnecessaryfor thepresentation of thework inthesis.These are de�nitions of an d language and of an d systemOb egner[eg87] de�nes an d amming languageas an ob ject-based supp orts b oth classes and inheritance

(see

Figure

3.1).This de�nition is in some ways to as it do es not explicitly mention the need to supp ort p olymorphism, which is essento achieve the b ene�ts of using ob ject-oriented not using one feature

C

[],acommonob ject-orientedlanguage,wouldstillmeetthisde�nitionob ject-orienHowevitwouldlackp olymorphismsince there wouldb e noruntimeof messagesto metho b etter de�nition is,therefore, thatan ob ject-orientedlanguagesupp orts programminginthe ob ject-orientedparadigmby providingob jectsas the unit ofencapsulation, classes as the unit of data abstraction, inclusion p olymorphism, and some of sharing of interfaces and metho d implementations, either by delegation or egner cites ADA, Mo dula, CLU and Actor languages[] as examples of ob ject-languages (but not ob ject-oriented),C and Smalltalk[GR83] as examples of ob ject-orienlanguages.

languages�ttingthede�nition ofob ject-orientedinclude Ei�el[rellis/Owl[SCB

86SIMULA[BDMN73], CLOS[DG87] and Mo dula 3[CDG

89Ob softwaresystemwillb e de�ned tob e ab o dy ofsoftwarethatisconstructed toproservice to other software that relies up on software system must provide an interface other software that will use the services it prothis interface takes the form asmall set of subroutines or functionsthat, wheninvoked, request servicesfrom theand/or return

Softwarsystems aredistinguished from simple programming by preserving state b etween invo cations of their interface functions, and by interface a�ecting each other’s b ehaOp systems are p erhaps the b est examples of softwsystems.providingwindowingcapabilitieson abit-mapp ed screen oradatabaseaccess/up date routines are otherAn d e system b e de�ned by two characteristics.First, an ob oriented software system should b e constructed using ob ject-oriented tecit should b e implemented as a dynamic collection of ob jects, where each ob ject is an instance some class representing a logical entity the system is mo Inheritanceandp b eusedtoorganize theclasses andtheirinterrelatiparticular, p andinheritanceshouldb eusedto facilitate co desharing,interfacesharing,co dereuse,recon�gurationofthe simplify using inheritance and p olymorphism, an ob

Manject-oriented languages implement the paradigm with arying degrees of C allows accessestoanject’sinstanceariablesbyfunctionsotherthantheject’smetho the encapsulation dimensionofject-oriented

oriensystemshould b e implementedinan ob ject-orientedan ob oriented system should provide its services by exp osing a select set of constituent ob jects

(dynamic) message the windowing system as an example, representativob jects might b e a window, a p ointing device, a title bar, or a scroll A ob ject-oriented system needs to provide a mechanism for applications to obtain service ob jects and to send messages to messages to ob jects replaces interface functions of a traditionally structured software

Suca system should allow additions to the system to b e made by inheritance from existing classes and it supp ort the p olymorphism achieved by the late binding of message sends to metho an ob ject-oriented system is op en and extensible within its ob ject-oriented framework.

The Smalltalk environment[Gol84] is p erhaps the archetypal ob ject-oriented a collection of ob jects that provide a complete programming environment, it is written in ob ject-oriented language

(Smalltalk ), and it allows new application software written the environment to have access to any other ob ject already in the environmenlimitatof

Smalltalk is that all applications that exist in the environment must b e written in SmalltalSummary

, four imp ortant features of the ob ject-oriented paradigm

Data apsulation to increase program mo dularit, maintainability and reliability blo calizing data together with functions that op erate on encapsulation in ob ject-oriented paradigm is fo cused on an ct identi�ed by a name, or reference, whicmessages are senAaction to identify the typ es in a abstraction in ob ject-orienprogramming is directed at identifying classes to create replicated instances of ob with similarb ehato allow co de sharing

(reuse) b etween classes and the enforcement of inPolymorphism provide co de reuse by allowing metho ds to b e written that take ob of many di�erent typ es as argumen ob ject-oriented languageisalanguagethatprovidessupp ortforthesefourob ject-oriensystemisasoftware systemdesignedandconstructedusingtheob ject-orienprinciplesand implemented in anob ject-oriented language, and that provides an interface to comp onents (itsob jectsand classes)in anob ject-orientedfashion(sendingmessagestoob jectsas anencapsulation technique issimplygo o dprogrammingmetho Likusingclassesas anabstraction techniqueisgo o dob ject-orientedinheritance andp olymorphism make programming in theparadigm worthwhilComthey provide for sharing ofommon es, de euse, customization,and optimizationThey can help address the problems of op erating system ortability, maintainability, and tensibility discussed in Section

2.3. is the concentration of the next cde�nes d ating system and outlines the b ene�ts of constructingsuch chapters ev aluate these b ene�ts in light of the exp erimental system mentioned

ject-Orien

Op eratingpreviouschaptershaveconcentratedonthenecessarybackgroundde�nitionsandthepresentationoftherestofthischapterturnstomyprimary

,the application of the ob ject-oriented paradigm to op erating I givthe de�nition of an d ating system assumed in the rest of this use this de�nition to characterize the exp erimental system prop osed in Chapter 1 and this work from I present guidelines for, and the b ene�ts of, the ob ject-oriented principles discussed in Section 3.1 to solve the op erating system design construction problemsdiscussedin

Section,concludewith a short intro to the exp erimental system In the following chapters I will present this system in analyze its p erformance, and discuss its success at addressing the problems facing op system software set forth in the intro of an ject-Oted erating and foremost, an ob ject-oriented op erating system is an ob ject-oriented software as de�ned in Section

3.2.2.Like any ob ject-oriented system, enin an ob ject-orienop erating system are represented by ob jects that are instances of representative encapsulations of hardware devices, traditionalop erating system entities such as cesses and �les, system data structures managing resource allo cation and management, p mo dules, and, in particular,low level op erating system data structures such as tables and device control of candidate classes for such ob jects

4.1: Metho invo cation in an ob ject-oriented op erating Pro cessor (to represent a physical pro cessor), Pro cess (to represent a logical thread of trol), Pable (to represent a hardware page table), VirtualMemoryRange (to represena range of contiguous memory), Scheduler (to represent a pro cess scheduler), File (to sent a p ermanent storage �le), DeviceRegister (to represent a physical device register), PhysicalMemoryFrame (to represent a physical memory page Op erating systems provide a set of application interface es to allow delayed of application requests to the op erating system functions that implement desired services to insure iny of system data and main feature distinguishing an ob oriented op erating system from traditional op erating systems is that, like any ob ject-orienit provides its primitives as message sends to system ob implies that sending message in an ob ject-oriented op erating system has one of three characteristics (see Figure All message sends within the system itself (on the system side of the system/application b ehave as describ ed in Chapter 3, the corresp onding metho d is invoked with a normal pro message sends within an application b ehave likewise. The interesting case arises an application sends a message to a system ob invo cation of the corresp onding metho mcross the system/application barrier to provide the protection and dynamic binding services characteristic of the ob ject-oriented op erating systems implementhiswithanextraindirectiononthemetho dinvo cation asso ciatedwithasend to a system ob protected ob ject-oriented op erating system must implement metho invo cation on system ob jects in such a way that privilege levels can b e crossed in a transparenmanner(Chapter

5describ esseveral ways toimplementob ject-oriented op erating system needsa naming mechanism to provide with referencesor capabilities

(see

Section

2.4.5) system ob issimilar tohoreferences to servers must b e obtained in message-passing One solution is to proevery application with a prede�ned reference to a name server ob that maps symb olic to this ob ject return references to other ob jects, that in turn prosp eci�c system name server de�nes the set of all system services av ailable an application in the form of a set of ob classes of these ob jects, in turn, de�ne interface of the op erating system for this interface can b e or reduced dynamically by adding ob jects to, and removing ob ject from, an application’s servOb ject-oriented op erating systems may imp ose static or dynamic typing on system ob references.

Tcan b e integral to the implementation of the name serva typ ob ject-oriented system, queries to a name server require only the name of the ob and return a reference to the ob ject if it exists no matter what the typ e of the ob Typ checis deferred until messages are sent to the ob typ ed systems do not alloto b e sent to untyp ed typ e of the ob ject b eing referenced must b con�rmed b efore message sends are allowSupp for static typing can b e achieved in twwaname servers can provide untyp ed references to ob jects, but the references not usable until they are a particular typ narrowing, a new reference constructed that may b e used as the target of a message send with no further checob ject is not of the prop er typ e, the narrow op eration should fail.

Second, untyp ed can b e prohibited. The typ e of the ob ject b eing lo oked up can b e included as an argument the name server query op name server will only return a reference if an ob ject the given name exists is of the typ e this wa, once a reference is it can immediately b e treated as a typ ed reference and message sends can pro ceed

This is how the exp erimental system describ ed in this thesis implements its in ofject-Oted eratingprevioussection de�ned anob ject-oriented op erating system,this sectionconcentrates the adv antages of designing and implementing ob ject-oriented op erating fo cuses how such systems address the problems of op erating system p ortabilit, , maintaiity and extensibility discussed in the intro duction. the presentation of the exp erimenprop osed in Chapter 1 in the wing chapters, concrete examples of the tecdiscussed inthe wing sectionswillb e giventosupp ortthese Adv

When trying to design p ortable op erating system software,it is imp ortant to isolate dep ende on particular devices or architectures in mo dules that are separate from, and opaque e endent p ortions of These e endent mo dules prointerface to the entity that they are abstracting and allow mers to design and implement the rest of the system in such a way as to only rely on using interface, while remaining unaware of its exact implementatiosuch mo dules can b reimplemenwhen the software is retargeted for a new architecture without any mo the rest of the allows architecture indep endent p ortions of the software to b reused as the system is retargeted to new arcIf this is to b e true, each arcdep end ent mo dule created as the software is retargeted for a new architecture must have same interface as the mo dules for other arcMo representing hardware tions create a platform up on which the rest of the op erating system can b e constructed muclike the virtual machines discussed in Section particular, they can b e used to represenhardware entities that might di�er in detail from architecture to architecture, but still p a similar are page tables, pro cessor registers and device controller

Ob ject-orienprogramming provides a convenient framework within which to supp such classes can b e used to de�ne the signatures

(interfaces) of such mo ules while concrete classes can implement these signatures for v arious arcclasses to de�ne interfaces to architecture dep endent entities allows op erating algorithms and data structures to b e constructed without detailed knowledge of the sp hardwb eing Pws co de that relies on the interface to use instances anoftheconcreteclassesimplementingthesignatureastargetob theabstract inprop erly de�ned,only a new concrete class needsto b e created encapsulate arcdep end encies when retargeting the op erating system to new computer hardwAsasp eci�capplication ofthis technique,considerthepagetables usedbythetranslation hardwareofmanyarcPable classcanb econstructedabstracta hardwarepage signatureshould de�ne the essentialop erationson a table. example, likely messages for such a class to accept are ranslation( physicalAd dres s ), ranslation( virtualAddress ) and getPageSize()Eacaddress space use an instance of a concrete class implementing this signature to represent its virtual form of abstraction allows such details as where particular bits in a page entry lie, or whether the page table is one, two or levto b e isolated other ob jects which reference and manipulate page tables. classes can implement Psignature for a particularhardware’spage tables (forexample AXP68000PableAs another example, consider the interface provided by a device driver for a mass disk An abstract

MassStorageDevice class with read, write and seek messages mighb e su�cient.This signature can b e implemented for v arious kinds of hardware disk devices bconcrete complexity of the concrete implementations of the interface will dep the particular hardware

Intelligendisk controllers with

�rmware device drivwill need only minimal classes to encapsulate their

�rmware de�ned op Hardwsupp only direct access to a disk controller’s registers may need a complex class manages disk head seeks, data transfer initiations,and interrupt resp onses to such

This complexity can, however, b e completely hidden in the concrete sp ecialize in writing and designing such software need only b e told of the abstract inparticular exp ertise and knowledge can b e applied directly to creating a implementing the are freed from b eing forced to understand the cliensoftware using their

Sharing Adv As discussed in the last section, most op erating systems contain machine dep endent mo that are reimplemented for each target arcraditionalstructured system sp suchmo dulesintermsof asetofop erations

(functions)to b eproHowevinheritance, similarimplementationsof thisinterfacemust b e indep ende nt and havwaytoshare commonco example,the Mach op eratingsystem’spmap system[R

87such a mo dule theirvery nature ofb eing machine dep endent, the eighop erationsthatthepmapsystemde�nes need tob e reimplemented,oratleastmo di�ed,each architecture to which

Mach is Implemenfor similar architectures havno convenient way to share co Evinterface sharing is only by convention and not by any compiler or language supp co de sharing and reuse p ossibilities facilitated by class inheritance can easily solvthis In particular, concrete sub classes implementing abstract signatures need not b a new device or pro cessor architecture will b e only a little di�erent existing architectures should b e exp ected to result in similar implementatiCommonalities can b e abstracted into a new class and the di�erences can b e represented bsub classes of this

Returning to the page table example in the previous section, consider two architectures b oth use similar page tables and have the same size is likely that the placement of a bits in a page table entry may di�er b etween these architectures, but the ma jority of page table management will likely b e identhis commonality in ob ject-orienparadigm is new abstract class meeting the Pable signature b e created to encapsulate all the commonality for handling the similararcSub of this class can each encapsulate sp eci�cs ab out a particular arcthese have the Pable signature and, therefore, instances of any of the (concrete) sub can b e used anywhere an instance of such a representative class is exp common co b etween b oth architectures is shared through the sup an added b ene�t, any cmade to the sup erclass, for example a bug �x or p erformance improvement, will automaticalget inherited by the concrete sub allows all the classes to take adv antage of change without the programmer having to make it multiple

Inheritance also aids sibility since, if a third architecture is intro duced with much the same commonalities, only third sub class of the abstract sup erclass needs to b e reason that co de sharing can b ene�t op erating systems is that there are data structures implementing v arious op erating system p olicies and mechanisms b etw

vofanop eratingsystem,orwithinavexampleofthissituationcanb foundin v arious versions of the UNIXop erating

UNIX �le system is lo the concept of an de [Bac86], which maps logical blo cks of the �le onto physical blo cks and lo calizes other information ab out the �le such as access protection bits and the two ma jor version of UNIX,

System

V[SVI85] and BSD[BSD84], b oth implemeni-no des in subtly di�erent ways while maintaining an almost identical b ehaSupp such a situation can b e provide by constructing an abstract class that de�nes the inand lo calizes any common b ehavior

(and if p ossible the representation) of the data using concrete sub classes to lo calize the di�erences[MLRC88,

Mad91example, a class hierarchy of UNIX �le systems representations, the commonalities and signature b abstracted into a UNIXIno de class, with

SystemVIno de and BSDIno de sub the p eculiarities of b oth systems resp ectivThe basic principle motiv ating when co de sharing can b e used in any ob ject-oriented plication is that similararchitectures and data structure should b eget similar implementatiInheritance allows grouping of the commonalities while lo calizing the of olicy from

When trying to design extensible op erating system software, it is imp ortant to separate p decisions from the mechanisms that implement them[PS85Just as architecture dep end can b e isolated inside mo dules, p olicy decisions with characteristic interfaces can b e idenand mo allows di�erent p olicies to b e enforced as needs change by replacing particular p olicy mo In the same way that inheritance and p olymorphism supp ort p ortability by allowing de�nition of interfaces that are implemented in many ways, they likewise supp ort isolation p olicy

Pdecisions with characteristic interfaces can b e represented with to de�ne the inclasses can then implement the interface for sp p Pro cess scheduling in a multiprogrammed op erating system is a go o d example of an cation of this tecmechanism involved is quite pro cessors need a wato get the next pro cess to run from a set of pro cesses ready to p olicy involvis the ordering of the set of pro cesses ready to run, i.e., when a pro cessor b ecomes

4.2: sample class hierarchwhat is the pro cess that will b e assigned to the pro cessor 4.2 shows a sample plication of ob ject-oriented programming techniques to the problem in the form hierarchof classes derived from an abstract Scheduler Scheduler sup erclass any commonalities,such as the queue head and tail, and de�nes the signature that an Scpresenexample, the signature willlikely contain an enqueu e message adding a pro cess and a dequeue message for removingthe next pro Eacsub class videsthesamesignature astheparent

Scheduler class butimplements its p olicy indi�erenways by de�ning di�erent orderings on pro cesses enqueued and example, FIFO-Scheduler class may dequeue pro cesses in �rst-in-�rst-out order, and the PrioritScmay dequeue pro cesses in an order derived from their priorit. Instances of any these classes can b e used where a Scheduler is required, for example as the system’s queue. FIFO scheduling discipline could b e imp osed on pro cesses by using an instance of FIFO-Scheduler replacing that ob ject with an instance of the Priority-Schedulclass, the scheduling p olicy of the system could b e mo di�ed to b e y that can b e achieved by only replacing a single ob ject, i.e., by changing a single line of co de in implementation. It could also b e done dynamically by changing a single reference at runAs another example of separating p olicy from mechanism, consider page replacement rithms in a virtual memory based op erating an abstract VirtualMemoryMclass is constructed to represent the lo cus of information ab out page placement and replacemendecisions, concrete classes implementing the signature can provide di�erent strategies while leaco de using the interface example, a FIFO-Manager class might de�ne replacement algorithm to b e �rst-in-�rst-out, while a NUR-Manager class might de�ne it b a not-used-recently[Dei84a] p commonop eratingsystemp olicydecisions b from thisapproach includediskheadscheduling,serial line characterpro cessing andsystem access metho y examples in Section 4.2.2 show how inheritance allows sp ecialization while at the same acthe adv antages of co de and p olymorphism combine to supp another imp ortant adv antage, , structured optimizatioPis essential to an op erating Op system algorithms are stantlyre�ned andisimp ortant to keepanyoptimizations fromhinderingmaintenance and evolution of the co Ob ject-orienprogramming gives a go o d framewwithin which to supp ort suchoptimizatclassescande�neinterfaceswhich,p reasons,canb eimplementedin di�erent way by concreteclassesthat imp di�erenconstraints on their an example, consider op erating system constructed of multiple pro cesses all currently exchanging control b etween pro cesses, the state of the currenexecuting pro cess must b e saved, and the state of the new pro cess restored on the pro logicalway to design this in an ob ject-oriented op erating system would b e to develop

Pro cess class that has save and restore messages to supp ort the state saving and However, consider the case describ ed in Section

2.4.2 where some pro cesses execute on b ehalf of the op erating system itself and some on b ehalf of application programs written use the pro cesses executing on the system’s b ehalf are more

\lightweight" than application pro cesses, this is to say they have less state and resources asso ciated with the implementation of the save and restore metho ds can b e traditional way implement this is to store a ag with each pro cess that sp eci�es the kind of logical pro it represensave and restore op erations can discriminate up on the ag to decide amount of information to save and Ob ject-orienprogramming provides a and more e�cient

Pro cess class can b e made abstract with

SystemPro and

ApplicationPro cess concrete sub SystemPro cess sub class’s metho ds savand restore only the state a system pro cess uses, while the ApplicationPro cess sub metho save and restore the additional state application pro cesses sub classingtoenco de sp ecialcasetestinglikethisavoids b oth reservingthespaceintheob ject for the ag, andtesting the ag up onevery invo cation of a metho drelys onitsv thev alueof this ag isimplicitly enco dedintheob ject’s

Message sends automatically cause the prop ermetho d to b einvokThob ject-orienaccomplishesthedesiredresultwithlessexp ense inb othtimeandThisis justone example ofamore generalresultin welldesigned ob ject-orientedelimination ofdiscriminating onanexplicitly co ded typ eidenbindingofmessageto themetho d implementingitis based on aob ject’sclassand p at runthis delayed binding can even b e more e�cient than explicitly co ding typ eco desanddiscriminating onthem[RK88y for Inheritance and p olymorphism can also combine to provide an interesting solution to the lem of trading p ortability for ine�cient butp ortable class can b eusedthe initial phases of retargeting an op erating system for a new architecture, and later with a machine sp eci�c class that improves e�ciency but decreases p ortabilitconsider a MemoryBlo ck class with messages to zero-�ll

(bzero) and copy

(b copy) the blo cof The corresp onding metho ds can b e implemented in a p ortable way in most ob oriented languages with simple lo Howevwithout a sophisticated compiler that p sucoptimizations as lo op unrolling and sp ecialized co de sequence recognization,such co will likely b e less e�cient than hand tailored assembly co instance of this class however, b e used initially in any retargeting e�ort of the op erating system in order to the work needed to get the system

Once the system works, it can b e tuned by ing instances of the p ortable class with instances of a new class that implements the to p erform the copy and zero-�ll op erations in the way most e�cient for the particular architecture, for example, with architecture sp eci�c resp ect to maintainabil, ob ject-oriented op erating systems b ene�t from all the adv tages of any ob ject-oriented particular, the narrow interfaces to data de�ned bob jects makes testing and debugging of mo dules easier[,

PG90Ob schemes easedebugging andtestingbyallowingthe constructionof simpletestcasesanob ject’s inOb ject-orienprogramming makes it p ossible to reuseevtest test case can b e constructed to exercise the interface describ ed by an class and multiple concrete classes can b e plugged in and ev new implementhe abstract signature are implemented, they can b e tested and debugged creatingnewtestforAdaptableOne way to extend an op erating system is to add new comp onents to the application inOb ject-oriented op erating systems are esp ecially well suited for application inan ob ject-oriented op erating system is de�ned by the set of ob jects made av ailable to application by its name server and the classes of those ob set of av ailable ob can change dynamically as the needs of an application ccan b e accomplished bmo difying, adding or removing bindings of names to ob jects in an application’s name servDi�erenapplications can even b e assigned di�erent name servers, allowing di�erent have di�erent interfaces to the op erating The application interface of an ob ject-oriented op erating system is actually de�ned by classes of the ob jects accessible through a name servp otential service can b e de�ned bthe signature of an abstract sp eci�c service can b e provided by an op erating ob ject that is an instance of a concrete class implementing the Polymoralloapplication compiled to use the abstract interface to remain indep endent of the sp of an ob ject implementing that inb oth new classes, and new b e added to the system and b ound to name servmay access ob that are instances of classes that were not even in existence at the time the application wcompiled if these classes implement existing interfaces in new wacan o ccur staticalby recompiling the op erating system with new classes and ob jects or, , dynamically a to ol that allows new classes to b e loaded into the op erating system and new instances of classes to b e created and b ound into name servers at run Exclusionand Ob ject-orienand ob ject-based programmingtechniques have manyadv antageswhen to parallel and concurrent Sincetheob ject-oriented principleofencapsulation allothe metho ds of an ob ject access to the state of the ob ject,an ob ject cancontrol exclusivity of accesses to its state through its metho Than ob ject can provide a into its instance v idea is similar to Hoare’s monitors[Hoa], that monitors guarantee mutually exclusive access only and preclude p otentially concurrenConcurrenaccesses to an ob ject’s data might b e desirable in a multipro cessor mop erating system to increase p In ob ject-oriented implementor of a class is free to co de arbitrary restrictions on the ordering and mexclusivitof metho ds using semaphores, lo cks, or other similar tecor example, consider an atomically incremented councan b e implemented in non-ob ject-oriented fashion in two wathe burden of mutual exclusion can b e on the users of the counP( mutex counter = counter + V( mutex Or, the burden can b e placed in a sp ecial function that lo calizes the synchronization, and co de using the count b e required to call sp ecial functions to up date the counl by e IncrementAtomicCount( counter : integer P( mutex counter = counter + V( mutex sample integer : counIncrementAtomicCount( counter problemwiththe�rstsolutionisthatprogrammerscannotalwysb ereliedup to implement the mutual exclusion the secondsolution su�ers from problem thatprogrammerscannotb e reliedup on toalwayscallthe IncrementAtomicCoun metho andnotjustincrementthecounterthemselvproblemwithb othis that existing functions that take count arguments will have to b e mo di�ed if they are b e used in parallelcases, or non-parallelas wellasparallelcases willhave topay the mexclusion costs by compiling only one version of a function and using one of the ab ove twob ject-oriented solution to such a problem is quite simple. If an abstract Count withincrement and value messagesisintro duced, one concrete classcan implementtheparallel applications,andonefornon-parallelnon-parallel version implement increment as a simple non-atomic add one op eration, while the parallel version implementthe neededmutual exclusionmuchlike the secondcase ab ovadv antage this technique is that p olymorphism allows generic co de that was written and compiled to rely on the interface provided by the abstract

Count class to b e used b oth e�ciently the added cost of the mutual exclusion) in non-parallel cases, and safely

(with the added for mutual exclusion) in parallel A technique like

Campb ell’s path expressions[CH74] applied to an ob ject-oriented simplify the problem of reliably co ding mutual exclusion b etween and within an set messages.

requirements lik\The initialize message must b e sent b efore the read and write messages, that b esent in any order,but must eventually b efolloed bya sendof the after which no read or write messages may b esent until a subsequent ofinitializecanb e easily sp eci�edand implemented by synchronization at metho dentrance and typ of ordering is very di�cult to enforce in traditional programming is forced to explicitly co decomplex lo cking proto cols directly into the invoking E�ciency

allthe b ene�ts ofusingob ject-orientedtechniquesdiscussed sofar,the naturalquestionaddress next isthe cost (interms ofe�ciency) of using ob ject-orientedprogrammingtecconstructanop erating

Obthe answer to this question dep endsheavily the particularob ject-orientedlanguagecthe languages discussedin

Section andCLOSareunlikelyto b e usefulforop eratingsystemconstructionforp runtime supp ortbyJohnson[JGZ88]todevelopacompiledcapable ofpro ducinghighqualitystand-aloneco de shouldchangethisintheC and rellis/OwlareprobablyallreasonablecEacisastatically typ edob oriented languageallowingthe pro duction of e�cient co Mo staticallytyp ed ob orienlanguages manage to provide ob ject-oriented features with little extra cost over pro calls

[Ros87typing should not b eunderestimated as a v aluable softwengineering adv antage to the language as wallows b etter do cumentation by sp applicable argument typ es cost asso ciated with an ob ject-oriented op erating system is the overhead of cessing system ob jects across the system/application name servers may b exp ensive since it may involve parsing names, but this is only a start up cost since it is p formed only to obtain a reference to a system ob this cost is not much di�erenthan the similarcosts of lo oking up �les or devices through the �le system of a convenop erating

Once the reference is obtained, any p erformance exp ense reduces to the asso ciated with actually using the reference as the target of a message

Mecimplement this e�ciently will b e discussed in detail in Chapter 5, but this obviously involvcrossing the system/application The cost of crossing the system/application barrier likely to dominate any other messaging cost, and is also incurred in a conventional op system when invoking an op erating system primitivy

Existing erating

Systems ject-Oquestion

\Are there already any ob ject-oriented op erating b e asksucsystems exist, they could b e ev aluated in terms of the op erating system problems

Section 2.3tosee howwellthe prop osedadv antagesofob ject-orientedop eratingsystemsrealized in practice.

Conventionalop eratingsystems such as UNIX and VMS[Dei84b] failto provide any of a ob ject-oriented services and are designed and implemented in traditionalMessage-passing systems like Mach[TR87] and V[Che84] provide a messaging interface p ortsorpro cesses (servers). systems provide a kind of ob ject in the form of their servbut take no adv antages of language supp orted classes or inheritance to structure and reuse of servmessages in a message-passing system are not structured or typ server do not necessarily de�ne the set of messages it may b e sensystems do, howevprovide a form of p olymorphism in that the binding of client messages to servers is Since the receiver of a message may forward the message to another receiver, inheritance b simis similar to the way in which inheritance is implemented in inob ject-oriented languages and su�ers similar p erformance p particular, the deep the simulated inheritance hierarch, the more the message forwarding and, therefore, the wthe p supp orted ob ject-based systems like those discussed in Section 2.4.5 havexplicit ob binding of references to ob jects can b e dynamic, giving a p b ehavior as with message-passing

Howevwithout language supp ort for burdenof co de and interface reuse is placed directly on the programmer in the form programming convendisadv antage of non-language supp orted ob ject-based erating systems is that such systems tend to implement the metho d invo cations corresp message sends with some form of remote pro cedure calls

[JLHB87makes exp ensive and, for the reasons discussed in Section

2.4.5,p ossibly prohibitive for menting very low level op erating system

Implemenall abstractions as ob is desirable from a software engineering p oint of Ob ject-based/ob ject-oriengain their adv antages by providing small, light weight ob jects with metho d invo cations built ordinary pro cedure calls. If an op erating system is implemented with such a language, the tion of an ob ject has to b e extended to encompass ob jects outside the scop e of a single 8.8 discusses approaches to extend the light weight ob ject mo del across a

to mention that if such systems exist, the exp erimental system prop osed in this thesis may b e unnecessa could b e compared to allowsb othlowlevelsystemabstractions and highlevelremoteob jectstob e�ciently implemenThdistributed systems are seamlessly inOp systems that provide an ob ject-oriented interface to applications but are themselves internally constructed as ob ject-oriented systems

(like the interfaces to the Macop erating system provided by the NeXT computer system interface[NEX]) allowthe b of ob ject-oriented techniques to b e realized by application programmers, but deny them op system programmers and true v alue of an ob ject-oriented op is obtained in the software engineering b ene�ts realized by applying ob ject-orientechniques to the construction of the op erating system software The Xerox

Cedar system[SZBH86], is an ob ject-oriented system and meets the requiremenhowever, was not a protected op erating system and failed to implement many mo op system The SOS system[Sha88] implements many of the ob ject-oriented techniques discussed so but concentrates on high level ob jects and do es not apply the ob ject-oriented principles to lowest levels of the The de�nition of an ob ject-oriented system presented is b elieved to exclude existing exp erimental system presented in this thesis is b elieved to b e the �rst system all the criteria prop is a protected, multiprogrammed op erating system implemencompletely as an d e system and providing an d eChoic tal In the intro duction to this thesis I describ ed an exp eriment in which I would design and plement critical p ortions of an ob ject-oriented op erating system in an attempt to success of ob ject-oriented techniques at solving problems of op erating system extensibilitmaintainabilit, p y and p chapter so far has de�ned the cof such an ob ject-oriented op erating system and has presented some of the p otential b of constructing rest of this thesis will fo cus on the exp eriment itself and how wob ject-oriented techniques live up to the prop osed b exp erimental system is [CRJ875 through 7 will present the design, implementation and p details of.But�rst,intheremainderofthis chapterIwill intro duceand discuss its implementatiof

Evenif ob ject-oriented techniqueslive upto theb ene�tsclaimed so far for simple theyarerelatively uselessif theycannotb eusedtoconstruct systemsof thecomplexity mo dern protected, multiprogrammed op erating eswas built to if these techniques scale up and work for such complex, hardware dep endent systems. in its current form runs on the Encore

Multimax[Enc89] symmetric multipro cessor, the Macintosh

I Ix p ersonal computer, and the T&T WGS{386 particular, promultiprogramming supp ort for tasks comp osed of multiple pro cesses sharing a mon Annumb er of such tasks can execute simhardware enforced system/application barrier supp orting message sends to system

Complete supp ort of virtual memory with a choice of page placement and replacemenp �

Supp for multiple arbitrary backing stores and arbitrary asso ciations of virtual to those backing fully reentrant kernel capable of parallel execution on multipro Lighweight context switching of concurrently executing pro cesses capable of memory sharing with each to a v ariety of industry standard disk �le Implementing a system of this complexity is, p erhaps, b eyond the capability of one p entire es op erating system is actually a pro duct of multiple researchers the University of am primarily resp onsible for the design and implementation the subsystems of es describ ed later in this virtual management system, the pro cess management and scheduling system, and the ob ject-orien inThese three subsystems provide enough examples to supp ort the claims for the ob ject-oriented paradigm to op erating system design and implementation presented in ma jor implementation contributions to es include: wby Peter Madanand Doug Leyens[MCRL88]on thesupp ort formultiple�le systemtyp es;workby GaryAamo dSane andKenMcGregoronthesupp ortfordistributedvirtualmemory; workbyGaryJohnston onsomeoftheoverall\glue"holdingthingstogether;andworkbBjorn

Helgaas,

Panagiotis

Kougiouris,

Dave

Dykstra and Ruth

Aydt on identifying p ortabilitproblems the design and implementation by retargeting es for additional arcRoCampb ell as the manager of the es pro ject and contributed to the design in manwaImplemeAs discussed in Section

4.2.9, the programming language used to implement an ob ject-orienop erating system can drastically a�ect its p implementation language cfor es was C is mainly due to the adv antages of statically typ ed ob ject-orienlanguages discussed in Section

4.2.9, along with the added adv antage that, although they late the pure ob ject-oriented paradigm, C allows certain low-levelprogramming tecnecessary for the easy and e�cient implementation of an op erating particular,language allows the programmer to sp ecify an ob ject’s representation in , to place jects at a sp eci�c address, and to predetermine the size of an ob Sp an ob representation in memory is necessary to allow classes to represent hardware de�ned ensuch as device or pro cessor control registers and device command/control is in order to w data structures sp eci�ed by certain standards, such as the resentation of a �le on disk or the placement of �elds in a network proto col packet, to b within ob jects that are instances of representative The ability to sp a new ob ject’s lo cation in memory is necessary to w addressing hardware sp eci�ed enas ob jects once representative classes have b een this includes entities like vice registers or hardware de�ned data structures that are often at a �xed lo cation in , the ability to precisely determine the size of an ob ject is useful to optimize allo cation/deallo cation for frequently instantiated

C do not always faithfully implement theob ject-oriented can, howevb e used as an ob ject-oriented language and allows an examination of the adv antages of ob oriented programming applied to op erating C supp ob jects, classes, p Howevevery v alue in a C program is not an ob is concession to simplicity of co de generation and optimization since, in particular, primitivtyp such as integers, oating p oint numb ers and characters are not ob jects that are representative

Hasuch primitive typ es built in to the language allows to generate traditionalco de for op erations on such typ Sp since no metho lo okup is done for such op erations straightone-to-one mappings to machine co de exist and b expanded in line in the generated co violation of the pure ob ject-orienis that C allows direct accesses to instance v ariables although this mecdo es not have to b e Perhaps the biggest drawback of C is that it implements inclusion p olymorphism in the form of inheritance p olymorphism

(see

Section

3.1.4).

This is mostly a concession e�ciency and, along with static typing, allows C to implement a very fast metho d invo tion scheme

(see

Section

5.1.1 for the detail of C metho d invo cation).However, it the programmer to constrain the typ e hierarchy to the class hierarcha concrete implemena desired signature b a sub class of the abstract class de�ning the Summary

ob ject-oriented op erating system applies the ob ject-oriented paradigm internal system comp onents that are represented by ob jects, structured by inheritance, made av ailable at the applications interface by supp orting message sends that cross the tem/application barrier in a protected

Numerous adv antages exist for constructing ob ject-oriented op erating � p ortabilitco de and interface sharing and

T get even this b ehavior, metho ds used in argument classes must b e implemented as C functions[Str86

Supp for easyseparation ofp olicyfrom mecthroughsp ecialization.

Supp for a structured way to trade p y for e�ciency whenSupp for comp onentSupp for adaptable inE�cienand lo calized supp ort for mutual exclusion and syncSupp for e�cient system The following chapters present the imp ortant parts of the design of Sp sis is placed on how ob ject-oriented design principles have aided b oth its design and tation and how well the ab ove b ene�ts have b een realized in Sp the topics memory management, pro cess management, and application interfaces are discussed in The memory management and pro cess management chapters also illustrate how well mo op erating systemtechniques canb emapp edinto theob ject-oriented framework provided b

In de�nitionofanob ject-oriented op eratingsystemsetforth inChapter4requiresesto provide a mechanism that allows application ob jects to send messages to select ob jects, while maintaining the system/application barrier describ ed in Section 2.1 to other system ob Most mo dern, protected op erating systems enforce their system/application barrier by ing all op erating system data and functions in memory that is made inaccessible to by the memory management

Sp instructions are used to cross over this barrier and access system an ob ject-oriented op erating system, ob jects can only b e sent to ob jects that are Howevaccessibilit(or the lack there ) cannot b e enforced without some form of language or compiler supp for separate logical address spaces, or hardware supp ort for ob ject capabilities[NW77,

MB80Language and compiler implemented protection schemes are not av ailable for C

++

tional protection mechanisms

(virtual memory and privileged/non-privileged execution mo av ailable on the hardware platforms chosen for developing the plication interface of es is designed to only rely on conventional hardware mechanisms to limit ob ject accessibilitsystem ob jects are placed in memory made accessible to untrusted applications by the es virtual memory management mecthat allows messages to b e sent to system ob jects in a protected manner is procross the system/application implementation of this mechanism uses a technique[Sha86es alloordinary C programs, compiledto accessC ob jects, accessto system ob jects without changes to the compiler or the application. Athesame time, it allows detection and interception of incorrect accesses to system ob Supp ort for the ob ject-oriented interface of es centers around the Ob jectProxy

Ob jectProxys are indirect references to system ob system ob jects are inaccessible to applications,

Ob jectProxys addressable by application can b e sent to an Ob jectProxy using the normal C metho d lo okup and invo cation scan application, an Ob jectProxy app ears to b e the system ob ject sent the Ob jectProxy provide the same results as if they were sent to the system ob ject itself.

realit, messages sent to an Ob jectProxy are transparently forwarded to the actual ob ject they represeno ccurs after entering the op erating system in a controlled the privilege level of the pro cessor via an SVC like op eration) and verifying the op eration b eing p erformed is v Ob jectProxys are initially obtained from name servers that convert symb olic names inob ject abstract

NameServerclass de�nes the interface of that p erform this

NameServde�nes the bind message to insert a mapping of symb olic name to a system ob ject and the lo okup message to convert a symb olic name into proxy of the ob ject it names (if that ob ject

Only trusted system routines can add bindings to a NameServerclasses implementing the NameServer signature free to implement these op erations in any way Eaces application is assigned

NameServerthe only system ob jects accessible to an application are those for whicOb jectProxys can b e obtained, a es NameServer completely de�nes the interface for the applications to which it is Before the implementation of Ob jectProxys can b e explained in detail, it is necessary brie y discuss how C implements ob ject metho d invo cations.

More information ab out the C language can b e found in [Str86

C

C asso ciates with eachob ject areferencetoa list of its metho ds.

Theclassof anob determines the contents ofthe instances of a class can share the reservesan entry in the list for each of its metho sub classuses a copyof thesup listandreplacestheentriescorresp ondingtorede�ned metho dwiththeaddressesofthemetho thesub classde�nes newmetho ds,itextendsthelist.

Sending a message in C pro ceeds by indexing into the list to lo ok up the desired metho invoking the metho d with a normal pro cedure order to allow the metho d to the ob ject’s state, a reference to the ob ject is passed along as an extra

(implicit) The table is indexed by a �xed o�set p er message.

Since C is a statically typ ed the o�sets are assigned at compile form of metho d lo okup and invo cation allows C to provide the ob ject-orienfeature of delayed

(runtime) binding of messages to ob ject metho ds with the cost of only p ointer dereference, a table index, and a pro cedure call. of C supp orting minheritance have slightly additional costs for metho d invo particular, an adjustmenofthereferenceto theactual ob ject data isC compiler usedfor supp orts multiple inheritance and, therefore, imp oses this p enaltHowevStroustrup[Str89claims that this cost is not a constant cost for all metho d invo cations and can b e eliminated multiple inheritance is not or example, consider the C class declaration in Figure C compiler creates metho d lo okup table for such a class with the addresses of the buy and sell metho shows the actual metho d lo okup table bthe C compiler used to compile on the Encore

Multimax

(g++ version

1.37.1[consists of an array of eneach with three

�rst two �elds

(the pairs of zeros) are used to supp ort minheritance.

determine the adjustment to b e added to the implicit reference to the ob data when a metho d is invok�elds are irrelev ant to the rest of this

is assumed by the es implementation that all the metho ds of a class that have instances aas application accessible system jects are virtual functions in C Likthe data ariables) of a proxied class are assumed to b e only accessed through these metho While small ariations exists, the mechanism discussed in this section is, in general, true for all C have seen to date.

While it is not the only mechanism aailable to a C compiler writer, its use has b so wide spread that it is rapidly b ecoming the \standard " way to implement metho d invo cation for C

Widgitintv intvirtualintbuy(intnumb er virtualintsell(intnumb er gFigure 5.1: A sampleC class

Figure 5.2: metho d table for the Widgit

5.3: C++metho d invo third

�eld is the address of a metho exception is that instead of the address of a metho the

�rst entry in the table has as its third

�eld the numb er of entries following it in the This is the numb er of metho ds the class has Each instance of a class references the class’s metho d lo okup

Figure example, the buy message is sent to a Widget, the address of the metho d table is fetched the ob ject and the address of the buymetho d is found in the second entry in this at this address is then called with the arguments to the buy message and the parameterrepresenting the ob jectitselfasthefunctionimplementing metho d has completed, control and results are returned to the instruction following the send using the normal pro cedure return mecd An Ob jectProxy b ehaves as an indirection to a system ob Ob jectProxy has twinstance v ariables:

reference to a system ob ject

(realObject), and a ag indicating if the

5.4: Using

Ob jectProxys to accesssystem ob jectProxy is v alid

(validFlagdistinguishes

Ob jectProxys from other system ob is that they and their metho d lo okup tables are kept in memory that is readable, but not able, by lets applications send messages to an Ob jectProxy without b able mo dify

Eacmetho d of the Ob jectProxy class provides a controlled entry into op erating The co de implementing these metho ds, like the Ob jectProxys themselvkept in memory readable

(executable) but not writeable by application

Thprograms can fetch the address of the metho d table from an Ob jectProxy, fetcaddress of a metho d from this table, and branch and execute the co de; but they mo dify the Ob jectProxy, its metho d table, or its metho ds in any way (see

Figure application programmer and C compiler, it app ears that programs can p erform C metho d invo cations on system ob jects represented by Ob jectproxysexample, metho that was compiled to send the print message to an ob ject passed in as an argument work if the actual parameter is either a system ob ject

(Ob jectProxy)or a normal ob set of Ob jectProxys can b e kept in memory shared b etween a set of These applications can then share access to the corresp onding system ob metho ds ofOb jectProxycause entryintotheprivilegedexecution mo dein orderallow therealsystemob jecttheOb jectProxy representsto accessothersystemob jects is accomplishedwith thehelpof anarchitecture sp eci�ctrap instruction that savapplication state, raises the privilege level, and branches to a trap handler within op trap handler decides which metho d was b eing invoked either by whictrapwastaken,orbyargumentspassedtothetraphandler bytheOb jectProxymetho implemenOb jectProxythemessagewassenttocanb edeterminedfrom saved application the Ob jectProxy contains a reference to the real ob ject, trap handler can obtain that as wthe real system ob ject and the desired are determined, the trap handler copies any arguments out of the saved application state sends the message to the system ob ject with those arguments. All this o ccurs in the op mo de so that, in e�ect, the op eration is invoked on the ob ject as if it were by op erating system co de b eing executed by the pro target system ob ject, has access to other system ob jects and data without further checthe metho d results are placed back in the saved application state and the trap handler returns back to application after resuming non-privileged If an application passes an Ob jectProxy as an argument to a message b eing sent to Ob jectProxythat argument is transparently usable by the system ob ject that receives may b e sent to this

Ob jectProxy from within the op erating this technique dep ends on using as the privileged instruction to trap into the op the equiv alent of a change de to d cution instruction. If the pro cessor executing in privileged mo de, such an instruction is a the pro cessor is non-privileged mo de, it causes the desired trap into the op erating

Ob jectPrometho are implemented so that if the trap is not taken, the Ob jectProxy is dereferenced fetch the reference to the target system ob ject, and a second message send is p erformed on ob o ccurs with the only overhead b eing an e�ective no-op instruction plus the cost an additional metho d lo okup and invo compiled ob ject-oriented languages whicsupp ort dynamic metho d binding are likely to implement something similarto the C scif es were reimplemented in another language,

Ob jectProxys to the C implementation should b e p clarify some of the issues intro duced ab ov

.wmetho dNumb EnmorealOb jectO�set(r0),metho mo((8*metho dNumb er)+12)(0(sp)),5.5: Asample

Ob jectProxy metho the actual implementation of Ob jectProxys for the NS32332 pro cessor architecture[Nat86] given in the nextActualImplementationofOb jectProthe

NS32332, the bicpsrwinstruction is used to trap into the op erating mnemonic literally means

\bit clear in pro cessor status register".

4

The argumento this instruction sp eci�es which bits to the U-bit (the 8’th bit p osition the word)willattempttoswitchthe pro cessortothe\system"protectionlevel(theprivilegemo theU-bit is set, thepro cessor executesinthe

\user" protection lev(the lowest privilege mo the

U-bit is itself a privileged op eration.If the pro is already executing in the system protection level, clearing the U-bit has no e�ect, otherwise causes a d instruction apo isexactlytheb ehaviorneededtoimplemenOb jectProxysTheco de implementingasampleOb jectProxymetho disshowninFigureThe wthe entry p oint to the metho d stub is used by the trap handling co de to whicmetho d was b eing invoked when the trap was takThe bicpsrw instruction is the instruction attempts to clear the Uthe pro cessor was already in the system privilege level, this instruction will have no e�ect and execution will continwith the next the pro cessor was executing in the user privilege level

The trailing w indicates the instruction op erates on a d of data (2 bytes on this architecture), this wb eing the pro cessor status register

(psr) co de) then atrap willo ccur and the pro cessorwillinvokea traphapp in b oth thesecases is discussedin the following rap akno trap is taken, the instruction following the bicpsrw will b e reaco understand what happ ens next, a quick description of the argument passing/pro cedure mechanism used on the NS32332 by the C compiler used for es is two arguments to any pro cedure are passed in r0 and r1 (general purp ose registers zero one) resp ectivC compiler passed the implicit reference to the ob ject as the parameter. r0 contains this reference and r1 contains the �rst explicit argument theremaining arguments arepushedontothestacjsr, (absoluteaddressop erand) and branch-to-subroutine,bsr, eaddress op erand)structions are used to e�ect the actual transfer of conb oth push the return

(the address of the next instruction) on the top of the stack and branch to the entry p oint the function b eing up on to the co de stub ab ove, r0 contains the argument

(the address of the Ob jectProxy

)and r1 contains the second argument tually the �rst argument to the message in the C source co rest of the argumenand the returnaddress areonthe stacco de inFigure5.5convertsr0intoap ointo the realsystem ob ject, lo oksup the metho d forthis ob ject, and jumps to the metho entryp ointwithoutdisturbingeitherr1orthecontentsofthestaconesidee�ectthat the r0 register is altered to contain the address of the real system ob ject rather than

Ob jectProxy so that the metho d called will have access to the real ob ject’s In detail, the �rst instruction after the bicpsrw instruction dereferences the Ob jectProxy the v alue of the realObject instance v ariable.

reference replaces the Ob jectProreference in r0, which is no longer next instruction dereferences the reference thereal ob ject andobtains a referenceto that ob ject’s metho d table,which is pushedonthe stacfollowing instruction indexes into that table to �nd the metho d address

5.2) and replaces the top of the stack with the address of the prop er metho d to �nal instruction simultaneously p ops that address o� the stack and branches to the the address

(the entry p oint of the metho net stack change o ccurs after this co sequence, so the return from the actual ob ject’s metho d will return to the of this co lo cation where the message was sent to the Ob jectProxy in the �rst place)

thestack andregisters areprovidedto themetho dexactlyasneeded,anyargumentsprop erlypassedonwithout copying orinterpreting theminany waLikv aluesbytheactual metho dwill b epassedbackto theoriginalinvoker through thenormal pro return mecCon�rmation that the Ob jectProxy involved was not forged by an application when passed it as an argument can b e p erformed in a manner similarto that describ ed in the is currently not done in a system ob ject sends a message to system ob ject, it is the sending ob ject’s resp onsibility to guarantee the v alidity of the jectProxy. The v alue of making this check the default b ehavior on every message sent to Ob jectProxyfrom withinthe op eratingsystem isstillb eing investigarap aka trap is taken by executing the bicpsrw instruction, then the result is es trap and interrupt handling mechanism will b e discussed in in Section 7.7, but for this discussion it su�ces to say that the mechanism saves the the executing application in a save area and sends the handle message to a trap ob ject within the op erating the NS32332 implementation of es instruction traps are directed to the same trap handling ob ject. handle metho d of this ject �rst determines why the trap was takit is the result of attempting to clear the Uthe trap is assumed to b e the result of invoking a metho d on an Ob jectProxy, otherwise trap handling co de is clearing the U-bit is a privileged op eration, no tion should execute this instruction during normal pro the instruction random or incorrect register/stack contents in an attempt to provide a forged Ob jectProand corrupt or crash the op erating system will b e caught by one of the checks discussed b elothe state of the application is saved, the trap handling ob ject’s handle metho d access to the registers of the pro cessor at the time of the the r0 register b e fetched to �nd a reference to the Ob jectProxy to which the message was senreference, the actual system ob ject can b e found by accessing the realObject instance v

The Ob jectProxyisv alidatedby�rstchecking ifitfallswithintherange ofmemoryto Ob jectProxysforthe invokingThis test assures that the application do es maliciously supply a p ointer to an arbitrarily created

Ob jectProxy oster in an attempt gain access to an otherwise inaccessible system ob The next test is to check the alignmen the Ob jectProxytopreventamaliciousprogramfromreturningarandomp ointerinthe

Ob jectProxy memory

�nal test veri�es that the Ob jectProxy is active

(bchecking the v alue of the validFlag instance v ariable) to prevent a malicious application from supplying the address of an inactive

Ob jectProxyComthese three tests guaranthe

Ob jectProxy reference in the saved r0 register is v In the NS32332 implementation, the message that was sent can b e found by dereferencing p ointer into the co de stream obtained by adding a constant negative o�set to the address of instruction

(see

Figure numb er can b e compared to the numb er of metho the ob ject has by lo oking in the ob ject’s metho d table

(see

Figure trap mecplaces the address of the bicpsrw instruction in the applications saved concan b e checked against a table of v alid addresses to guarantee that a malicious application not tried to supply an inv alid metho d numb er by executing a random bicpsrw instruction an erroneous v alue at a negative o�set from the instruction’s the metho d numb er is obtained, the address of the ob ject’s metho d table and address of the prop er metho d can b e obtained in a similar way as in the non-trapping The �nal step is to call this metho d with the same context as originally inby copying the arguments on the top of the application’sstack onto the stack, loading the pro cessors registers with the v alues saved at trap time, and branching to metho practice, a �xed numb er of arguments is copied regardless of the metho numb (�ve) was determined by analyzing the source co de of es �nd the maximnumb er of arguments any message ever takthe message b eing sent do es not take this manarguments then no harm o ccurs since, in C

, the sender of a message p ops the arguments stack and not the metho d invokshould b e noted that it is the resp onsibility of target system ob ject’s implementation to ensure that the arguments are correct for the metho b eing invokWhen the metho d returns, the current contents of the pro cessor registers replace the v in the save area from the trap so that when the trap handler returns to the application, it app ear as if the actual ob ject message send returned, and any results will app ear in the prop Likthe arguments copied onto the system stack are removthe handler resumes the application at the p oint immediately following where the trap o

therefore,theapplication continues executionat thep oint following whereit sent of the xy p erformance of the Ob jectProxy mechanism will b e ev aluated by comparing it \normal" C message sendsand against traditional op erating system service mecInorderto give a basisfor comparison, able5.1

�rst lists theoverheads ofC

(virtual function calls) versus traditional function calls for v arious numb ers of argumenThesemeasurements, along with the others, were made on a 6 pro cessor

Encore

Multimax pro cessors each with a 15 megahertz clo cmeasured overheads includes b the invo cation and return from the these and all the tests that follow,the

(metho d) ignore their arguments. The arguments are only passed to give a measure of the of passing arguments, not the cost of using can b e seen in the able

5.1, C imp ose an additional overhead of 3 to 4�s over traditional function calls.

This ovis a result of the extra indirection caused by the metho d lo okup in the ob ject’s metho d and the overhead multiple inheritance

(See

Section

5.1.1) intro put the additional to 4�s in p ersp ective, deferencing a p ointer to a global v ariable costs

0.6�s, an integer add two v ariables in memory costs

1.60�s, and an integer multiply of two v ariables in memory

6.80�sAnreasonable amount of computation p erformed by a metho d is likely to ovthe additional cost of the message The e�ect of the compiler argument passing strategy can also b e seen in able the �rst two arguments are passed in registers, the cost of function calls would b e exp to rise dramatically at 3 arguments over two arguments due to the accessing of the stack push the third argumenis con�rmed by the In the case of a message send, jump is seen at 2 arguments rather than is b ecause, as discussed in Section

5.1.1,C compiler passes a reference to the ob ject itself as an additional implicit argument to eacmetho d, thus, increasing the numb er of arguments by able 5.2 compares the es Ob jectProxy mechanism to a traditionalsystem approach using

SVC-like o put these numb ers in p ersp ective, the UNIX system call

(that takes no arguments and returns a single integer), takes

98�s to complete unction

5.67

1.93

6.19

2.47

7.00

2.40

7.19

3.55

8.02

4.61

9.05

4.62

able 5.1: Overhead of C message sends versus traditionalfunction

Ob jectPro

System

86.9

96.3

87.4

96.1

87.8

96.7

89.1

98.5

88.1

99.9

92.8

100

able 5.2: Ovof Ob jectProxys versus traditional system same hardwes system call is implemented by loading a register with desiredservice numb er and trapping into sup ervisor

Argumenare accessed directly of the savedapplicationcontext withoutcopying since everysystem calliscustomwrittenthe function it p UNIX getpid() op erationissupp orted bythe UNIX kernelin similar waTheb etterp erformanceofthe

Ob jectProxy messagesendis aresult ofexploiting knoedge oftheC metho dinvo cationconvenIn particular,registers volatile across a send do not need to b e saved up on the trap into the op erating system supp orting

Ob jectPrometho d implementations. The implementations of UNIX system calls

(and corresp es mechanism) need to save a signi�cantly larger amount of state imp approximately the same amount of overhead in either

UNIX or Since a �xed numb er of arguments are copied from the application context to the context during an Ob jectProxy invo cation, the cost would b e exp ected to b e immune the numb er of arguments to the is not quite true since the caller must push additional arguments on the stacexplains the small rising exp ense of arguments to proxied message able 5.3 measures the overheads of p erforming some of the same op erations from the op erating system co de interesting result in this table is the di�erence b etw

Ob jectPro unction

10.8

5.67

2.07

11.1

5.91

2.27

12.3

7.13

2.33

13.2

8.06

3.55

13.6

8.49

4.39

14.4

9.45

4.85

able 5.3: Ovof Ob jectProxys used from within the an ordinary message send and a message send to an Ob jectProxy passed in as an argumenfrom an application di�erence (approximately 5�s) re ects the extra send incurred by using the Ob jectProxywould b e exp ected, the cost is indep ende nt the numb er of arguments since no arguments are These results indicate that a reasonably robust ob ject-oriented interface can b e proby an ob ject-oriented op erating system without signi�cant degradation of p erformance for application’s requests for system services and without signi�cant p enalty for the system the proxy mechanism as wSummary

uses hardwarememoryprotectiontoprotectop eratingsystem dataand functionsormaliciousapplication

Athesame time,thede�nitionof anob oriented op erating system set forthin Chapter 4 requires es to provide a mecwsapplicationob jectstosend messages toselectsystem ob jects,whilemaintainingsystem/applicationbarriertoprotectothersystemob TheOb jectProxymechanismallows messagestob e senttosystemob jectswithoutmo to theC compiler ortheapplication program

Co previously to send messages to non-system ob jects will work equally well with system ob jects

(Ob Proxys)p erformance of the esOb jectProxy mechanism is comparable to costs of traditional mechanisms for implementing op erating system primitivapplication interface shows that the adv antages of adaptable interfaces describ ed

Section

4.2.7 can b e achieved with costs comparable to traditional application in

Managemen mo dern computerarchitecturesprovidehardwaresupp ort forvirtual memory [ADU71BS88, Dei84a, PS85] to allow op erating systems to supp ort e�cient and secure sharing phmemory b etween multiple applications, to w an application’s address space to b larger than the physical memory present in the computer, to provide arti�cial data contiguittoprotectop eratingsystem dataand functions froman uses suchardware supp ort to implement its memory management goals of the es memory management system are to provide a p ortable memory system that is compatible with a wide range of architectures, to provide a and extensible mo del of virtual , and to do b oth e�cienextends existing algorithms, such as those in UNIX[LMKQ89],

Mach[R

87],

SunOS[GMS87],

AX/VMS[LL82to implement its ob ject-oriented approach to the management of and secondary The memory management system of es pro� virtual memories that are comp osed of indep endent logical memories mapp ed into address logical memories b oth within and b etween virtual memory address memories mapp ed into multiple, arbitrary virtual memory address

6.1: virtual memory managemenindep enden backing storage for each logical choice of di�erent backing storage p logical memory access through a �le-like read/write access proto physical memory representation scheme that provides an abstraction for exploiting ter gather direct memory access hardwchoice of lo cal page placement and replacement algorithms for individual logicalframework of abstractions and reusable software that can b e used to build exp erimenvirtual memory departs from other systems by mapping such algorithms into the ob ject-orienframework it provides. This allows greater exibility and customizabilit, traditionalvirtual memory systems asso ciate with each virtual address atablemappingeachunitofvirtual

,u,toabackingstorageaddressl (u)andaphmemory address p(u) (see Figure table forms an inventory of virtual memory sp wheretheyaretob efoundinphysicalmemoryoronbackingis actually implemented in most op eratingsystems as twoseparate enp ortiontable mappingunitstophysical addressesis directlyimplementedinthehardwareaddress translation tables, and the backing storage mapping is implemented in op erating data In an ob ject-orientedop erating system like,it is natural touse ob jects to the mapping of addresses to backing storage and physical memory resp ectivManmemoryimplementationsuseasinglebackingstoreforanentirevirtualaddressspace(orevall virtual address

Howevthe es memory scheme is similar thoseusedinMACH[R

87] andSunOS[GMS87],inwhichavirtual addressspaceis into multiple regions with each region having its own backing store and physical memory

Eacregion is treated as a al is cached in physical memory

, and ob are assigned to manage each region’s physical memory and backing storage managemenmemory is basically a collection of related data aggregated disk �le is b est example, although an entire disk would also .

Other examples include the co de an executing application, the data of an executing application, the control stack of a pro or an arbitrary collection of related ob Dividing the virtual address space into logical regions allows the es memory placemenreplacement p olices to take adv antage of the characteristics of a logical range of example, references to memory holding a stack will exhibit strong spatial lo caliteachas its own ob ject representing its mappings to physical memory

(see

Figure replacemenalgorithm can simply discard memory furthest from the top of the stack p erformance equal to a least recently used memory replacement algorithm without requiring collection of access pattern informatithe division of the virtual address space inregions also improves lo cality of information ab out data placement on backing storage since

The concept of a al memory is almost identical to a gment in architectures supp orting segmenA segment would b e ideal, but since es should run on traditional non-segmented

(paged) architectures, logical memory concept is the b est that can b e achievmain di�erence b etween a es logical a segment is that addressing past the end of a logical memory do es not cause an error as it would in segmented architecture, but rather it enters the next logical memory in the address

Since a logical memory o ccupies a set of virtual memory addresses, an entire disk might b e to o large b e mapp ed directly to a virtual memory range limited by the size of the hardware supp orted address size. F example, a �ve gigabyte disk could not b e mapp ed into an address space with

32-bit details an alternative

6.2: memory management in ob representingeachregion’s backingstoragecanmanageitslogical-to-p ermanentmappingsindi�erentwaspreads the virtual to physical mappings across multiple ob if an, computer hardware supp orts dynamic address translation tables in such a mat.

problem is solved by intro ducing another ob ject that represents the actual hardwdynamic address translation tables for a virtual address space

(see

Figure of these jects exists p er virtual address ob ject maintains a cache of currently active to physical mappings in the hardware

Non-cacmappings can b e reconstructed demand from the architecture-indep endent information kept by the rest of the virtual management system ob jects.

This solution is similar to the pmap system in MACH[R

87of the t The ob ject-oriented framework constructed for the es storage and memory managemensystem roughly divides the system into �ve sets of classes that manage dynamic address translation hardware consist of rlationwhich represents a single hardware dynamic address translation table, and ranslatorwhich represents the actual hardware dynamic address translation of an individual pro of ranslation implement ! p(u) physical mapping ache in Figure classes that manage physical memory management consist of Store,

PhysicallyAdressableUnitand

PhysicalMemoryChain.PhysicallyAddressableUnits eacrepresena single unit of physical memory (a page or segment

Store represencollection of all physical memory as PhysicallyAddressableUnits and allo cation and deallo PhysicalMemoryChain represents a collection

PhysicallyAddressableUnits comp osing an arbitrary virtual address range as residenin physical , or a range of physical memory addresses for the I/O Access to backing storage is implemented by the MemoryOb ject

EacoryOb ject provides access to logically contiguous blo cks of data stored on MemoryOb represent backing storage of the logical memories

MemoryOb implement the u! l (u)mappings tobacking storagein addresstranslation maps inFigure transfer of data b etween physical memory and backing storage

(MemoryOb jects) managedbyMemoryOb jectCaches. MemoryOb jectCacrepresent the u ! p(umappings to physical memory in the address translation maps shown in Figure A complete virtual address space is represented by a DomainEacDomain avirtual memory into multiple regions, eachmapp edto anindividual

MemoryOb jectEach Domain has an asso ciated Addressranslation to e�ect its mappings in wDuring normal execution, the mappings maintained by an ranslation contheinformation necessaryfor thedynamicaddresstranslation hardware toconvert virtual dressestophysicalan instruction referencesanaddress for whicha is not present, a fault o Athisp oint the current Domain isconsulted towithinwhich MemoryOb jectand atwhato�setwithinthatMemoryOb jecttheMemoryOb jectisthensentamessagetobringthatdataintophysicalMemoryOb ject passes the request on to its corresp onding

MemoryOb jectCacheMemoryOb jectCache allo cates new physical memory in the form of PhysicallyAdressableUnits andreads the data from the MemoryOb jectthe data is broughinto physical , the Domain up dates the current ranslation with the mapping and restarts or resumes the faulting

When physical memory is full,

MemoryOb jectCaches return some of their physical resident data back to the backing storage provided by their corresp onding jectsprop er

Addressranslations are up dated to re ect the fact that the data is longer present in physical memory so that a fault will o ccur if removed data is referenced in the The following sections explain in detail each class in the es virtual memory and bacstorage management system and the messages they de�ne to implement the system. is placed on how ob ject-oriented techniques have b ene�ted the design and implementation the memory management

6.3: single level page Address address translation hardware is the key mechanism that makes virtual memory the sp ectrum of to day’s hardware, many di�erent dynamic address mecare employof dynamic address translation hardware schemes simple age tables, multi-level age tables, anslation okaside bu�ers, and d age tableslevel page tables (see Figure 6.3) decomp ose a virtual address into a pair (P

O bdividing the bits in the intwo halvpage size determines the numb er bits dedicated to the page table index (P

page table contains physical memory frame physicalpagenumb er returned fromthepage table,P

,iswith the o�set(O )from the originalvirtualaddress to formthe destinationphysical (P

O problemwithsinglelevelpage tablesisthatfora largeaddress space,and evmo derately sized pages, the size of a page table can b e quite DigitalEquipmenCorp oration AX-11[LL82computer line uses a single level page table scheme, but tries reduce thememoryo ccupied bythepageaddressspaceis dividedupintoOne region issetasideforthesystemandasingle systempagetable(thatresidesinmemory)mapsthisvirtualmemoryrepresentedbythisregion contains the

6.4: two level page for the other regions of the other region’s page tables are in they can b e sparse, and may even b e Multi-level page tables reduce the amount of physical memory o ccupied by page tables well. Multi-levpage tables extend the single level page table approach by dividing an into a tuple (L

L

; L

3

; :::; L

; O EacL

, i = 12; 3; :::; n � is used in turn to index ina corresp onding table and return the next level page table until L

is reached and an phpage frame address is found in the highest page is p erhaps the most address translation screduces memory usage since marking a low level table entry inv alid inv alidates all higher level page tables and, therefore, all virtual addresses that can b e reached by indexing through that low level table en6.4 shoa sample two-level page Two-levpage tables are employed by the Intel iAPX386[Int87the National Semiconductor 32000[Nat86] arcMotorola68000[Mot89] Motorola 88000[Mo] architectures employ multilevel page table schemes where the numb of levels (1-4) is a parameter of the memory management Inverted page tables (see Figure 6.5) decrease the amount of memory committed to tables to a constant that is a function of the virtual memory address space split address into a (P

O ) pair, but hash P

into a table that has one entry p er al page in

6.5: Aninverted page entry that matches P

determines P

Invpage tables are usually used segmented memory systems such as the IBM 801[CM], the T/PC[IBM86] and the Pack ard Precision

Architecture[Hew87] where a single large address space exists and mechanismsare usedto partition that addressspaceupb etweeninvpage table is used to map the entire single address The most physical memory e�cient dynamic address translation mechanism uses a lationokasidebu�er(seeFigure6.6).ranslation lo ok asidebu�ersdecreasethephmemoryusedfor tablesto

Likpage table basedschemes they divide an address ina (P

O tuple, butin parallel search a hardware table of virtual to physical page

Thistable is kept inextra fast memory outside thenormal addressspace(physical ofthe pro is usually small and�lled bysoftware via sp ecial instructions whena P

match is not A hardware managed translation lo ok aside bu�er is also used as a cache to sp eed up translation with most page table based schemes

[Int87,

Nat86,

Mot89,

Mot88,

LL82The translation lo ok aside bu�er, in this case, holds a cache of recently accessed virtual and their corresp onding physical addresses obtained from the page

Eacvirtual

6.6: translation lo ok aside generated is �rst searched for in the lo ok aside bu�er. If no match is found, the page tables searched , and the lo ok aside bu�er is up dated with the v alues found in the page Address in order to keep the system maintainable and capitalize on the p y adv antages of ob orienprogramming describ ed in Section 4.2.1, one of the ma jor design guidelines of es memory management system is to encapsulate the hardware dep ende ncies in a wchosen classes. aim is to do this without sacri�cing , the ranslation and ranslator classes encapsulate the hardware function mapping virtual addresses generated by running programs into physical dynamic address translation sub-system is de�ned by these two abstract present an endent e to the rest of the memory managemenEacAddressranslation encapsulates the hardware-dep endent representation dynamicaddresstranslation forasinglevirtualaddressspaceandde�nes messagestoranslator encapsulatesthearchitecture-dep endentmanagemenunit(MMU)thatactually p erformsdynamicaddresstranslat implementhe ranslationand ranslatorsignaturesimplementmetho ds forsp eci�c arcThe messages de�ned by the ranslationclass addMapping:addavirtual-to-physicaltranslationatagivenprotectionlevremoveMapping: inv alidate a mapping for a virtual address changeProtection:

change the protection of a given range of virtual activateOn:

indicate that an ranslation is b eing used by a particular deactivateO nindicate that an ranslation is no longer b eing used by ranslatorsyncUsageInformationcopy referencedand mo di�ed information ab out a address to the corresp onding PhysicallyAddressableUnitThe main ranslatormessages determineFaultCo d e: whicis used during translationfault pro cessing to determine caused the andranslationwhic ushes anytranslationcache mappingsforagivenmessageissentprimarilybyalgorithms resp onsible forkeepingconsistentasitismovedb etweenphysicalmemoryand backingaddMappingmessage of ranslation is sent during missing memory pro (see

Section

6.6.2).When a request for a non-resident memory address o ccurs, rest of the esmemory management system uses architecture-indep endent algorithms information toretrieve thedata,andup datetheappropriate ranslation byingit theaddMappingarchitecture-indep endentpageorsegmentreplacemenalgorithms

(see

Section

6.6.3)are invoked to swap out virtual memory pages or segments main , they send the removeMapping message to inv alidate previously active The implementation of the removeMapping metho d in turn sends rans lation to the currenranslator to inv alidate any cacheddynamic address translation

Addressranslation class’s changeProtection messageis usedtosupp ortthemenofsp ecial-purp ose virtualmemorytechniques thatrequire the alterationofthe phical protectionofa regionof example,opy-on-write requires the abilitytocthe access allowed to a region of memory from ad-write to ad-only and back The addMappin g, and changeProtection messages take architecture-indep endent level arguments that are used by ranslation ob jects to determine the accesses dynamic translationhardware should allowto a range of virtualv alues oflevel arguments areelementsof enumeratedtyp eReadOn lyReadWriteNoAccess ,ExecuteO nlyv aluesareconverted byanranslation into actual v alues the sp eci�c architecture de�nes for enforcing the corresp onding logical on a range of virtual implementation of ranslation may weaken, never strengthen, a protection level v alue if the particular architecture cannot enforce the givv example, on the NS32332 version of , ExecuteO nly is actually enforced

ReadOn lyactivateOn and deactivateOn messages of ranslation are used to supp ort sistency algorithms in cases where an Addressranslation is concurrently shared by mpro messages are sent to indicate that the ranslation is currently b ing made active or inactive on a particular ranslator

(and therefore its corresp ingpro mappingsinanranslationaremo di�ed, thisinformationto determine which ranslators are actively referencing the rlation ushT ranslationmessage is thensent to these ranslators in order inv alidate any hardware cached dynamic address translation As discussed in Section

6.2, hardware dynamic address translation tables on most arctures consumephysical ollowithe example of the pmapsystem in Mach[R

87architecture-dep enden t representations of the virtual-to-physicalmemory mappings kept branslmay b e discarded at any allowsranslations act as caches of recently referenced virtual-to-physicalmappings for the address spaces representotal set of active mappings kept by all Addressranslations can b e in a amounof physical memory shared b etween a subset of active mappings in the hardware tables is p ossible b ecause can b e reconstructed on demand from architecture-indep endent information kept b

rest ofthees memorymanagement ranslation may mappings at any time in order to allowthe memory they were o ccupying to b e reused bAddressranslationorder for such a \cached mapping" system to b e more e�cientthanatraditional pagetableorsimilar approach,theamountofinformationkeptinarchitecture-indep enden tformmustb esmallerthantheamountthetraditional approachwofhowthiscanb eachieveda logicalpagesize greaterthe physical page size; storing only the base page and total length of a contiguously mapp region; and coalescing contiguous unmapp ed regions into a single (architecture-indep endendescriptor. MemoryOb jectCaches (see Section 6.5) can use any of these approacfacilitating the p ortability of , the ranslation class hierarchexempli�es the ability of ob ject-oriented techniques to supp ort co de reuse across similar wves memorysystemwas�rstimplementedontheSemiconductorNS32332 [] pro architecture usesfour-kilobyte pages andtwo-levpage tabletoimplementdynamic address translation. es representsthis byranslation es has since b een retargeted to run on the Intel

80386

[Int87pro 80386 and NS32332 architectures b oth use four kilobyte pages and a two-levpage

Athe level of dynamic address translation,they di�er only in the placement of few bits in their resp ective page table enThe initial retargeting to the 80386 was implemented by a p erson who was not involved initial design of e�ort included the ranslation class as the class implementing the ranslation signature for the 80386 arces was retargeted for the MC68030[Mot89], which also can use two level page tables kilobyte pages, and the ranslation class was constructed[Helngcomparison, the ranslation, ranslation and implementations were all combined to allow substantial co de sharing.

A new TwoLevable class was intro duced to de�ne a generic two-level page parameterized by the page implementation of this class uses the PableEnclass to represent an individual enSub of

PableEntry sp ify the representation of page table entries for the NS32332

(NS32332PTE),

80386

(i386PTE

retrosp ect, sharing should have b een exp ected since, as discussed in Section

4.2.2 similar arcp ermit common algorithms and data structures to b e theMC68030

(MC68030PTE).Thesup erclassTwoLevablelo calizesofthethreearcnewranslation,ranslation,ranslation classes are sub classes of TwoLevelPable and reuse most of original co de via di�erences b etween the architectures is expressed by instances of the di�erent page table entry supp ort for other architectures two level page tables should also b e simpli�ed by inheriting from the TwoLevelPclass.

that isneededis toaddanewsub pagesize parameterof theTwoLevPclass trivializes retargeting to a system with two level page tables and aother than four kilobis noinherent reason why a MultiLevelPable could not b e constructed with

TwoLevelPable as a sub class to further increase p otenco de sharingwhentargetingarchitecturesthatsupp orthigherleveledpageMemoryE�cienmanagementofphysicalmemoryisessentialtoavirtualmemoryPhmustb esharedb etweenvirtual addressspacessincethereisusuallyfar lessphthanthesumof thesizesof all thevirtual addresses phmanagement classes allo cate and deallo cate physical memory to supp ort the rest of memory management system. These classes include those that maintain the status of phmemory blo cks, manage the allo cation and deallo cation of physical , and manage aggregate blo cks of physical memory into lists for simple classes are architecture-indep enden are parameterized only by the size of a convenient phmemory allo cationunit { the page size formost paged ysicallyAddressableUn,aninstanceofthePhysicallyAddressableUnitclassrepresentsablo ckofphisused tolo calizeusageinformation ab outtheblo ckofrepresenaddress message returnsthephysical addressoftheblo cEacPhicallyAddressableUnit maintains information to indicate theMemoryOb jectCache which it is holding data, and which unit of that

MemoryOb jectCache’sdata it currentCache unitNum b er message return these v size message is sent to a Ph icallyAddresto determine the length of the blo ck in baddIOReferenceremoveIOReferenceand currentIOReferenc esmessages are used to maintain and access tionab outwhetherthePhysicallyAddressableUnitiscurrentlyinusebytheI/OThe referenced, setReferenc ed, mo di�ed, and setMo di�e d messages access and up date v attributes of the unit when it is actively holding information is up dated memory placement and replacemenparticular,when removingamappingfromanranslation, the referenceandmo di�cation information for thecorresp onding blo ck phmemory is transferred to the corresp onding

PhysicallyAddressableUnits by setRe ferenced and/or setMo di�ed A blo ck of memory may b e simultaneously accessed by several pro eacPhysicallyAddressableUnit maintains a set of tuples consisting of a reference to an ranslation currently mapping virtual addresses to the physical memory the PhicallyAddressableUnit manages, and the starting virtual address of this allows the actual hardware translation tables to b e consulted in order to guaranthat the referenced/mo di�ed status of a PhysicallyAddressableUnit is up to the syncUsageInformation message to all the ranslations in the set causes to o a system heavily utilizing shared , the numb er of address spaces actively erencing a particular physical memory range may b e quite high and, therefore, the numb of ranslations referencing a given PhysicallyAddressableUnitmay b e high wtrack of all the ranslations referencing each PhysicallyAddrableUnit may seem prohibitively exp ensivproblem is solved in es b ecause ranslation is only a cache of active mappings, not a complete set of virtual phmappings. Each PhysicallyAddressableUnit maintainsonly a �xed numb er of erencestoranslationsIf it is necessary to add another reference

(usually the a missing memory fault b eing pro cessed), and all references are currently in use, the recently added reference is it is replaced, however, the Addresscurrently referenced is made to inv alidate its mapping to the memory the PhysicallyAddrableUnit represenis accomplished by sending it the removeMapping message with asso ciated virtual address as an argumenupp er b ound on the numb er of references

PhysicallyAddressableUnit needs to maintain is the numb er of physical pro cessors in isb ecause, intheworstcase,adi�erentaddressspacemayb eactiveoneacpro andeachaddressspacemayb e actively referencingagivenphysicalmemoryhowever,this isprobably muchlarger thanactually the current amounofsharingines isactuallyquitelow,usingthreereferences hasb een hueristically ctob e instance ofthe Storeclassrepresents acollectionofallof theallo catablePhysicallyAdressableUnitsinthesystem. The allo cateandfreemessagesaresenttoaStore totheassignment ofphysical memory to op erating system subsystems includingthe virtual ory management and I/O allo cate message is sent to request a numb er of of physical memoryfrom the free physical memory p o requestissatis�edbythe minimalnumb er ofPhysicallyAddressableUnitsneeded toholdthatnumb er ofbIn the event that the allo cate metho d cannot satisfy the request, it blo cthe replacement algorithmfrees su�cient PhysicallyAddressableUnitsby swappingout contents of infrequently accessed virtual memory lo cations to their backing stores, it unblo cand ful�lls unsatis�ed requests (see Section 6.6.3)a virtual address range may b e mapp ed to multiple, p erhaps discontiguous, physical dress ranges, individual PhysicallyAddressableUnits are not alwaysconvenient data tures with which to manipulate arbitrary virtual address

PhysicalMemoryde�nesan arbitrarily connectedcollection of PhysicallyAddressableUnitsPhconsistofalinkedlist ofPhysicallyAddressableUnits,ansize, and a byte o�set into the �rst unit

(see

Figure three entities are su�cient describ e an arbitrary virtual address region by its physical memory

Physiare the primary form in which memory regions are passed b etween ob jects in es memory describ e memory regions for I/O and physical for ranslationsA

PhysicalMemoryChain construction function builds the list of PhysicallyAddrableUnitsfrom argumentsthatsp ecifyastarting virtual address,alength,andthe

6.7: representation of a PhysicalMemoryCmemory in which the address range is v it builds the list, the function invokes virtual memory system metho ds to make sure that the virtual memory sp eci�ed in the ments is resident in physical memory (see Section 6.6.2)reference counts kept in comp onent PhysicallyAddressableUnits are incremented (by sending addIOReferencestroa PhysicalMemoryChain likewise decrements the reference counts of the comp onenPhysicallyAddressableUnitsmemory replacement algorithm will not move data the memory managed by a PhysicallyAddressableUnit to its backing store in an to reclaim physical memory if the reference count of the PhysicallyAddressableUnis ReliableI/Oisassuredsincethephysical memoryrequiredfortheI/Omust�rstb eina

PhysicalMemoryChain andthenpassed to theI/O physical memory b unav ailable to the replacement algorithm until the I/O completes and the PhysioryChainisisago o dexampleoftheutility oftheob ject-orientedtecofencapsulationwithinob jectswhenappliedtosystemprogramming.ThePhysicallyAdressableUnit reference counts do not need explicitly up dated by the I/O destroyingPhysicalMemoryChains automatically managesthesereferencecountstherefore automatically lo cks the corresp onding logical memory resident in physical

Storage

MemoryOb ject class de�nes an abstract signature for accessing the backing storage of collection of logically related esa MemoryOb ject is viewed as a sequence idensized indexed storage unit size of one byte mo dels a byte stream, while a size of 512,

1024,

2048, or 4096 bytes can b e used to represent blo cks on a disk device.

of concrete classesimplementingthe MemoryOb jectsignaturerepresent the backingfor datacorresp ondingto programinstructionsegments,stacks,disks,heaps,data spaces,app earthroughouttheop eratingsystemandencapsulatephysicaldiskdrivers,partitions, �les, and even the instruction and data sections of an executable program way they span the storage hierarchy representing everything from low level disk to high level CurrenMemoryOb ject sub classes have b een implemented to represenphysicaldisks,diskpartitions,sub-ranges ofotherMemoryOb jects,Berkeley UNIX ino System VUNIX ino des,MS-DOS �lesand othernewand exp erimental�lesystem[MCRL88,MLRC88,Mad91The

MemoryOb ject erOfUn itsand unitSize messages return the numb er and the the units resp ectivSub of

MemoryOb ject may cho ose to make the numb er units

�xed, or may w it to grosetNumb erOfUnits message exists to allow classes to let the numb er of units to b e decreased or setNumb with a v alue less than the current numb er of units will truncate the data the MemoryOb represents and decommit any storage used by the freed units.

Sending erOfUn its a v alue greater than the current numb er of units will grow the MemoryOb ject to that

Reading the data in the growth area will initially return a data full of that implement

�xed size

MemoryOb jects can cho ose to ignore sends of setNu mb e rOfUnit and return an The oUnit and oO�set messages convert byte o�sets into indices and vice vmessage read and write take as arguments, an index, the numb

Although not necessary , but for the sake of implementation simplicity and e�ciency , the size of a unit wchosen to always b e an integer p ower of tw unitstob ereadorwritten, andaPhysicalMemoryChain. Theycausethecorresp unitswithintheMemoryOb ject tob e accessed. PhysicalMemoryChain provides lo cations of physical memory blo cks that are to b e used in the read or write op and writingtoregionsdescrib ed withphysicaladdressesprovidesavirtualmemoryindep end ent mechanismforI/O.Thisisimp ortantsincemostI/Odevices p erformI/O physicalmemoryaddresses,notvirtual memoryMemoryOb jectare freetomake writingaunitgreaterthanthe current numb er ofunitsan error,ortogrotheMemoryOb ject outto that, the MemoryOb ject class accepts the makeResident InPhys icalMemory message guarantee that a set of units within it are bu�eredin physical implementation this message will b ediscussed in Section

MemoryOb jectVieMemoryOb ject represents a logicalmemory backing physical backing takes the form of disks or Partitiomultiple address spacesinto mlogical regions each managed by a MemoryOb ject will result in many more logicalbacstores than physical disks

(also represent by MemoryOb jects) on an average situation is handled in es by intro ducing the MemoryOb jectView sub class of oryOb jectMemoryOb jectView, as its name implies, represents a subrange of MemoryOb jectMemoryOb jectViews, large

MemoryOb jects can b e partitiointo smaller

MemoryOb jects used to store logicalSub of manage mapping to contiguous or discontiguous ranges of underlying jectsexample, a disk in es is represented by a MemoryOb ject that is similar a traditionaldevice driver in that it can read and write the physical

Suca

Ob ject is then broken up into partitions by creating instances of MemoryOb jectPartitionMemoryOb jectPartition is a sub class of MemoryOb jectViewthat manages a conregion of an underlying

MemoryOb ject.

Each of these partitions are then further broken into

�les by using instances of sub classes of MemoryOb jectView which handle disconregions of the underlying

MemoryOb jectinclude

BSDIno de, which format BSD UNIX

�les take, or MSDOSFile, which recognizes the format of MSDOS tationsof read and Manyalternatives existforthetyp eofthesourceanddestinationargumentsfortheryOb jectreadandwritemessage.

One p ossibility istouseastartingandlength. Howevsince sending read and write to most MemoryOb jects eventually results traversing layers of MemoryOb jectViewsuntil a MemoryOb ject representing a phdisk is arrived at, and most physical disks exp ect to p erform I/O to physical memory lo requiresa virtualtophysicalmemorytranslationofthe argumenttob e p erformedbthe read or write metho ds of the low level physical disk driver

MemoryOb jectwincrease the dep endenc ies in the memory management system since

MemoryOb jects, whicshould only deal with backing storage, would need to reference ob jects managing virtual

Sucdep endenc ies are reminiscent of the cyclical dep endenc ies in layered scalso restricts the implementations and uses of MemoryOb jects as wAn would need to have av ailable a description of the virtual address space in which the argumendata is coming from or going example, consider that it is convenient to place the loest level

MemoryOb jects that drive devices like the disk in system

(protected) memory execute their metho ds in a privileged mo If address arguments were virtual address the abstract

MemoryOb ject proto col would require read and write to have an argument sp the virtual memory within which to p erform the it wb e necessary for the virtual memory system to supp ort the access of arbitrary addresses virtual address An alternate implementation that solves the previous solution’s problems is to use a address and a length rather than a virtual su�ers from the even though a range of virtual memory may b e stored contiguously on backing storage promote lo cality and e�ciency of accesses, it may not b e contiguous in physical Pa single physical address and a length cannot take adv antage of the p otential cony backing storage since a virtual address range would have to b e decomp osed into its comp onenphysical ranges and each of those read/written

PhysicalMemorysolve b oth these problems since, although a PhysioryChain represents a contiguous logicalentity in virtual , it may include disjoin

fact each of the following p ossibilities was tried

�rst b efore the development of the design presented blo cofphysicalavirtual addressrange’slogicalcontiguity canb etakadv antage of allowing it to b e read from, or written to, its backing store in a single Alsothe use ofscatter/gatherdirectmemoryaccess hardwaretechniques likethosesupp by IBM/370 architecture device channels[IBM88b] (which were designed sp eci�cally for sucapplications)isfacilitatedbythislo calityand theinformationinPhysicalMemoryChains.

jects inysicalusually access thelogicaldataofa MemoryOb jectbymapping itdirectlytorangewithinavirtual addressdataofsuchaMemoryOb ject canb e accessed by the pro cessor’s of such

MemoryOb jects include that represent the instructions or data of an executing application program.MemoryOb canb eaccessed eitherthroughthevirtual memorysysteminthiswa,oritcanb eindirectly o� backing storage by copying p ortions of it into application bu�er . This accomplished by sending read and write to the MemoryOb ject Suchindirect of a MemoryOb ject’s data usually su�ers from access latency and limited device

Memory must also b e(redundantly) committed to bu�er the data b efore pro cessing

The classMemoryOb jectCache provides an abstractsignature for mapping a ryOb ject’sdataintophysicalmemoryusingthefunctionsprovidedbythephysicalmanagement classes(see FigureclassesimplementingtheMemoryOb Cachesignature provide sp eci�cschemesor dynamicaching techniquesto map all, part, noneof theEacMemoryOb ject b oundto avirtual addressrange inany numb ervirtual address spaces has a uniqueMemoryOb jectCache resp onsible for caching its data in physical

Mapping a MemoryOb ject to a virtual addressrange do esnot not change the ality of MemoryOb jects, instead, it simpli�es access to their than

�rst hatob e explicitlycopiedintobu�ers, mappingaMemoryOb ject’sdatatoavirtual range allows data to b e transparently accessed by the instructions of the memory system takes care of moving data to and from backing since a oryOb jectcanb eb ound to di�erentaddressrangeswithindi�erent virtual addressbut is cached in physical only once (by its MemoryOb jectCache),its data is nev

6.8: Graphic representation of a MemoryOb jectCacredundantly avoids memory waste as well as the cost of keeping multiple coherenSendingthecache messageto aMemoryOb jectCachecausesaregion ofthedata ofMemoryOb jectCache’sasso ciatedMemoryOb jecttob e made residentinphysicalcachemessagehasastarting unitandnumb erofunitsasargumentsandreturnsPhysicalMemoryChain describing the physical memory caching this If the region not resident, the cache metho d

�rst sends the allo cate message to a Store to obtain a PhcalMemoryChain describing a region of su�cient length.

Next, it sends the read message the corresp onding

MemoryOb ject with this

PhysicalMemoryChain as an argument

Section

6.4).

Sending the selectUn itForRemoval message to a MemoryOb jectCache causes it to one of the currently resident data units for return to backing classes menting the MemoryOb jectCache signature use this to a�ect the p olicy they implement caching logical data in physical the release message to a MemoryOb

6.9: Abstract relationship b etween

Domains and MemoryOb Cache along with a unit numb er as an argument causes the corresp onding unit to b eb ereturnedto its backing storage.

previous sections describ e the manipulation of the dynamic address translation hardwthe management of backing storage, and the caching of the data encapsulated by a Ob jectinto physical section intro duces the Domain class, which ties the previousclassesand providestheprimaryvirtualmemorysectiondetails memory fault pro cessing and memory replacement pro of

Domain are the top level abstraction of the virtual memory A maintains a collection of MemoryOb jects and asso ciated access rights together with a of these into a complete virtual address space

(see

Figure

6.9).

Each

MemoryOb ject maps range of addresses in the address using the mechanisms discussed so far, mains provide for multiple virtual address spaces mapp ed to multiple logicalmemories, eacrepresented by a MemoryOb jectEacDomain also has an asso ciated ransl

6.10: Ashared

MemoryOb tion that it uses to a�ect itsvirtual memory ofaMemoryOb sharedbymultipleDomainsisensured sinceeachMemoryOb jecthasasingleOb jectCache (i.e., the virtualmemory of allthe sharingDomains willb e mapp ed tosame physical

MemoryOb canalso mapto di�erentregions ofdi�erent thesame)

DomainThe three most imp ortant op erations in the Domain signature are add, remove and �xFaultAddingaMemoryOb ject to aDomain bindsa virtual memory range to thedata bytheMemoryOb jectaddmessagecaneitherbindaMemoryOb jecttoasp memorysubrangeorallo cate arangeofmemory su�cientto mapRemoMemoryOb fromaDomaincauses anymappingstothatMemoryOb ject’sdatatob inv alidated (see Section 6.6.4).The �xFault message is sent topro cess a missingmemoryas describ ed in Section 6.6.2Sharing aMemoryOb ject b etweendi�erent

Domains(see

Figure

6.10) issimple in a MemoryOb jectCache is indep enden t of any virtual memory address,MemoryOb datacanb e mapp ed intodi�erentrangesofvirtualaddressesindi�eren spaces.

SinceDomainsassignaccessrights, thedatacanalsohavedi�erent rights in di�erent address In esthe op erating system ob jects are partitioned among a set of MemoryOb that are in every

Domain but mapp ed as only accessible while executing in the privileged mo of the pro of such

MemoryOb jects are those containing the ob jects to pro cess address translation errors

(Domains and ranslations), the ob jects fetch missing data from p ermanent storage

(MemoryOb jects corresp onding to phdevices), and the ob jects necessary for context switching

(see

Chapter data of MemoryOb is lo cked resident in physical memory by creating

PhysicalMemoryCall of the , and never deleting these

PhysicalMemoryChainsA

MemoryOb ject’s data can b e shared by di�erent

Domains residing on di�erent no of a distributed

Eacno de sharing the logical memory has a lo cal

MemoryOb and

MemoryOb jectCache for the data and uses a cache coherence proto col to keep consistent.

Suca system is implemented in [Joh91Memory must b e moved into physical memory b efore it can b e accessed by the pro When program accesses a virtual address that generates a missing virtual memory error, the for that error

�rst sends the determineFaultCo d e message to the current

Addressto determine the condition that caused the �xFault message is then sent to current

Domain using the faulting virtual address and the fault condition as arguments.

implemenof the Domain

�xFault metho d then attempts to correct the faulting

(usually by bringing missing virtual memory into physical memory), or raises another

(seeSection7.7) if thefault cannotb eInorder to keep the Domain’s mappings of virtual address data consistent in the of simultaneous faults on a multipro cessor,

�xFaultcurrently lo cks the Domain to p ermit onefault p erDomain topro ceedata

This restriction is actually a result of the currenimplementation of Domain and can b e corrected by keeping multiple lo cks, one p er range addresses, p er

Domain

Obviously this only makes sense if the ject contains p osition indep enden t and are go o d

�xFaultmetho dnextconvertsthefaulting address(passedasanargument) intoMemoryOb ject reference and an o�set within the data of that

MemoryOb jectFmetho d ensures that the corresp onding logical memory blo ck is cached in physical by sending the makeResiden tInPh ysicalMemory message to the resultant

MemoryOb jectmakeReside nt InPhys icalMemory message takes a range of MemoryObject units as an argumenuses the corresp onding

MemoryOb jectCache to obtain the corresp onding

PhysicallyAdressableUnits by sending the cache message to the MemoryOb jectCacheThe cache metho d

�rst lo cks the MemoryOb jectCache to prevent inconsistencies induced by multiple invo cations of cache on multiple pro the amount of lo chere is implementation dep end enexample, a single lo ck could protect all the units of MemoryOb jectCache, or the units could b e divided up into groups with one lo ck p er the cache metho d determines if the data required are already in a set of dressableU nits not, new PhysicallyAddressableUnits are allo cated from the Store the data are transferred into them by reading the corresp onding

MemoryOb jectOnce the prop er

PhysicallyAddressableUnits have b een determined, their references active ranslations, along with the inverse mappings, need up is plished by lo cking the PhysicallyAddressableUnit, setting an ranslation/virttuple (an existing one is replaced if necessary as describ ed in Section

6.3.1),addMappin g to the ranslation to set the mapping in the other direction

(and to tually re ect the mapping in hardware), and unlo cking the PhysicallyAddressableUnitindicating for which

MemoryOb jectCache the PhysicallyAddressableUnit holding data is also up all this has b een done for all PhysicallyAddrUnits containing the data, the lo ck on the MemoryOb jectCache data is released and cache metho d returns. the Domain lo ck is released and the �xFault metho d At this p oint the faulting instruction can b e restarted or Perio , or when a Store runs of of , a \page-out" algorithm runs to mainadequate free memory for future

Store allo cations.es can supp ort b oth global

(PhicallyAddressableUnit based) and more lo calized

(MemoryOb jectCache based) replacement algorit globalreplacementalgorithmincrementallyscansallthePhysicallyAddressableUnin the system and extracts usage information on which to base its page replacement Policies such as global working [Den68] or global ast ently [BS88can b e menwith such a scA MemoryOb jectCache sp eci�c, replacement scheme scans all active MemoryOb Caches rather than PhysicallyAddressableUnitsallowsthe MemoryOb jectCacto imp ose lo calized memory replacement since MemoryOb jectCache sub classes can sp the selectUn itForRemoval message to apply sp eci�c replacement p olicys to the physical allo cated to the MemoryOb jectCacWhen using either algorithm, the memory replacement mechanism reaches a p oint where has the unit numb er within a MemoryOb jectCache that needs to b e removed from In the global case this information is found by sending the currentCache message and unitNumb to the PhysicallyAddressableUnits chosen to b e the lo cal algoritthisinformation is known automaticall, since theMemoryOb jectCache itself is cho osing do thereplacementofitsownIneither case,memory replacement pro ceedsby sendingtherelease message to theryOb jectCaches to free physical

MemoryOb jectCache

�rst lo cks its instructures for consistency in the presence of p ossible concurrent invo cations of cache memoryfault pro cessing(seeSection6.6.2)all ranslations actively erencing any PhysicallyAddressableUnits need to have such mappings inv pro by

�rst lo cking the PhysicallyAddressableUnits,following each rlation p ointer and sending removeMapping to the corresp onding ranslationmetho d will transfer any referenced or mo di�ed information kept by the ware mappings back to the PhysicallyAddressableUnitOnce this is complete, the PhysicallyAddressableUnit can b e unlo ckthis b een done for all PhysicallyAddressableUnits holding the data b eing removed, the metho can insp ect each

PhysicallyAddressableUnit and return any mo di�ed data in them back to its backing

Selected units that have not b een mo di�ed can just b e returned to the Store and marknon-residentin the MemoryOb jectCache’s the unit has b een written not can b e determined by sending the mo di�ed message to the corresp onding

PhysicallyA dressableUnitsmo di�ed metho d indicateswhether aphysicalmemoryblo ckhasb mo di�ed since it was last read from the MemoryOb jectCache’scorresp onding Ob jectinformation is guaranteed to b e up to date since there will no longer b e anranslationsmappingtothePhysicallyAddressableUnits andnonewonesb eaddedsincethe

MemoryOb jectCache lo ck on the logical units is still

Mo di�ed units must b e returned to their backing achieve this, the release metho PhysicalMemoryChainsto represent all of the PhysicallyAddressableUnits taining mo di�ed release metho d then writes all of the MemoryOb jectCacthat have b een mo di�ed to its MemoryOb ject, ensuring the consistency of the data backing a MemoryOb ject from a Sending theremovemessagetoaDomaindeletesthe mappingb etween avirtualrangeandalogicalFirst,remove metho dlo cks the Domain and removes referencesto the corresp ondingMemoryOb ject inthe

Domainkeepsnew memory faults from attempting to bring new data in from the MemoryOb jectmain is then unlo ckthe

Domain sends removeMapping to its corresp onding ranslation to inv alidate all hardware physical address translation mappings for corresp virtual address range. also up dates reference and mo di�cationin those PhysicallyAddressableUnits that corresp ond to the physical memory blo cks ing resident data (see Section ,the MemoryOb jectCache corresp onding the MemoryOb ject is not referenced by any other Domain, then it is MemoryOb jectCache will force any mo di�ed resident data to the backing store and any physical memory to the Store it was allo cated from by sending the Store the deallo p erformance of a memory management system is limited by the sp eed of the backing the Encore Multimax version of , a transfer of one page (4K) of data fromaphysicaldisktakesonthe average

23.6ms.

Diskseekandrotationallatencycanmuchasdoublethistime. Underes on theMultimax, pro cessing amissing memory takes as a minimum 25.1 ms from the time the pro cess traps into the op erating system unit is indicates that the minimum overhead the es memory managemensystem imp oses for pro cessing missing memory faults is approximately 1.5 determineFault Co de tothecurrentranslatortakesapproximately215�sLo which

MemoryOb ject is managing a particular virtual address takes approximately

�sthe addMapping message to an ranslation takes approximately 300 �sThe remaining time is sp ent in the makeResiden tInPh ysicalMemory metho d of MemoryOb jectmore useful measurement of the es memory management system is how well to other systems. the source to the UNIX op erating system, it is imp togetnumb ersasdetailedasthoseab ove. Howevit is p ossible to run a program with p o paging p erformance on b oth UNIX and es and compare the results. The test chosen wzero �ll four megabytes of memory in a tight lo under the UNIX op systemontheEncoreMultimax,thistesttakes11.6 secondstoprogramtakes

12.1 secondsto 4 kilobyte pages, zero

�lling 4 megabof memory causes

1024 page di�erence b etween the UNIX results and the results is 0.5 this additional overhead by the numb er of page faults that es imp oses approximately 488 �s over

UNIX for pro cessing a page currenimplemenmost of the es memory management algorithms are rather simplistic ine�cient.

should not b e hard to improve

Summary

es memory management system provides a p ortable virtual memory system that compatible with a wide range of architectures. It provides b oth a exible and extensible mo of virtual the architecture dep end encies to just two classes facilitates p y across range of arcLikas discussed in Section

6.2.1,concrete classes implemening the ranslation and ranslator signatures for similar architectures

The data in this paragraph were collected by Aamo d

Sane and T aed agreat dealofco dethroughaddresstranslation classesarenotthethatb ene�tfromco deMemoryOb classesforsimilarbackingrepresentations of data can share signi�cant co de[Mad91The

MemoryOb ject class signature is an interface for storing data to and retrieving backing p olicies for the management of backing storage can b e plemented by concrete classes implementing the MemoryOb ject

LikMemoryOb jectCacsignature de�nesan interface for caching p ortions of a ject’sdata in physical

Di�erenp olicies for the management thiscaching canb implemented by concrete

MemoryOb jectCache encapsulation provide by ob ject-oriented programming also allows the of many memory management particular,

PhysicalMemoryChains simplify temp orary lo cking of virtual memory addresses to physical memory addresses while I/O b p and destroying

PhysicalMemoryChains automatically counting physical memory memory replacement algorithms have prop information to detect that a range of physical addresses is b eing used in an I/O without the explicit co ding of lo cking primitiva

PhysicalMemoryChain, whicis necessary to do the I/O op eration in the �rst place, manages the lo cIn , the design and implementation of the esmemory management shothat many of the claims made in Chapter 4 for the construction of ob ject-orienop systems are easily

Pro Managemen conceptofaisfundamentaltoall mo dernkernel-basedop erating cessrepresentsaprogram inexecution[]. individual ol a in execution is p erhaps a more precise de�nition since a program may have multiple concurrenexecution In traditionalsystems, an individual pro cess follows a control path b etween a v arious functions and pro discussed in Chapter 3, an ob ject-oriented system cby messages b eing sent to ob jects in order to p erform sends cause ob ject metho ds to b e invokwith resp ect to ob ject-oriented systems, pro cess follows a control path b etween ob ject metho b oth ob ject-oriented and traditiosystems, each pro cess has a ent cution oint (the address of the instruction it is currencurrent execution p oint of a pro cess in a traditionalsystems is always a particular pro cedure or an ob ject-oriented system the current execution p oint always within a particular metho sends cause the current execution p oint to movfrom metho d to metho d of v arious ob jects (see Figure Details of pro cess management for an op erating system are very low-level and arcsp es pro cess management system is an excellent demonstration of how ob oriented programming can supp ort such low-level details without sacri�cing p

systems use the term task or agent

7.1: Floof control from metho d to metho goal of the es pro cess management system is to supp ort an e�cient implementation of mo del of an application comp osed of a p otentially large numb er of parallel pro cesses that share p ortions (or all) of their address this wa, es pro cesses are similar the esses of the V System[Che88], ads in Mach[T

87] and lightweight esses in extensions to UNIX describ ed in [MS87, Seq85a, Enc86As with most op erating systems, es ca pro cess by an address space the memory it can access and the state of the pro cessor that is executing it. is usually referred to as the pro cess’s ontextEvcomputer has one or more pro , like any multiprogrammed system, pro cessors need to b e shared b etween pro While a pro cess is active on a pro cessor, its context is re ected in that pro pro cess is not active on a pro cessor, its context must b e savpro cess is said to b e cuting when it is active on a pro order to transfer the pro cessor b etween v pro cesses, an op erating system must implement es to allow it to switch the phpro b etween the contexts of di�erent pro is usually termed ontext switchingimplements its pro cess mo del using the ob ject-oriented pro cesses represenas ob jects(instances ofthePro cess class) andtheirexecutionis manipulated bsendingmessages to those ob In particular, context switching is implemented by messages to Pro cesses, a context switch o ccurs when one pro cess relinquishes the pro cessor to usually happ ens as the result of a pro cess’s control ow reaching a metho d of synchronization or scheduling ob of such ob jects include those implemensemaphores, monitors, or time-sharing sc7.2 shows an example of conswitcin es small solid circle represents the execution p oint of physical pro arrows represent message sends causing the ow of control to movfrom metho d to metho arrows represent a control ow change that is caused by form of pro cess exception (a trap or inshaded circles represent metho ds of chronization ob jects that p erform pro cess scheduling or synchronization

Invo of such metho ds eventually return like any other metho d invo cation,except that there is guarantee that the pro cessor has not b een assigned to another pro cess and back in the time.

Likthere is no guarantee that the pro cess resumes execution on the same pro it was executing on when it �rst sent the message to the synchronization or scob , multiple pro cesses can share data by sharing p ortions of their address in es consists of an address space and one or more pro cesses to w the oof control through the application’s A single application’s pro cesses all execute in (shared) address applications can co op erate and share data by sharing p of their address allows pro cesses within and across applications to exchange bplacing v alues in the shared memory for other pro cesses to retrieve.

Programmers use multiple pro cesses to program concurrency and parallelism in their conswitching is exp ensive, the cost of using multiple co op erating pro cesses may b e prohibitives uses ob ject-oriented techniques to optimize this exp normal ow of control of a pro cess can b e altered by one of two even[PS85 may o Inusually o ccur as the result of devices requiring attenfrom the op erating system[BS88This may b e the completion of an earlier I/O request, or

Sucaccesses may require mutual must b e guaranteed by higher level syncprimitiv

7.2: Overview of es pro cess managemen unexp ec eventsuchasa p owerfailure or devicethepro cessmay executeinstructionthat,forv ariousreasons,maynotb e abletob e completed. to divide-bexecuting a oating p oint op erationwhere the result over owsthe oatingp oint senan illegalor privilegedan instructionthatcauses dynamicaddresstranslationtoan SVCortrapSuchconditionswill b ereferredtoasprogram apsIn , b oth traps and interrupts generically termed eption onditions or eptionsWhen an exception o ccurs, a message sent to an eption ling ct correct the condition and then resume the pro exception is fatal and the pro cess cannot b e resumed, it is A useful management architecture for an op erating system must b e e�cient enough to allow rapid rection or pro cessing of an exception condition or, if that is not p ossible, graceful of the pro cess resp onsible for generating the Choic t es pro cess management and scheduling system is divided into four ma jor

Pro cess class represents a pro cess and its conPro cessor class represents a physical pro Pro cessContainer class represents a rep ository of Pro cessesException class provide an encapsulation of trap and interrupt In , a unique

Pro cess ob ject exists to represent each pro cess.

The Pro cess the givePro cessoo message to implement context switcmessage is sen

distinction b etween the term pro cess with a capital P (Pro cess) and a without

(pro cess) is that former will b e used when referring to an instance of a class with the Pro cess signature while the latter will b used to refer to the logical entity that it represen withinsynchronizationandschedulingob jectstothecurrentPro cessinordertopro cessor sharing.

The givePro cessoomessagetakesa singleargumennext Pro to forschedulingandblo ckingpro cessesines arebuiltusinginstancesclassesin thePro cessContainerhierarchPro cessContainer,asthenameis a rep ository of Pro cessesScdecisions involve transferring

Pro cesses b etwPro cessConand switching the pro cessor to the contexts of pro cesses that are removfromPro cessContainers.

The Exception class encapsulate the handlers for interrupts and atrap ino ccurs, low level architecture sp eci�c co de is invoked by the hardware interrupt mecto savesome of the currentlyexecuting pro cess’s context and send the handle toanExceptionob ject corresp ondingtothetrapor inEven, either involuntarily as the result of an exception or volun, a pro cess invokgivePro cessoo to a�ect a context switch to another pro example, consider implemening a semaphore[Dij68a semaphore P op eration is p erformed, if the semaphore is thecurrently executingpro cessneedsto b eblo cked andanother pro cess, o ccursby arranging to have thecurrentpro cessplacedina queueofpro cessesblo ckedon semaphore, cho osing another pro cess to run from the queue of ready to run pro cesses, and the givePro cessoo message to the current

Pro cess with the new Pro cess to run as argumenthe queue of pro cesses blo cked on the semaphore, and the queue of pro readyto runare representedby

Pro cessContainers.Whena

Vop eration is p erformed the semaphore, a blo cked pro cess can b e removed from the semaphore’s blo cked pro cess and added to the queue of ready to run pro The espro cess management classes are presented in detail in the wing

Sp attention is paid to how ob ject-oriented programming and design have b ene�ted and construction as well as supp orted optimizations of the mo del in a clean and mo

The thisPro cess() function exists to obtain a reference to the current

Pro cess

7.3: sub classes of the Pro cess cess Sub classesof

Pro cess

(see

Figure represendi�erent kinds of pro Eacsub the requirements of the kind of pro cess it represenexample

InterruptPro represenpro cesses that manage device interrupts,

ApplicationPro cesses represent tion program pro cesses,

SystemPro cesses represent op erating system management pro and

UninterruptableSystemPro cessesrepresent very high priority system pro EachPro cess formsarep ository for apro cess’scontextwhile thepro cessisnotactivTherefore, it stores the information necessary to resume the pro cess’s execution on a (p di�erent) pro Lika

Pro cess is the ob ject to which messages are sent to alter pro cess’s conexample, a Pro cess can b e sent messages to disable or enable inor set scheduling parameters or priorities.or , the amount of information kept p pro and the context switching e�ort b etween two pro cesses, is conswitching overhead in es is based on the kind of pro cess relinquishing the pro cessor the kind of pro cess b eing given the pro When a new pro cess is created, the corresp onding

Pro cess is parameterized by a Domainstack, an initial execution address, and arguments to the pro cedure at this argument de�nes the virtual address space within which addresses generated by pro cess are resolved

(see

Section

6.6.1)the executable co de, initialized data, ized data, and stack are represented as separate

MemoryOb jects within this

Domaininitial execution address

(sp eci�ed as a metho d to initially invoke

) is a lo cation within address space de�ned by this

DomainIt represents the initialv alue of the pro cess’s

Returning from this metho d terminates the execution of the pro register.

6

stackargumentisablo ckofmemorywithinthepro cess’saddressused by the pro cess as itsexecution stacEachpro cessines sharesmemorywithotherpro cesses throughthememorymentmechanisms describ edinChapter the Domain argument used in the construction anew Pro cessisthesameDomainasthepro cess creatingthenew pro cess,thenewpro will share all the memory of the creating pro cess.

If it is an entirely disjoint

Domain, the pro cess shares nomemorywiththe creatingpro cess.

Or,ifitisaDomain thatthepro cess has constructed containing only some of the same MemoryOb jects as its own main andsome other

MemoryOb jects, thenewpro cess sharesonly a p ortion of the pro address latter case, and that once a pro cess is executing it can mo itsownDomainbyaddingorremoving

MemoryOb jects,allows arbitrary shared/priv regions to b e set up b etween co op erating pro The context of a pro cess takes a di�erent form on every computer arcconsists of a set of register contents, a program counter and a stack p oinorder to p ortability by lo calizing architecture dep endenciesin as few places as p ossible, the state of pro cess ines isactually splitb etweentwoob jects,aPro cessandaPro text. Pro encapsulate all of the pro cessor architecture endent information ab a pro information consists mainly of scheduling information and a reference to pro cess’s Domainpro cessor architecture endent context of a pro cess is kept in asso ciated Pro cessorContextPro cessorConde�nes messages to b e sent during text switching to save (the checkp oint message) and restore (the restore message) the pro architecture dep enden t context of a pro Sub of Pro cessorContext represent saved context of a pro cess for sp eci�c arcSub of these classes further the Pro cessorContext checkp oint and restore metho ds to handle sp eci�c kinds of Pro on these architectures (see Figure The Pro cessclass de�nes messagesfor contextswitching,manipulatingscheduling ters, and enabling and disabling interrupts (the b ecomeUn inte rruptable and b ecomeInterrupt

V arious architectures give this register di�erent names but the concept remains the is the of the current execution p oinThis form of sharing is similar to how a parent and child pro cess share memory across the UNIX primitive[BSD84 di�erence b eing that the two pro cesses share l the memory allows the pro cess access even to the creating pro cess’s stacThis form of pro cess creation is similar to the UNIX c primitiv

7.4: sub classes of Pro cessorConmessages). b ecomeUnin terrupt able and b ecomeInt erruptab le messages are actually forwba Pro cess to its corresp onding Pro cessorContext ob ject since they are architecture p enden t op ApplicationSince the op erating system must protect itself from application programs, pro cesses the b ehalf of applications do not execute in the privileged mo de of the pro prevenapplication programs from accessing system ob 5 discussed the waes allows application programs access to select system ob jects in a controlled

Application pro cesses do, however, need to execute system co de when interrupts or traps o supp orts this by implementing an application pro cess as a pair of coroutines[Con65Knu73 system outine and the ation outinetwo coroutines have rate control stacThe system coroutine runs in the protected mo de of the pro cessor with stack in system protected application (or an application supp ort library) the application coroutine’s control staces pro cesses share this mo del but some system pro cesses) have a non-existent application application coroutine is the part of a pro cess that executes the co de of programs and, therefore, is completely untrusted by the op erating executed

7.5: pro cess the non-privileged mo de of the pro application coroutine never executes op system co de . Only the system coroutine do example, when a pro cess crosses system/application barrier by using the Ob jectProxy mechanism describ ed in Section it traps into the op erating The privilege level of the pro cessor is raised and the coroutine is resumed

(see

Figure

7.5).Resumption of the system coroutine can also o ccur as result of any other trap or an ines exception handling mechanism discussed

Section 7.7 is usedto handle voluntary traps

(usually

Ob jectProxy invo cations), involuntraps(program executionexceptions),andinterruptsbyresumingthesystemcoroutineany of theseexceptions o cessor physical pro cessor in esis represented by an instance of the Pro cessor are handled by having multiple instances of Pro cessor, one p er physical pro executing pro cess can use the thisPro cess or() function to obtain a reference to the Pro ob ject managing the physical pro cessor on which it is currently

Pro is abstract class sub classed for each physical pro cessor typ e to which es is pro scheduling,itprovidesotherpro cessorsp eci�c functionssuchas�ndingthehandlera particulartrap or intainer Class and Pro cessConis an abstract class de�ning a signature for the storing and retrieving Pro cessessignature includes the messages add (for inserting Pro cesses into the tainer),remove(forremoving

Pro cesses fromthecontainer), andisEmpty(fortesting thecontainer contains anyPro cesses or Sub of

Pro cessContainer imp ose ing disciplines on the pro cessesthat they contain by implementing the addand remove metho to,forexample,addPro cessesand removetheminFIFOorpriority

Pro cess scheduling in esws the traditionalrunning/ready/blo cked mo del[supp orts it within the esob ject-oriented framewqueues of pro cesses represenas

Pro cessContainers.

cessor

Inthe running/ready/blo cked mo delof pro cessscheduling,all pro cessesthat couldas so on as a pro cessor is free are kept in the ady-queue,the ready-queue is Pro cessContainer.

ready-queues are supp orted and each pro cessor may b e di�erent (or shared)

Hamultiple ready-queuesws the partitioning of cesses among groups of pro cessors in a multipro cessing

EacPro cessor references

Pro cessContainer as its ready reference is stored in an instance v ariable idleContainer since it refers to the Pro cessContainer from which a Pro cess is removed the pro cessor is idle.

the getNextReadyPro ces s message to a Pro cessor returns the next pro cess that

Pro cessor’sScand blo cking ob jects send this message to another pro cess to run if they are not relinquishing the pro cessor to a predetermined pro A typical example is when a pro cess blo cks on an I/O

An idle pro cessor results when the pro cess currently executing on the pro cessor invokes a metho d on scheduling ject that results in the pro cessor b eing relinquished.

Examples of this case include invoking the op eration on a busy semaphore, or blo cking for an I/O getNextReadyPro ces s metho dremovesapro cessfrom thePro cessor’sidleContaineridleContainer isempt,getNextReadyPro ces s returnsthePro cessor’s idlePro cess, whichispro cess that is always ready to Pro cessor’sidlePro cess is always ready to sinceit just lo ops with interrupts enableduntil another pro cess is ready to run (the no longer emptanother pro cess is ready to run, the idlePro cess relinquishes pro cessor to that pro cess by sending itself givePro cessoocess

Since es supp orts multiple ready-queues, a mechanism is needed to decide in which a newly ready pro cess b elongs. is solved by each

Pro cess maintaining a reference to to which it will b e added when it is ready to reference is in an instance v ariable named readyContainerpro cess’s readyContainer is initially set to creating pro cess’s v a Pro cess the ready message adds the Pro cess to its readyContainerPro is constructed and initialized, it is sent the ready message to allow it to run as so as a pro cessor b ecomes av ready message is also sent to unblo ck a blo cked pro after an I/O event completes or when a busy semaphore b ecomes

Ready traditionalsymmetric multiprogrammed system has a single can b achievin es by having all Pro cess readyContainers and all Pro cessor idleContainers erence the same

Pro cessContainer

(see

Figure balances the pro cesses evenly ovthe pro cessors by assigning each idle pro cessor a pro cess from the p o ol of all ready pro Such a Pro cessContainer must provide mutual exclusion on its internal data structures it will require concurrent accesses by multiple pro the numb er of pro cessors the numb er of invo cations of add and remove will increase prop .The mutual overheads ma, therefore, lead to a b ottlenecorder to decrease contention, the function may b e distributed b etween multiple

Pro cessContainers each assigned to a subset the av ailable pro Pro can then b e migrated b etween these

Pro cessConwhen pro cessors are idle or overloaded in order to balance the

7.6: traditional multiprogrammed Another use ofmultipleready-queues is to simultaneouslysupp ort b oth real-timeand pro Pro cessContainercouldb ededicated toreal-timepro cesses anddi�erenonetonon-real-timepro readyContainerofall real-time pro cessescoulderencethe real-time ready queue,andthat of the timeshared pro cessesreferencetheready-queue (seeFigurepro cessors could b epartitioned by setting the of some pro cessors to the real-timeready-queue, and the remainingpro cessor’s to the timeshared this wa,real-timepro cessors wouldnever b e assigned timeshared pro They would always b e av ailable for real-time pro cesses and Race

When a Pro cess is added to a Pro cessContainer, it can p otentially b e removed and run on another pro if a pro cess adds itself to a container, it may b simultaneously executing on two pro Evthough this will only b e the case for very short p erio d of time until the �rst pro cessor b egins running another pro cess, it b e disastrous as b oth pro cessors will execute with the same stack, overwriting each v a pro cess is constrained to never add the Pro cess representing itself to Pro cessContainer

7.7: Pro cessors partitioned b etween real-time andtime-shared pro avoids the race condition by using a ContextSwitchResp onsibility.A textSwitchResp onsibilityob ject to delegate the function of adding a running

Pro cess a Pro cessContainer to the pro cess selected to run a pro cess relinquishes pro cessor it sends the givePro cessoo message to the corresp onding

Pro cessthis, however, it assigns a ContextSwitchResp onsibility to the pro cess b eing given pro resp onsib ility instance v ariable of a Pro cess holds a reference to this textSwitchResp onsibilityContextSwitchResp onsibilityclass is abstract and �nes a single message, p erformThis message is sent to the resp onsibility of a pro cess just pro cess b eing given the pro cessor is resumed, but b efore it returns to the p oint where relinquished the pro argument of the p erform metho d is the Pro cess that just leased the pro the p erform message to a Pro cess’s resp onsibility can b e thoughof as part of the \cost" of giving the pro cessor to that pro DefaultResp onsibilitclass is used when the pro cess relinquishing the pro cessor has no sp ecial p erfometho d of DefaultResp onsibility simply sends the ready message to the argument pro so that it can execute again when a pro cessor b ecomes classes implementing

ContextSwitchResp onsibility signature usually rede�ne p erform to place the Pro cess in blo cked or wait queue

(see

Section

7.8.2 for an p ossibility ofinde�nitep ostp onementisavoidedinthees pro cessmanagemensystemby disabling interrupts b etween thep oint justb eforea

Pro cess is removed from

Pro idleContainerandthep oint thatthecurrentlyexecutingpro cessrelinquishespro cessor. inde�nite p ostp onement avoided is the delay of running of the removed pro due to the p ossibility of an interrupt o ccurring b efore the pro cessor is of givePro cessoo metho d saves the context of the current Pro cess (the Pro cess the message) and restores the context of the pro cess represented by the argumenargumento givePro cessoo is determined by a scheduling or synchronization ob givePro cessois the only chanism with which to a�ect a context switcolicyof whicpro cesses to run is determined by other ob jects, such as an exception handling ob ject or Evena

Pro cess that was sent givePro cessoo will itself b e an argumento a givePro cessoo message

Athis time, that pro cess will resume execution and app ear to have

�nally returned from the earlier invo cation of givePro cessooThe

Pro cess givePro cessoo message is the interface

Pro cess presents for context switcof the work of context switching is actually done by two separate

Pro cess

(save and restore) and two Pro cessorContext messages

(oint and restoreThe full implementation of the givePro cessoo metho d of Pro cess is shown in Figure metho d

�rst sends the save message to the current

Pro cess to store any arcindep end ent information ab out the pro cess prior to relinquishing the pro that the oint message is sent to the Pro cess’s corresp onding

Pro cessorContextstores the architecture dep ende nt context of the Pro cess in the Pro cessorConob way the checkp oint metho d of a Pro cessorContext is actually implemenparallels the setjmp/long jmp mechanism of UNIX[SVI85 of the checkp oint app ear to return t�rst time oint returns is when the context is savv returned is a null second time oint returns is when the context resumed from its saved state by another pro The v alue returned this time is a reference the Pro cess that gave the resumed pro cess the pro

Pro cess::givePro oanotherPro cess the e out this savaointoftheent pro cessWhoResumedUs =context.checkp oinif(pro cessWhoResumedUs) achewhenthe takes a currentPro cess= anotherPro anotherPro cess.context.restore();

achewhenthe essbyanotherrestore( pro cessWhoResumedUsFigure7.8: Theimplementation of the givePro cessoo metho Since checkp oint and restore have such abnormal b ehavior, and since they need access to entire state of the pro cessor, they are implemented in assembly language in through

7.11 give the implementation of ointand restore for a system pro cess’s context onafewcommon pro cessors.

The�rsttime checkp oint returns,therestoremessage issentto thePro cessorContext thePro cessto b erunpro cess then app ears to return from its own earliersend the checkp oint message a second is the p oint where the physical ow of control actually transferred b etween pro Bythesecondtime thesendof oint returns,thearchitecture dep enden tcontextof pro cess has b een givePro cessoo metho d thensends the restore metho d

The checkp oint and restore metho ds of sub classes of Pro cessor Context for other kinds of pro cesses di�er in the amount of state savI implemented the NS32332 version.Subseque ntly , Dave

Dykstra implemented the 80386 version and Helgaas implemented the MC68030 v

entryto ad, the lingonvention onthe 32332 has put aointerthe Pro cessorConct itself in r0, and the �rst gument d in r1. The eturn ess l e on the top of the by any additional guments to the d. gisters r0, r2 e d not to e d oss a e esult of a function is d in NS32332SystemContext::checkp oint()NS32332SystemContext::restore(oldPro cess save the al e the al moR3o�set(r0)momoR4o�set(r0)momoR5o�set(r0)momoR6o�set(r0)momoR7o�set(r0)mosave the ame e the ame moFPo�set(r0FPo�set(r0save the stack ointer the eturn ess has o� the e the stack SPSPat the ess top ofthe the estart ess in momoPCo�set(r0),the�rst0when�rstess thatgivePro cessoomomototheomoint

�rst

7.9:checkp oint andrestoremetho ds fortheNationalSemiconduction

entryto ad, the lingonvention onthe 80386 has put theeturnessonofthestack,dbyaointerPro cessorConctAadditionalgumentsto the dllow onthestack.gistersdx e d not toe d oss ae esult of a function is d in i386SystemContext::checkp oint()text::restore( oldPro cess momomomomomomomo%ebmo%ebmoEBPo�set(%eax)moEBPmoESPmoESPESPo�set(%eamoPCo�set(%eax)momo7.10:The checkp oint and restore metho ds for the Intel entryto ad, the lingonvention onthe MC68030 hasput theeturn essonofthestack,dbyaointerPro cessorConctAadditionalgumentsto the dllow onthestack.gistersd0, d1,a1ednottoedoss aeesultofafunctionisdin

MC68030SystemContext::checkp oinMC68030SystemContext::roldPro cessmovmovmovmova0@(SPo�set)mova0@(SPmova0@(PCo�setmov7.11: Thecheckp oint andrestore metho ds for the Motorola

MC68030

the current

Pro cess passing along the reference to the Pro cess that relinquished the pro Pro cess restore metho d reinstates any architecture indep ende nt context of the Pro and sends the p erform message to the Pro cess’sresp onsib ilitythe givePro cessometho d returns and the pro cess resumes a new Pro cess is created, its initialcontext is stored in a form suitable for Pro cess and Pro cessorContext restore metho ds to allows new Pro cesses b egin execution at their entry p oint the �rst time they are the argument to a send of givePro cessoThe givePro cessoo message must b e invoked with interrupts prevents tially saved contexts o ccurring as the result of a context save b eing ininis usually guaranteed by meeting the condition that interrupts also b e disabled a Pro cess is removed from a Pro cessor’s idleContainerThthe normal chain of events a synchronization ob ject that wishes to transfer the physical ow of control to a new pro cess interrupts ifthey arenot already is accomplished by sending currentPro cesstheb ecomeUnin terrupt able Cho the pro cess to run might b e determined by the ob ject itself,as in case of invokinga V op eration on a semaphore that has blo cked pro cesses, or by the getNextRe adyPro cess message to the current Pro cessorthe resp onsibility of the pro cess to run the givePro cessoo message to the Pro cess ob ject representing the current pro The Pro cess to run next is used as an argumencontrol returns as the result of b eing given the pro cessor back, re-enable inif they were enabled to startwith by sending the current Pro cess the b ecomeInterrupt text Manop eratingsystems are designed to supp ort lightweight esses.The goal of these is to minimize the cost of using multiple pro cesses by minimizing the cost of context switcb etween p erformance of using multiple pro cesses in an application could b e hibitive if the exp ense of synchronizing and switching b etween them is to o Likinand real-time pro cessing requires that the overhead of context switching b etween cesses b e In realit,what this motiv ates is the need for lightweight ontext b etween pro \weight" of the pro cess itself is often not at issue, rather the exp of context switching b etween pro Lightweight context switching is usually implemented by having pro cesses share as mucas p ossible with each reduces the time to switch b etween them as common do not need saving or restoration. It also has the added adv antage of reducing the amount memory dedicated to storing p er-pro cess information. In , the most commonly state is a pro cess’s address Lightweight context switching is addressed in es by having sub classes of Pro and Pro cessorContext rede�ne their context switching metho ds in a way corresp onding the kind of pro example, the es system co de as implemented in the curren prototyp uses no oatingp ointit do esnot usethe oating p oinregisters.

Howevapplications might require the oating p oint

Sathese when a system or interrupt pro cess relinquishes the pro cessor and restoring them up on its wb e wasteful since their v alues are irrelev anonly the particular sub class

Pro cessorContext for ApplicationPro cesses rede�nes oint and restore to save restore oating p oint

This exempli�es an adv antage of p olymorphism when applied to op erating

Imp tanprimitives like givePro cessoo can b e transparently optimized by rede�ning metho ds they in turn rely on. Another adv antage applies to easing op erating system p ortabilit.initially retargeting for a new architecture, it is easiest to implement the checkp oin restore metho ds in the parent

Pro cessorContext class for that architecture in such a wato save and restore the entire context of the pro sub classes for v arious kinds pro cesses can then inherit these metho like the one in the previous can b e added later by rede�ning the metho ds in the sub is a sp eci�c case of sp cialization by sub classing. The most general case can b e implemented

�rst in one class.

this class can b e sub classed to implement optimizations that increase p t Issues and text

Saand restoring registers is not the only cost when context switching b etween two pro active address spaces is also costly and can b e the most exp ensive part of a conswitcHowevwhen two pro cesses that share an address space

(Domain) exchange pro no memory management related context switching costs are restore metho d of Pro cess manages the changing of DomainsConswitcoverhead in es is lowest b etween pro cesses that share a common

Domainrestore metho d, if the Domain of the pro cess b eing given the pro cessor matches the of the invoking pro cess, then no memory context switching overhead is intro the twpro cesses have di�erent

Domains, the ranslation of the Domain of the invpro must b e deactiv ated on the pro cessor’s corresp onding ranslator and ranslof the Domain of the other pro cess must b e activ ated. The exp ense altering the currently active ranslation v aries from architecture to architecture involves ushingthe contentsofv arioustranslationcaches andregistersand them forthe newpro ChangingactiveAddressranslationsisnottheonlycostwhen switching fromonemain toInactive

MemoryOb jects can have their working set of data swapp ed to backing store in order to keep physical memory av this reason, little or none thedata necessary for the executionof a pro cessb eingresumed may b eresident in ph.a pro cess’s workingsetmust b e swapp ed back in toallowthe pro cess toWhileitdo esnotincreasethecostofthecontextswitch itself, theworkdone�xingthetranslation faults that willo ccur once the pro cess b egins referencing non-resident lo cations itsworking setwill increasethetime thenewlyresumedpro cesswill sp endinthesystem b it can do any useful wrestarttime of a pro cess due to reloading non-resident memory can b e reduced blo ckingthedataofcritical

MemoryOb jectsresidentinphysicalis achievby creating a PhysicalMemoryChain representing all the units in such a MemoryOb and never deleting that

PhysicalMemoryChain

(see

Section

6.3.3optimization is since it decreases the amount of physical memory in the system av ailable for from other

MemoryOb jectses system ob jects are addressable from within any DomainAn interrupt or pro cess, or the system coroutine of an application pro cess can, therefore, execute in any mainis why the co de for checkp oint and restore in Figures 7.9 through

7.11 can stack p ointers and reference saved contexts of other pro cesses without having to alter the activDomainhing able 7.1 shows the context switching overheads b etween di�erent kinds of pro numb were acquired on a version of es running on a six pro cessor

Encore with

NS32332[Nat] pro cessors running at measurements were made with twpro cesses executing a lo op in which each pro cess relinquishes the pro cessor to the other pro bsending itself the givePro cessoo message with the other pro cess as an argumenthese cases, the pro cesses were executing in the same virtual address space

(Domainpro cesses that use oating p oint and those that do not were 88

163

176

163

221

233�s

FP

176

233 �s

244

able 7.1: and application pro cess context switch

FP

88

289

315

289

370

391 �s

FP

315

391 �s

412

able 7.2: of di�erent virtual address for a context switch from one system pro cess to another is 88�sSuca context switch requires the saving and restoring of pro cessor registers used by the system co de, i.e., not oating p oint registers, application stack p ointer, time for a context switch b etwtwo application pro cesses that do not use oating p oint is 221�s. When oating p oint is the overhead increases to 244�s as a result of saving and restoring the oating p oint able 7.2 rep eats these measurements but this time the second pro cess is given a di�erenDomain to execute additional overhead incurred when the Domains di�er derivfrom ushing the MMU cache and reloading the page tables for the new Domainthe time to switch b etween system pro cesses remains uncsystem pro can execute in any Domain, the es context switching co de is optimized to not alter active Domain whenever two system pro cesses exchange the pro is by rede�ning the SystemPro cess restore metho d not to activ ate a new Domain when it currently active Domain is used context switch b etween twp oint application pro cesses in di�erent domains is the largest of all context switches 412�san exception o ccurs, the normal ow of control of a pro cess is susp ended and an handler is invokall architectures automatically save some of the pro cessor conenter privileged execution mo de when an interrupt or trap o saved context usually pushed on an interrupt stack or saved in sp ecial this context is sav conpasses toan op eratingsystementryp oinmayeitherb e acommonentryp oinfor all exceptions (in which case some identi�cation of which exception o ccurred is or the hardware may consult a table mapping exceptions to entry p oints an use entry p oinp er the handler at the entry p oint returns, a returns the pro cessor to its pre-exception particular, the pro cess was running in non-privileged mo de b efore the exception, itwillb e placed back non-privileged mo Exception management in es isencapsulated by the abstractException inand traps are managed by instances of Exception sub Exceptionthehandlemessageto correct anexceptiones is initialized, hardware traps and interrupts are mapp edto

Exceptionsa trap or interrupt o the handle message is sent to the corresp onding

Exceptionthe exception condition b e repaired or handled, the currently executing pro cess’s execution is When a trap or interrupt o ccurs in , the system coroutine of the currently pro is resumed at an op erating system entry p oina pro cess’s system coroutine walready executing when the exception o ccurred, the exception causes the pro cess to p a branch directly to the entry p oinAsuch an entry p oint, architecture dep ende nt co de invoked to translate the condition to the corresp onding

Exception ob ject

(see

Figure

7.12).

es exception handling mechanism assumes that sending the handle message an Exception will alwaysreturn and the trapping or interrupted pro cess will b e it left

Because of this assumption, the architecture dep end ent co de that handles exception only needs to save any pro cess context that the metho d invo cation mechanism not save across the send of the handle message

(the metho d volatile consince metho d invo cation is implemented in C with pro cedure calls, this context consists the set of registers that are not saved across a pro cedure call. The send of the handle has no other net e�ect on the rest of the pro cesses context, so up on its return, only the metho volatile context needs to b e restored b efore the pro cess is In general, the exception condition is handled by the system coroutine of the current pro example, a page fault is repaired without resuming another pro is implemenby having the handle metho d of the particular sub class simply repair the exceptional it cannot b e handled by the system coroutine of the pro cess active when

Op eratingSystemEntryPointconditionsave d ation volatile onvert ondition into Exception{>raise();

d ation volatile return-from-exceptionFigure 7.12: Pseudo-Co for an op erating system entry p oino ccurred, the handle metho d sends givePro cessoo to relinquish the pro cessor another pro cess (usually an InterruptPro cess)thathandles the exception originalpro cessisresumed, itreturnsbacktothe handle metho dthatwasoriginally invokthen returns from

Exceptions used to handle interrupts implement handle by making the interrupted pro to run again and then signalling the exception condition to another pro cess using a multipro cessor, this allows the interrupt to b e pro cessed on one pro while the interrupted pro cess continues to execute on another pro of

ExceptiAwaitedInterruptException sub class of Exception de�nes a new message, awaitawait message is sent to an AwaitedInterruptException to blo ck the current pro cess’s cution until the interrupt o ccurs, at which time it can b e Pro cess is blo cked bplacing it in a Pro cessContainer asso ciated with the AwaitedInterruptException. If interrupt o ccurs b efore the AwaitedInterruptException is sent the await message, its o rence is logged so that the next invo cation of await will return if was a pro cess waiting then it is resumption o ccurs by sending givePro cessoo the current pro cess with the awaiting

Pro cess as the argument. A DefaultResp onsibility tothenewpro cesssothatthereadymessagewill b e senttotheinterruptedpro andit canrun on another pro cessor if one is av Inaddition to interrupts that have pro cessesawaiting them, unawaited interrupts are p orted by example, a time-slice interrupt is handled by an instance of the liceInterrupt atime-sliceinterrupto ccurs,anotherpro cessischosenfromcurrentPro cessor’s idleContainerchosen pro cess is assigned a DefaultResp onsibilitso that the interrupt pro cess can b e run as so on as there is a free pro current

Pro then told to give the pro cessor to the new Pro cess by sending givePro cessoono pro cesses are ready to execute, the terrupt handle metho d simply returns the interrupted pro cess is multiple pro cesses are to co op erate then they must often synchronize their

Pro syncproblems generally fall into one of two �rst arises when mpro cesses simultaneously attempt to access a common ob the accesses must b e p atomically must b e fully completed b efore any other is b egin) then they are said b e ly exclusive[instructions that require mutually exclusive access to ob ject are termed a al ctionexclusion requires any pro cess to enter a critical section to b e blo cked while another pro cess is executing the critical second pro cess synchronization problem arises when one set of pro cesses is pro ing data that another set is termed onsumer synchronization[Pro ducer-consumer synchronization may require the consumers to b e blo cked until the ducers have generated more data, or the pro ducers to b e blo cked until the consumers havpro already pro duced es provides spin-lo cks

(implemented by the Lo ck class) and busy-wait lo ops mentedby the ait class) for mutual exclusion and semaphores

(implemented by Semaphore class) for b oth mutual exclusion and sync

Lo c

3.35

5.27

0.437

7.3:Cost of the Lo ck and ait metho ds on the and Lo care provided for lightweightmutual implementation of Lo ck the pro cessor will not b e relinquished while the Lo ck is acquire message is sento a Lo ck to enter a critical corresp onding metho d simply disables interrupts, uses a test-and-set lo op to wait for the Lo ck to b e free. releasemessage issent toaLo cto indicate that the Lo ck is corresp onding metho d releases the lo ck and interruptsiftheywereenabled whentheLo ck was�rstSince there can only b e pro cessor comp eting for a Lo ck at a time on a unipro cessor computer, versions of es such computers are free to implement the Lo ck acquire metho d solely as disable interrupts release as re-enable interrupts (if there were enabled when acquire was senaits are simpli�ed versions of Lo cks that, for , assume that the anddisabling of interrupts is handled bythe co deusing the ait rather than by ait, therefore simply implements a test-and-set lo are useful for mutual exclusion cases where interrupts are known to already b e able7.3 gives thecosts ofthe acquireandreleasemetho dson theEncoreMultimax b oth the Lo ck andaitshouldb e notedthattheC compiler intheacquireandreleasemetho dsfor b othexplainswhythecostofreleasemessage to a ait is lessthan the minimum message sendcosts rep ortedChapter semaphore is implemented by the Semaphore class and its P and V metho ds.

The tion of the Semaphore class is shown in Figure The implementation of the class’s metho ds are given in Figures

7.14 through

The names of these metho ds violate the rule of metho d names not b eing were chosen re ect the corresp onding op erations on a Dijkstra

Semaphore:publicOb jectaitmintcounPro cessContainer*SemaphoreResp onsibilitymySemaphoreResp onsibilitSemaphore(intinitialCount

�virtualvoidvirtualvoidgFigure 7.13: es Semaphore As shown in Figure 7.14, the implementation of the P metho d �rst disables interrupts acquires mutually exclusive access to the semaphore count by sending the acquire message the mutex instance v ariable (a aitthen decrements the count and tests to see the invoking pro cess must blo cthe count is greater than or equal to zero then the invpro cancontinisaccomplished by sending release tothe mutex instance v in order to release mutually exclusive access on the semaphore count and then inand If the count went negative, then the invoking pro cess must b e blo ckinvoking cess cannot add itself to the semaphore’s wait queue for the same reasons discussed in tion 7.5.4.It must b e added by the pro cess b eing given the pro accomplish �rst getNextReadyPro ces s is sent to the current Pro cessor in order to get another pro cess that Pro cess’s resp onsib ility is set to the mySemaphoreResp onsib ility instance v mySemaphoreResp on sibility v ariable is an instance of the eResp onsibility SemaphoreResp onsibilityp erform to place the blo cpro cess in the semaphore’s waitqueue (see Figure 7.15).,the pro cessor is and the next pro cess is run by sending givePro cessooto the current Pro cess

inwasInterruptable = thisPro cess(){>b ecomeUninmcount = count { if(count < 0 ) Pro cess * nextPro cess = thisPro cessor(){>getNextReadyPro nextPro cess{>setResp onsibility(mySemaphoreResp onsibilitythisPro cess(){>givePro o(nextPro cess else mif(wasInterruptable )thisPro cess(){>b ecomeInFigure 7.14: Implemenof the Semaphore P metho class SemaphoreResp onsibility : public Resp onsibility Semaphore * mSemaphoreResp onsibility( Semaphore * sem ) f mySemaphore = sem; gvoid p erform( Pro cess * oldPro cess gSemaphoreResp onsibility::p erform( Pro cess * oldPro cess is an e variable set when SemaphoreResp is d. It d mySemaphore{>queue{>add( oldPro cess mySemaphore{>mutex.release();

Figure 7.15: Implemenof the SemaphoreResp onsibility inwasInterruptable= thisPro cess(){>b ecomeUninterruptable();

mcount= count+if(count<= 0)Pro cess *waiter

= queue{>removmwaiter{>else mif(wasInterruptable)pro cess{>b ecomeInFigure 7.16: Implemenof the Semaphore V metho V metho d is implemented by similarly acquiring mutually exclusive access to semaphore count, incrementing the count, and testing if the count is still negative or If the count isp ositive,then no otherpro cesses areblo cked and the invokingpro cess can b removed by releasing the mutual exclusion on the count, re-enabling interrupts, and Ifthereisapro cesswaiting, thenitisremoved fromtheSemaphore’s blo ckqueueandsentheready

SemaphoreGraciousSemaphore sub class of Semaphore implements a form of semaphore causes the current pro cess to immediately relinquish the pro cessor when the V messages sent the GraciousSemaphore and there are blo cked pro executing pro cess p ends itself and resumes a waiting pro cess by sending itself givePro cessoo with the Pro corresp to one of the waiting pro cesses as an argumenimplementation of V metho d is given in Figure

GraciousSemaphore::V(inwasInterruptable= thisPro cess(){>b ecomeUninterruptable();

mcounif(count<= 0)Pro cess *waiter

= queue{>removmthisPro cess(){>givePro o(waiterelse mif(wasInterruptable)thisPro cess(){>b ecomeInFigure 7.17: GraciousSemaphore V metho

65.7

65.4

able 7.4: of the Semaphore metho ds on the able 7.4 gives the cost of sending the P and V messages to a Semaphore on the data were acquired by �rst sending the P message to a Semaphore with p ositive count, and then sending the V these numb ers re ect the of acquiring a free Semaphore and releasing a Semaphore on which no other pro cesses blo cka Semaphore is not free when the P message is sent to it, then the time b the P metho d returns dep ends on the length of time until another pro cess sends the V the Semaphoreanother pro cess were blo cked awaiting the Semaphore when the message was sent, then the time would increase by the amount of time necessary to the waitingpro cess and send it the ready o give an estimate of the overhead of using semaphores for synchronization, a test was where twosystem pro cesses lo op ed exchanging the pro cessor by alternatelysending the P and messages to a pair of �rst pro cess sent the V message to one semaphore

Pmessage toanother, whilethesecondpro cessdidtheopp wusedfor this test to a�ect immediate context switches whenthesemaphore

Vop were p result is that four context switches o ccur for each iteration of the lo op. single iteration of the lo op to ok 659 �sthe data in able

7.1, a context switch b etwa pair ofsystem pro cesses takes88�so�the cost of the four contextswitcand halving, therefore,leavesa minimumoverheadofapproximately154�s fromthe timepro cessblo cks on a semaphore as the result of a , until the pro cess is Summary

espro cess management provides an ob ject-oriented interpretation and implemention ofpro cess scheduling, contextswitching, and exception attempts letthe op eratingsystemoptimizecontextswitchingbasedon therequirementsofthe themselves. is accomplished by using an abstract class to de�ne a pro cess and sub classing that class to implement the pro cess abstraction with v arious p erformance menhandling in es is likewise mapp ed into the ob ject-oriented An ob ject represents each exception which can o ob ject is sent a message whenevan exception o Ob ject-orieninterpretations of pro cess management and exception handling have sulted in opp ortunities for b oth p erformance tuning and p ortabilityadv antages in Portabilityis increased by lo calizingpro cessor dep end encies in the Pro cessorContextquicklygetes \upandrunning"onanewarchitecture,aninitial

Pro Context class for a new pro cessor architecture can implement a full context save/restore its checkp oint and restore metho once the system is stable and running, this class b esub classed to implement the p erformance optimizations made p ossible by taking adv anof requirements of the particular kind of pro cess the Pro cessorContext represenEvoncethenewclasses areimplemented,inheritancestill allows themto sharecommonco thesup Thees givePro cessooeprovidesthemechanismtoa�ectcontextswitcb etween pro Pdecisions are implemented by di�erent scheduling and synction ob jects, for example, Semaphores or AwaitedInterruptExceptionsmany uses inheritance to alter p olicy example, the GraciousSemaphore the V metho d of Semaphore to implement a di�erent p olicy when a pro cess blo ckon a semaphore is Eva Semaphore may have di�erent p tation of Semaphore only relies onthe interface

Pro cessContainer prov classes implementing the Pro cessContainer signature can b e used to alter the b ehaior of a Semaphoreexample, the Pro cessContainer implementing the queue of blo ckpro cessesmayimplementeda

FIFOorpriority-based scPro cesscontextswitching isaverylow levelarchitecture dep ende ntop eration. Theples in Figures 7.9 through

7.11 show that the ob ject-oriented paradigm can successfully such low level details as context switching, while at the same time presenting abstract, in, es provides a exible, e�cient, and ob ject-oriented interpretation pro context switching, scheduling, and exception

discussedinChapter3,ob ject-orientedprogramming techniqueshaveb een rep ortedtomanysoftware engineering b goal of this thesis is to ev aluate the successob ject-oriented techniquesat addressingproblems ofop erating system p ortabilit,mainabilit, extensibility and e�ciency as discussed in the �rst two cgoal is met bdetailing an exp erimentto design andimplement an op erating system using ob ject-orientechniques throughout. The result of this exp eriment is the es architecture for op system design and provides an extensible mo del of the internal work of an op erating system that do es not p enalize p includes a hierarchy software classes that can b e sp ecialized to build op erating systems for particular or archierarchy contains classes to de�ne interfaces and stractions, and ete sub classes to de�ne ob jects with a particular desired b ehavior or implement a particular algorithm. es is successful at using ob ject-oriented tecto implement common op erating system algorithms and data structures while maining e�cienthis conclusion, by using examples from ,I ev aluate how well practice the prop osed b ene�ts of constructing ob ject-oriented op erating systems put forth

Chapter 4 were achievthesis illustrates in numerous places how ob ject-oriented programming techniques increase op erating system p ortabilit.Abstract classes such as the Address ranslator classesdescrib edinSection6.2 andthePro cessorContext describ ed in Section 7.3allsuccessfully hide the underlying detailsof aparticularmacarchitecture. classes implementing these abstractsignatures are a convenient way encapsulate architectural dep enden simultaneously preserve the interface and architectureindep enden tco defromthesp eci�csofanyparticular computerarcHigher level machine dep endenc iesare also easily encapsulated within abstract example, es successfully uses sub classes of the MemoryOb ject class describ ed in tion 6.4 to encapsulatehardware dep ende nciesof v arious p ermanentstorage disks andinusedbythev ariouscomputersto whiches hasb een and terface Sharing and of co de sharing/reuse and interface sharing ab ound in it is just interfacethatisexample,theinterfacede�ned bythePro cessorContextclassimplemented forv arious pro cessor scheduling algorithmsas describ ed in [Ley88mucco de issharedaswell. orexample,theconcreteversions ofAddressranslation forv architectures substantial amounts of co de via an abstract sup Liksub classes Pro cessorContext sp eci�c to di�erent kinds of pro cess on di�erent architectures all co dethroughthesup erclassfor thatarchitecture

(seeSectionAnother example of interface sharing is describ ed in Section interface proby the MemoryOb ject class is inherited by a large numb er of classes including classes represenBerkand System V UNIX ino des[MLRC88], MS-DOS �les [MCRL88], the Encore Multimax and T&T WGS-386 computers, partitions of disks, and of other MemoryOb jectsBerkeley and System V UNIX ino de classes, likewise, substantial co de through a UnixIno de sup of olicy demonstrates how p olicy and mechanism can b e separated cleanly by ob ject-orienPro cessContainerclassis ago o d example ofde�ning a p olicyinwithasignatureandimplementing thatsignaturefornumerousp olicieswithconcrete thesignature for Pro cessContainer was de�ned,many sub classeswere implemented ban individualmostlyunawareoftherestofthees pro cess managementsystem[Ley88Twoother go o dexamples ofthe separationof p olicyfrommechanism can b e found invirtual memory the selectUn itForRemoval metho dof the MemoryOb jectCacclass is rede�nedto implement di�erent memory replacementp olicies

(seeSection

MemoryOb classes can rede�nethe p olicy governing layout andplacement of logical p ermanent storage by rede�ning the read and write metho Through b est example of using sub classing to w optimizations by sp ecialization o ccurs in es pro cess management The sub classing of Pro cess and Pro cessorContext order to optimize context switching as describ ed in Section 7.3 yields signi�cant p increases as summarized in Section y for example of building a heavyweight

Pro cessorContext for a particular architecture sub classing it later for p erformance increases, as describ ed in Section

7.6.1supp orts the prop sition that p ortability can b e an initialgoal, but that sub classing can later b e used to the system without impacting existing co An ob ject-oriented op erating system as de�ned in Chapter 4 requires an ob ject-oriented terface to system

NameServer and Ob jectProxy mechanisms describ ed 5 provide this for they provide a very exible application inthat is customizable to individual pro p erformance of this mechanism is shown

Section 5.2 to b e comparable to the interfaces provided by traditionalop erating overalle�ciencyofes detailed throughout

Chapters5,6,and7 lendscredenceto ability of ob ject-oriented programming techniques to supp ort e�cient op erating system softwdevelopmenfew to ols and little exp erience, we were able to develop system which p erforms within a few p ercentof

UNIX onthe same hardwofes areactually faster thanUNIX.Muchof this p erformanceis owedto thee�cienofC

++

Howevsincees do esnotrelyonanyfeaturessp eci�c toC

++

, usingane�ciencompiled ob ject-orientedlanguagewiththecharacteristicsdiscussed in Sectionshould yield similarmostpromisingdirectiontotakethisresearchnextistowards distributeduniformitofaccessingdataandp erformingcomputationusingob jectmessagesendingb aninv aluableaid forbuilding distributedconventional distributed data within an application’s address space are usually accessed with absolute addresses or bdereferencing p ointers to , while remote ob jects are accessed by sending a message a remote entitLo data within an application’s address space could likewise b e by messaging, but this is usually ine�cient and harder to program.

Ob ject-oriented op systems easily supp ort the distributed system mo del since the encapsulation provided by ob allows metho d invo cation to b e implemented as lo cal pro cedure invo cations or remote pro calls

(RPC’s)[BN84that is needed is to extend ob ject identities to b e v alid across no des in distributed system.

this has the adv antage of presenting a single mo del of messages to ob Ob within an application access each other this way ob access ob jects in other address spaces, or even in address spaces on di�erent the same waimplementation of such a scheme is similar to the \stubs" used in traditional reference to an ob ject that is actually remote will, in realit, reference a lo gate ob ject which acts as the stub for the remote ob a message is sent to surrogate, its metho ds marshall the arguments together and send them to a remote whicin turn unmarshalls them and sends the message to the actual target ob adv anofsuch asystem isthatthe inter-surrogateproto colcan b e sp ecializedfordi�erenclasses of ob jects[Sha86RPC might work for most cases, but certain surrogates migha proto col highly optimized for the kinds of metho ds they are forwardiOne problem with extending the ob ject-oriented mo del to encompass distributed is the latency that might b e intro duced while crossing machine and address space b Oneof the assumptions of ob ject-oriented programming is that message sendsare relativcheap compared to op eration p is esp ecially true in statically typ ed ob oriented languages since often the message send can b e converted directly to a pro cedure or to a pro cedure call after a single this assumption is no longer v alid, ab out the e�ciency of distributed ob ject-oriented systems might

Howevthis cost already familiar to designers of distributed accessedentities are of su�cient

\weight"so as not to of this p erformance loss might b e by using sp ecialized surrogates as wsp ecialized surrogate could cache some ab out the remote ob ject lo cally in order to reduce the communication to the remote ob ject therefore, increase p Summary

, constructing ob ject-oriented op erating systems is a successful technique, b oth a software engineering standp oint and an e�ciency standp oinset of op erating system p onents, maintained as a class hierarch, provides b oth an abstract and a practical scheme for existing algorithms as well as revealing many new algorithms in its own righa set of op erating system algorithms and data structures organized within an ob ject-orienframewprovides useful guidelines to the develop er, and reduces any subsequent e�orts to target or mo dify the facilitates b oth customization and optimization of the This thesis demonstrates all of theb ene�tscan b e achieved without signi�cant p

[A

MikAccetta et Mach:A New Kernel oundation for UNIX

Developmene ofthe

USENIX enc e, pages

93{111,

June

V.Aho,.J.Denning,andJ.D.

Ullman.Principles ofoptimal pagereplacemenoftheACM,

18(1):80{93,January

Agha. AdelofentComputation indSystems. MITComputer,Inc.,Cup ertino,California.MacintoshSystemeGuide: V

6.0, Computer, Inc., Cup ertino, California.A/UX ammers e,WilliF. App elb e and A. . RaConstructs in Systems Languages. ACM T ansactions on amming anguages and Systems6(2):129{158,April J. BacDesign of the UNIX ating SystemPrenHall, glewo o d Cli�s, New , J. Bach and S. J. Multipro UNIX Op erating A atories T chnical Journal, 63:1733{1749,Octob er G. Birtwistle, O. Dahl, B. Mhyrtag, and K. ginAuerbac

S. Banino,G.Morisset,and M.ControllDistributed Pro cessing ChorusActivityMessages. In c. of the enth Annual Hawaii ence on Systems e,pages 257{265,Birrelland Bruce ImplemenRemote Pro cedure AT anson Computer Systems, 2(1), ebruary [Bo Bo o cOb ject-OrienDevelopmenT ansactions on Engine eringpages 211{221,ebruary Brinch System PrinciplesPrenHall, Englewo o d New , Brinch programming language Concurrent PIEEET tionson e Engine ering,

1(2):199{207,June redric. Bro oks al Man-MonthReading, Lub Bic and Alan C. Shaw. The al Design of ating Systems. PrenHall, Englewo o d Cli�s, New , second edition, Berkeley Software Distribution,University of California,Berkammer’s Manual: Guide, March C. Co op er and Richard . Draves. C echnical Rep ort 154, Computer Science Department, Carnegie-Mellon Universit, June H. Cress, . H. Dirksen, and J. W. F

IV With W A TFOR W A TFIV.Prentice Hall, Englewo o d Cli�s, New , [CDG

Cardelli, James Donahue, Lucille Glassman, MickJordan, BillKalsow, Greg Mo Rep ort ecrep ort, Digital EquiptmenCo.,H.Campb ellandA.N.Hab Sp eci�cation of Pro cess

SyncbyPathExpressions. InG.

Go osandJ.Hartmanis,editors,ating

osium, ourt,volume16ofe Notes in e, pages89{102.erlag,

Nework,AprilDaR.Cheriton. TheVSoftwareBaseforDistributedSystems. e, 1(2):19{42,April DaR. V Distributed of the ACM31(3):314{333March H. Campb ell and R. B. Kolstad. Applications of Path Expressions Systems Programming. In ACM79, pages 81{87, Detroit,RoH. Campb ell and T. J. Path Pascal ecRep UIUCDCS{R{78{919,Department of Computer Science, University of Illinois Urbana-Champaign, April Alb Chang and Mark F. Storage: Architecture and ProgrammiIndingsof the ACMosium on atingSystem Principles,pages110, Novemb er ConwaMultipro cessorSystem dingsof the AFIPSF

Joint

Computerence, pages

139{146,CraComputer

Co. UNICOSPrimer,

RoCampb ell,

VincentRusso,and

Gary

Johnston. TheDesign ofa Multipro Op eratingIn dings of the USENIX C

Workshop, pages

109{1231987.

Also echnical

Rep ort No. UIUCDCS{R{87{1388,

Department of Science,

University of Illinois at Cardelli and Peter egner. On Understanding

Typ es,

Data

Abstraction,

PolymorphismACM

Computing

Surveys,

17(4):471{522,

Decemb er

HarvM.

Deitel. An duction to ating

Systems.

esley ing Compan,

Reading,

Massachusetts,Reading,

Massachusetts,

HarvM.

Deitel.

Case In duction to ating

Systems,

505{533.

esley

Publishing

Compan,

Reading,

Massachusetts,

PJ. Denning. The orkingSet Mo del forProgramBehavior. of the ACM, 11(5):323{333, May G. DeMichel and R. . Gabriel. The Common Lisp Ob ject System. In dinof the an enc e on d amming (ECOOP ’87), W. Dijkstra.The Structure of the THE Multiprogramming of the ACM, pages 341{346, May [Do W. Do System for the Supp ort of Concurrent gramming.echnical Rep ort CS-87-11, Department of Computer Science BroUniversitProvidence, RI 02912, June Danforth and Chris Typ Theories and Ob ject-Oriented gramming.AComputing Surveys, 20(1):29{72, March Computer Corp oration,Marlb oro,Massachusetts.UMAX 4.2 e Manual, Computer Corp oration, Marlb oro, Massache lel Manual, Computer Corp oration, Marlb oro,Massachusetts. Multimax T al maryOb ject-OrienUnit esting. HP Journal, 36(4),April Rob A. Gingell, Joseph . Moran, and William A. Architecture in dings of the Summer 1987 USENIX enc epages 81{84,Goldb active amming onmentPublishing Compan, Reading, Massachusetts, Goldb ergand Davidltalk-80:

anguage andits mentation.

esley

Publishing

Compan,

Reading,

Massachusetts,

O.Graver.T ckingand T e-Infer enc efor dming anguagesthesis, Department of Computer Science, Universityof noisat Urbana-Champaign,A.Pthe Choices Ob ject-Oriented Op erating thesis, Department of Computer Science, Universityof Illinoisat 1990 (fotrhcoming)Pack ard, Cup ertino, CaliforniaAe and eManual[HFN. Hab ermann, L. Flon, and L. Co Mo dularizatiand Hierarchy in amily of Op erating of the ACM, pages 266{272, MaC. Halb ert and Patrick D. O’Brien. Using Typ es and Inheritance in Ob Oriented Programming. IEEE e, pages 71{79, Septemb er A. R. Monitors,Op erating System Structuring of the ACM, Octob er InBusiness Machines Corp R

T PC e T chniceSeptemb er InBusiness Machines. IBM AIX T al e V olume 1 for PS/2InBusiness Machines, Poughkeepsie, New Enterprise tems Aof ation, [InInCorp oration, Santa Clara, California.System 432/600 System e ual, [InInCorp oration, Santa Clara,California. 80386 System e Writer’s Guide

D. Janssens, J. K. Annot, and A. J. v an de Go UNIX for a tipro cessorEnvironmenations of the ACM,

29(9):895{901,

Septemb E.

Johnson and Brian o Reusable

Journal d amming,

1(2):22{35, E. Johnson,

Justin O. Graver,and

Lawrence W. Zurawski.TS: An ing Compiler for Smalltalk.In dings of the enc e on amming

Systems, anguages and ations, pages

18{26,Jul,

Henry , Norman

Hutchinson, and Andrew

Blacbility in the Emerald In e dings of the Eleventh ACM osium ating

System

Principles, pages

62{74,

Novemb er M. and ess ation in d Virtual

Systemsthesis,

Department of Computer

Science,

University of Illinois

Urbana-Champaign,

(forthcoming)Jensen and Niklaus

Wirth. P ASCAL:

User

Manual and ort.

erlag, New ork,

Kain and L. LandwAccess

Checking in Capability-Based T ansactionson e ering,pages

202{207, ebruary

[KnE.

KnArt of Computer amming, V olume F Aond

EditionPublishing

Compan,

Reading, sachusetts, W. Kernighan and Dennis

RitcThe C amming anguage.

PrenEnglewo o d

Cli�s, New , [LAB

H. Liskov,

Russell

Atkinson, oby Blo om,

Eliot

Moss, J. Craig

Scand

Alan

Snyder. CLU e Manual, e Notes in Computer

Scienc e V 114New ork,

E. LeyChoices Implementation of the Universal Scheduling Master’s thesis, Department of Computer Science, University of Illinois at Champaign, Lieb Prototypical Ob jects to Implement Shared Behae of the e on d amming Systems, and ations, pages 214{223, H. LiskoDesign of the enus Op erating the ACM, 15:144{149, March Levy and Peter H. Lipman. Virtual Memory Management in the Op System. IEEE Computer, pages 35{41, March [LLA

Lazowsk a, H. , G. Almes, M. Fischer, R. owler, and S. estal. The Arctecture of the Eden dings of the ACM osium on System Principles, pages 148{159, [LMKSamJ. Le�er, Marshall Kirk McKusick, Michael J. Karels, and John S. Design and Implementation of the 4.3BSD UNIX ating Systemesley Publishing Compan, Reading, Massachusetts, W. Lampson and David D. Redell. Exp erience with Pro cesses and in dings of the ACM osium on ating System Principlespages 43{44,Decemb er K. Loucks and C. H. Adv

Interactive Executive (AIX) Op System Overview. IBM Systems Journal, 26(4):326{346,PW. MadanAd ach ds a al del of Systemsthesis, Department of Computer Science, University of Illinois Urbana-Champaign,

(forthcoming)L.

Design of the CHORUS

Inter-pro cess

Communication

IFIP,pages

61{72,

Myers and B. BucHardware Implementation of CapabilityAddressing. InACMatingSystemseview,pages13{25,Octob erL.McKechnic, editor. Webster’s New TwentiethCentury DictionarySchuester, E.Exp erimental

Software

OrganizationforaLab oratorySwitcdings ofthe1981IEEE

International e onations, volume 2, pages

24.4.1{24.4.4, PW. Madan, Roy Campb ell,

Vincent

Russo, and Douglas E. LeyHierarchy forBuildingStream-OrientedFileDepartmenofScience, Universityof Illinois atUrbana-Champaign, b e presented E. Madnick and J. J. Donov

Machine/370 (VM/370Systemspages 549{563. McGraw-Hill, New ork, MeyGenericitersus dingsof the d amming Systems, anguages and ations, pages 405, MeyReusability: Case for Ob ject-Oriented e, pages 50{64,March Meyer. d e Construction. Prentice Hall, Englewo o Cli�s,New , [MLC

M. Mellor-Crummey,T. J. LeBlanc, L. A. Crowl,N. M. Gafter, and . C. Elmwo o d { An Ob ject-Oriented Multipro cessor Op erating ecp ort TR{226, Computer Science Department, University of Ro chester, Septemb [MLRPMadan, Douglas Leyens, Vincent Russo, and Roy Campb C

++

Hierarchy for Building UNIX-Like File dings of the C eOctob er 1988. echnical Rep ort, Department of Science, University of Illinois at

Motorola,Cache/Memory ManagementUnitUser’sManual,Motorola,d

32-Bitessor

User’sManual,

PR.McJonesandGarret F. Swart.Evolving theUNIXSystemInterfaceto p ort Multithreaded Programs.echnical rep ort, DigitalEquiptment Corp Septemb er J. Mullender, editor. The Aa d ating cte

1984{1987ract 41, Center for Mathematics and Computer Science, Semiconductor Corp oration, Santa Clara, California.Series 32000 ok, Rep on the AlgorithmicLanguage ALGOL theACM,

6(1):1{17,JanuaryNeXT

Computerations aming ePThe

Peter

Norton ammer’s

Guide to the IBM PCM.

Needham and R. D. H. alkCambridge CAP Computer and protection dings of the ACM osium on ating

Principles,pages

1{10,

[OCD

K. Ousterhout, A. R. Cherenson, F. Douglis, M. N. Nelson, and B. B. elcThe

Sprite

Network

Op erating

Computer,

21(2):23{35,

[PL.

Parnas. On the Criteria o Be Used in Decomp osing

Systems

Into

Mo ations of the ACM,

5(12):1053{1058,

Decemb er

Perry and G.E.Kaiser.

Adequate esting and Ob ject-Oriented

ProgrammiThe

Journal of d amming,

2(5):13{19, eb S. actitioner’s achMcGraNew ork,

L.PetersonandAbrahamSilb erscSystemeptsesley

Publishing

Compan,

Reading,

Massachusetts, second [R

RicRashid et Machine{Indep ende nVirtual

Memory

Management

Paged

Unipro cessor and Multipro cessor

Arcdings of the ternational e on Aal ort for amming anguages ating

Systems, pages

31{39,

Rozier, V. Abrossimov, and W CHORKernel

Sp Interface,

Draft.

echnical

Rep ort

CS/TN-87-25.10,

CHORUS

Systems, ary RicF. RIG to Accent to MacEvolution of a NetwOp erating ecrep ort,

Computer

Science

Department,

Universit,

VincenF.

Russo and Simon M. C++ Interpreter for Sce of the USENIX C e,Denver, Co, Octob er R. Rose. ast Dispatch

Mechanisms for Sto ck

Hardware. In dingsof ence on d amming

Systems, anguages and ationspages

27{35,RicF.

Rashid and George G. Rob Accent:

Communication

OrienNetwOp erating

System dings of the ACM osium

System

Principles,

Decemb er M. RitchieandK.UNIXTime-Sharing A atories T chnic al Journal,

57(6):1905,

1930,

[SCB

Scha�ert, opher

Co op er,

Bruce

Bullis,

Mike

Kilian, and Carrie

Wilp olt.Intro duction torellis/Owl.Indingsoftheenc eonamming

Systems, anguages and ations, pages

9{16,

SequenComputer

8000

Guide to lel amming,

SequenComputer8000 System T chnic alSummary,Raand ConstructsCompan, Reading, Massachusetts,and Encapsulation in Distributed ProPrinciple. Indings ofthe6th.International e ondputer Systems,

MayDesign of a Distributed

Ob ject-OrientedOp erating

O�cec.EspritT chnicalek1988,BrusselsNovemb er

[SnSnyder.Encapsulation and Inheritance in Ob ject-Oriented

Programming guages.In e dings oftheenc e ond amming anguages and ations,pages 38{45,H.Spa�ord. KernelStructuresforaDistributedOp erating

System. eccal Rep ort GIT{ICS{86/16,Scho ol of Informationand Computer Science, Institute of ec, A. is e dings of the e d amming Systems, anguages and ations, pages C

++

amming anguageCompan, Reading, Massachusetts, Stroustrup,PCommMicrosystems. SUNOS eManual,MayCustomer

Information

Center,Indianap olis,

System V e tion,

Swinehart,

Polle

Zellweger,

Richard

Bach, and Rob ert tural

View of the CEDAR

Programming

Environment. ACM T ansactions on amming anguages and Systems,

8:419{490,Octob er [T

Av ev anianetal. MachThreadsandtheUNIX BattleforCondingsof the USENIXenc e, pages185{197,

June MicUser’sGuidetoGNUC++. ThereeSoftware oundation,

MarchS. anenbaum and S. J. Overview ofthe Amo eba Op erating

System. ACMating

Systems eview, pages

51{56,July ev anianand

R.F. MAA Basis for utureUNIXDevmenechnical

Rep ortCMU-CS-87-139,Computer

ScienceDepartment,

Mellon Universit, S. anenbaum and Robb ert v an Op erating ACM Computing Surveys,17(4):419{470,Decemb er States Department of Defense, amming anguage eManual. New ork, [W

WilliA. ulf et al. HYDRA: The Kernel of a Multipro cessor Op erating ations of the ACM, pages 337{345, June Pegner. Dimensions of Ob ject-Based Language Design. In dingsof ence on d amming Systems, anguages and ationspages 168{182, [Y

Micoung et Duality of Memory and Communication in the plemenof a Multipro cessor Op erating dingsof the Aosium on ating System Principles, pages 63{76,

VincenrankRussowasb ornonthe8thofAugust,1962 inPittsburgh,

Pennsylv his family moved to Dayton, attended grade scho ol and high scho in

Dagraduating from

Carroll

High

Scho ol in Dayton in 1980,

Vincent at the University of Da1984, he received a Bachlor of Science degree in Science/Physics from the University of DaIn

August of 1984,

Vincent b egun graduate work at the University of Illinois at Urbana in the Department of Computer received his Masters

Degree in 1986 in 1990

�nshed work on his Ph.D. The Ph.D.

degree was awarded in January was entitled \An Ob ject-Oriented

Op erating

Vincent is currently an Assistant

Professor at Purdue

University in est Lafayette,